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FUBR

Linking people Delivering business
LXCY W 1.1

B A
B3R A - i
BRARSCRE S AT T, 50 T 51 S A AHE I R SR

“EER BiRFRINE—

(a) TERENAEZIE P R4 8RR SRR 45 ZE B I NS SN, $8—
@) FHAZIEB A E 2 T N AE B MR 15
G HEAEREZAUE A5 At A BAE R A7 9 AT s
Gi) A HZIETS; 5%
Gv) AT B s A& ST 5

(b) TEH NG S AEZAE A 8 2 BORMA SRR e I IR OL T, 8—
D) WINZAES R 200 5 16 TN IS SR 1) 5
G HEAEREAZAE S [t N A A0 BFE S AR A s B
Gii) PAEE 7 B AR AZIE 1S5 7

“HIEN” fE ARANSENTFC R TR,

“FEXFRBRLRAE” frhl L L RN B L R Y. LB B AR AR B R 8 R N B K A
% SR RSB 2 TR A R

“PREFRREK” RN Z AR .

BN FRFIC ANV E TR TS AN CRBGZ AL At T2 B iC AHUR I R (fRED
(FIFAN L

BB R AN Z B0 B 01 80 B CHRABGZ A A B S R T2 80 AN U O HL e
T WD RN R .

WS o “BRTUER” SR A LU R Ak
Q) HIARZUENLIR R W B A6 28 2 H AR T At T2 25 28 28 T 0 T DA R A7 R o TR 85 L 2 5 73 B
AL
by BUIAH ASK ZAZUENLG
o) IRHBRAIR ALK
d) IR AR E L AT, Jf
e)  ZARMAFMIENRZ AT ALEE

N30 %1 SEE I T UPNGIP S B e PATIR IES Y- di H S O 2

CREAENLHER CHER D™ FRAZUEN LG At USRI EAE e AR A5 I A 2 A b 552 55 S e 2 U

“UEFRFE R FIZSUETS At NAEUESS 5 BT (o) B B AT To 2 A TT R RE T (L e JOMNE ) 2 Bkt
XN AN TR, AR R RO A

“PRIE” B TARN S, IREEANU TR, SEE AR TR Y R G S A iR % b T AR R R
AR R, ALGRAT AR 2 IR AR 2 A0SR MBS N2 A T T R R LA 5«

(a) BRI 5 BB N2 A TP R RO N2 RN E R ™ BL

() PERI AR, AL AR TR

“BTAX” RERRGEZHIE A Ak, TR K.

(@  AEAEMRARGAREREN - MEERGEE RN —MEERS; JF

(b)  BEMEAEAELS BRI EEA N,

“HTER” RS TASMIERAE R EABR B TR TR B TR ERT S, mizsE TR T
e B P ETE RS NI AN Z AL sk 2 H 58 LR .
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LXCY W 1.1

“BHRE” Fi D AR AT X BUN NS ST A AU B e, SRR E S L.

“ERT BRETRL U RS AR RN B LR

“BRARL” MG U NI UL AL

(a) ALPLAE L

(OESSEISY:

(o) REFIEAEAS B ALK BUEAAAEARAL T2 A5 R ARGEA, sREEIERH R BAE XS RGN LI ey sUAE B,
(@) REFPERI R AR BN 2S5 AR B A AR X R AN BAEARAL T 25 B REN) -

A N SR TR T, R R R ARz, Bk R e I IR

CRW” IS, 45
() HEEZUES, RJFROZUETS 5 196 TAEIZUETS R A4 BURB N PR A ZAE B IS &, i

N
(b BRSO TZIE B N e 2 BRI SRR S IZIE B ARG R, WanzA, RiEiHE
AR,

R TR BUZUE R TAZ A ;

“TXTBERLRL” EARXIFRE TR, SR N BRI R ARy AISC 2 A TP DR, 1% 28 TF 35 i ] 52 %
FAN BT BT 1 2 BUh S

“H&B)” R WEILBIEE 553 HH A 4.
“RWME” MR TN E, BRME GRS, S A R e A% g, AR
“EWMBERK” HEBIEPIH o8 & (IBBEE LB FiisE K.
“PANTERGRL” TR 2D e b F AP AR BD A5 8 2 S5 .
CRATFHIGRL” FRlC Xt B R R AR SR 2 2 B,
“UFHEF” f5:
(a) AR 22 ZNTT ZAETS;
(b) JEMIEEE 22 N AT ZAEP 2 28, BRIk ik B)
(0) &5 34 ZINRIAEHL I K 5 W W e 2ZAE 15 .
CSATTREENLIS” MRS 21 £5A ] Z AL IR B 34 4Tk ER L% .

CHRT FRAEATTRI BRI s DL E T EE 2 AR R, MR R AR FL B L e B R B AR R 2 SR
o

FBAEBWHIR" SRINFBIEGRE, RRFBIBATA —EW6E, JFR OB 5 TS 2.
“ARFPERRAB” PRI AT R TR ) R PR
“REFFPR” SRR PR RIE B U E SIER AR E R AR RS,
“HBIRAR” AN E . SREZNOC S AL BT G52l e 22
“RB7 J “BF7 O EEVAEBURIAADRFH BT BCR AR S, B0 NG SR AR A By -
“EREBHUE" 5 D TR N B ) B EE
CEIRN FRFF LU T RN
() FEREAUETS PR 44 BN R A S e 1
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BIRAP B AL MSEOT LRI, SR AR B AN E I N K S A AL HE

“BIRANME”  FE R SIS NI TR 28 N ISR A UE AR WU LA Ay 5 5 4%
PR T IR Z U .

“RURGR” T LTI A L SEHUELE . ok SR
(a) & B2 A n] Sl 2 AR AN Al 5
(b) FERTRAEHINE DL RTSEE ARty SRE T BT P A5 T A 5 5 T Ik 2 5 B 5
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Linking people Delivering business
LXCY W 1.1

B3 B

B3k B - A HEHBBH FHE %K

1) HBFER (DA K

FEAK FRAK
BFIES () KHFRFEIRS AL

BFIES (DA

PSS (Standard field)

FA (Version) X.509 V3

F#5 (Serial number) [ R R G 3

2B EH R (Signature shalRSA

algorithm ID)

RAT#E (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

FROM (Validity period) [AFTF ot |[HHEUEHFE B B IKUTC N [1]]

before)
ANIBF Not  |[HHAHEMRE 5 & FIUTC W a])]
after)

FEEZ R (Subject name) en=[E S HIELELA] (D en=[E S M IELEA] (D
e=[ L T HBFE L] Cit e=[ L T HBFEHBE] Cit
ou=[FILASHERT] Gi3) ou=[FILASHERT] Gii3d
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (FfiE4)>

c=HK

EEAFFEBREIE (Subject public key
info)

H RS (Algorithm ID): RSA
INFFERL L (Public key): #5002 B 54 1024-bit

K NRBIZFR Issuer unique identifier)

A

BT N IRAIAFR (Subject unique
identifier)

RAEH]

FRUEFE (7B (Standard extension) (S

PIXHLARG4LF | KB A  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5 (Serial [ KR AALIEI
number)
EERERMEH Key AN, BOD%E, 0N
usage)
(A" R FBO
EHBUR (Certificate Policyldentifier = 1.3.6.1.4.1.16030.1.1.5 (¥t 6>
policy) PolicyQualifierID = CPS
Qualifier = [FZEAE L HEN FTURL]
EHFHELFR (Subject  |DNS (28 08 F B S Ul 5 ) )
alternative name)
rfc822 LEBFA AT I bak] cro
RATEHLBE LM (ssuer AAF
alternative name)
EAM B Basic BN Syt TS BN
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FiB®
Linking people Delivering business
LXCY W 1.1

FBRA FBRAK
BFER (A R PRFHEIS A
BFER (DA

constraints) (Subject type)

A K EERR ) |G

(Path length

constraints)
TR AR PR A KA
(Extended key usage)
EBHEHEE RO R A OF R AR = [UE TS TS 505 R ASURL] (k)
(CRL distribution point)

Netscape ZE{-FBt (Netscape extension) s>

Netscape iF3528%! (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLAR4S 854 FX (Netscape SSL | Al H

Server name)

Netscape &+ (Netscape comment) ARAEH

P -

1. FIE N k2 o s ol - I8 (KB) + 4 (4911 CHAN Tai Man David)

2. BN N EARL 173 p: K (G D)

3. BiREAZHEGS: 10 M

4. “e-Cert (Personal/Minor)”  F7r HUE N T3 K HAEB AR 18 & (WAKAE/ELAEN S 3.1.1.2 &) .

5. BRAE S AMEM, I A FRUELER B X Netscape ZEMFBIA “JEXEE”  (Non-Critical) JEMHEE

6. FHE IR E 3R Internet Assigned Numbers Authority JANA) 43 BeFA N k545 (Private Enterprise Number)
16030 F» [1.3.6.1.4.1.16030.1.1.5 1 A B U310 (Object Identifier, OID)o

7. FHE N 5 95 S UE 5 B (LS FE 5 P I (B hkid_number 7R K22 HIl A R FA N S5 0 e 25 25
FEEAR A — 2B (LA cert_hkid_hash ®X/R)J5F, ANIET:

cert_hkid_hash = SHA-7 ( RSAwmivaeker st ( hkid_number ) )
SHA-1—2%2% AT RSAM Ay %5 R 4

LEARH A L FE T, hkid_number U4 B S IREUL BT AR IS N 2838, IF77~ 2L BB 1FIG
IR S A R A% 52 B SHA- 1 ( RSAmivaeter, ez (Hkid_number ) )o % AR 235 NAIE T N 138 2 21
B

8. E RS 55 & SURLA http://erlL.hongkongpost.gov.hk/crl/eCertCAICRLI <xxxxx>.crl, HeH <xxxxx>
N AFHIMB RS =4, S5 5 MNP ERA R o FHSIBB S A& [ 438 = 0F BEsE 2 1.
T A B IE B BEE, S ZET WEBREST R kN BN IR B A E1E e
THELN A
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9z
Hongkong Post
FiPR

2) HBTFIEPH W) B

FBAR | |EBAE

PR (Standard field)

FRAs (Version) X.509 V3

75 (Serial number) [ R R 4

ZEZH ARG (Signature shalRSA

algorithm ID)

KATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

ARH (Validity period) | AFETF Not  |[H A HEBOE B HUTC B 1]

before)
ANIBF (Not  [[HHA AR E e B FIUTC W]
after)

FE@ELZFR (Subject name) en=BREEBUT 2k 4] D
e=[FEL T ISARHbbE] o
ou=[BFIASFERT] 3D
ou=[ M BACUE T g5+ IHIE 1528 0HE P dm s+ 3] oo
ou=[E i AWM AFR] (s>
ou=FIE AW AT BT T4 HK]
o=Hongkong Post e-Cert (Organisational)
c=HK

EMATFELAEHE (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): 54 R6KFE 2 1024-bit

KN RAIAFR (ssuer unique identifier)

ARAEH]

BE NRFIZFR (Subject unique

identifier)

A

FrRUESE(RFBE (Standard extension) Cffi6)

PIREERIRFLIR | KRHA ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
EELMEA Key TN, B2, SR N
usage)

(HER2h” R FBO
UEFS UK (Certificate Policyldentifier = 1.3.6.1.4.1.16030.1.1.5 (7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLHEN] FTURL]

EHH AR (Subject  |DNS AAfH
alternative name)

fc822 [E B HE N FIRFE L] (e
RITHEH BRI Issuer FAEH
alternative name)
FEAFRH] (Basic FERA b= EL SN
constraints) (Subject type)

A K EERR ) |G

(Path length

constraints)

g%?ﬁf‘?’%ia%?;
Enie S|
2004 = 8 F| 20 f!

?’JffF%SHUﬁE ©1.3.6.1.4.1.16030.1.1.5
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fongkong Post
FUBR
Linking people Delivering business
LXCY W 1.1

FBRAH FRAE

TR AR PR A KA

(Extended key usage)

EBHHEE RO R R Or R AR = [UE TS TS 505 R ASURL] (k)
(CRL distribution point)

Netscape ZEff-FBt (Netscape extension) C[fHi6)

Netscape IEH535#! (Netscape cert type)  [SSL client, SIMIME

Netscape SSLARZ#% Z#R (Netscape SSL | AAHH

Server name)

Netscape &+ (Netscape comment) AATH

P -

1. SBEBHF Eas Jook - IR CRE)D + 4 (Bl CHAN Tai Man David)

2. R¥ZAUH P H AR HbhE GEXD

3. BURASFEHS: 10058

4. “BNBCIETRS” FEB —H 16 B TR OF 1A T EMRERNE B IE RS [ Emk
BICUE P, FRAMAEC 07 )Y, “EIHETR /SIS B — i 8 TR L
EHES / BdiE Bdm's, FBRATAZ( 07 )], “He” FB —HE 30 MBS ).
FWR AT X BUM 2 BB idgw s &7 EIHET / SidiE 7 TR A 07 ), 17
AR (B0 HKPO AREFEME) SN HE” 7B

5. HAT XL TLFRIEBICZ AN, HAHASTEHAE N BoR COAAEEAENZE 3.1.1.7
%o

6. BRAES AN, FrEAnE LR T B & Netscape SEMBHSN  “ESREE”  (Non-Critical) ZEH B,

7. EHFUNSEE 3R Internet Assigned Numbers Authority IANA) 43 BeAA N Ak 45 (Private Enterprise Number)
16030 5o [1.3.6.1.4.1.16030.1.1.5 1 A B S U3 (Object Identifier, OID)o

8. RS B4 R s URLM http://crll.hongkongpost.gov.hk/crl/eCertCA1CRL2.crl

@~
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Hongkong Post
FiPR

3) HTFUED (RE) B

FBAR | |EBAE

PR (Standard field)

FRAs (Version) X.509 V3

75 (Serial number) [ R R 4

ZEZH ARG (Signature shalRSA

algorithm ID)

KATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

ARH (Validity period) | AFETF Not  |[H A HEBOE B HUTC B 1]

before)
ANIBF (Not  [[HHA AR E e B FIUTC W]
after)

EHEBFR (Subject name) en=[3RIFBAAL L FR] (D
e=[FEL T ISARHbbE] o
ou=[BFIASFERT] 3D
ou=[ M BACUE T g5+ IHIE 1528 0HE P dm s+ 3] oo
ou=[E i AWM AFR] (s>
ou=FIE AW AT BT T4 HK]
o=Hongkong Post e-Cert (Encipherment)
c=HK

EMATFELAEHE (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): 54 R6KFE 2 1024-bit

KN RAIAFR (ssuer unique identifier)

ARAEH]

BE NRFIZFR (Subject unique

identifier)

A

FrRUESE(RFBE (Standard extension) Cffi6)

PIREERIRFLIR | KRHA ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
EELMEA Key B, RN
usage)

(HER2h” R FBO
UEFS UK (Certificate Policyldentifier = 1.3.6.1.4.1.16030.1.1.5 (Kt 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLHEN] FTURL]

EHH AR (Subject  |DNS AAfH
alternative name)

fc822 [E B HE N FIRFE L] (e
RITHEH BRI Issuer FAEH
alternative name)
FEAFRH] (Basic FERA b= EL SN
constraints) (Subject type)

A K EERR ) |G

(Path length

constraints)

g%?ﬁf‘?’%ia%?;
Enie S|
2004 = 8 F| 20 f!

?’JffF%SHUﬁE ©1.3.6.1.4.1.16030.1.1.5

c?!mgkmg Foste-Cert
FHPRETHRE
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FUBR
Linking people Delivering business
LXCY W 1.1

FBRAH FRAE

TR AR PR A KA

(Extended key usage)

EFRUHH R0 KR SR RBF = (EBHEEE 2K RURL] (M)
(CRL distribution point)

Netscape ZEff-FBt (Netscape extension) C[fHi6)

Netscape IEH538# (Netscape cert type)

SSL client, S/MIME

Netscape SSLARZ#% Z#R (Netscape SSL
Server name)

ARAEH

Netscape #1E (Netscape comment) (B9

This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
Organisation; (ii) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of

this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

FEICIEB RS FBC 16 MU R CF 1 A BerAR I L 5D LRk gl
U5, FEAMAEC 0" )Y, VENHER /SIS FBC 8 8 AR [ndevE
WHEAS 7 BACuEFga S, FBAHA%( 07 )Y, “He” FBL —H&E 30 AT/ ). &
W RATBUXBUFRET 12" B ECHm 5" &7 WIHES / BCiE” 7B ®( 0" ), HIIfH

ST SRR SRR SO R A AL 2 WU, A FRA AR N BoR (AR Ml HE I 2

ErRARSIANEM], BT A AR AESE 7 B % Netscape SEFR7BU&N “HE%8#E”  (Non-Critical) ZEfH7-BL.

USRI 223K Internet Assigned Numbers Authority JANA) 73 BCFA N AME5-45 (Private Enterprise Number)
16030 5o [1.3.6.1.4.1.16030.1.1.5] R AHE %S SR 385 (Object Identifier, OID).

VIE P TE P4 K S URLA http://erl1.hongkongpost.gov.hk/erl/eCert CA1CRL2.crl

P -
L BN Z IR BRAL AR
2. BB T IR AL (GRS
3. BIAZHEHS: 10 ME8T
4.
PR (Bl HKPO AURFB LB <IN HE” T B
5.
ERRWE DB
6.
1.
8.
9.

ATIER A RHESCOR . PUFARZBNAERIT SRS, PSR @B A a5,
PAE A Hy i

R A ARG L6 2 s BT e AU () BFVFBC AN {5 B A

B (i) ARV EC AN R HAMCAT B BRI L 50RD 2528 DAAIE s & il A M LA 5

o5 DAREE AN Sk 2 a5 . A7 SRSl T AIE 15 2 4 044, 155

A M http:/fwww.hongkongpost.gov.hk ¥ T3 B3 4 FL 1~ UE S AZE AR b ok ) o
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Hongkong Post
FiPR
4) HFIER (RS KK
FBAR | |EBAE
PR (Standard field)
FRAs (Version) X.509 V3
75 (Serial number) [ R R 4
ZEZH ARG (Signature shalRSA
algorithm ID)
KATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
ARH (Validity period) | AFETF Not  |[H A HEBOE B HUTC B 1]
before)
ANIBF (Not  [[HHA AR E e B FIUTC W]
after)
FE@ELZFR (Subject name) en=[R45 22 FK] (D
ou=[BIEANSFERT] (D
ou=[ M BACUE T g5+ IHIE 1528 0HE P dm s+ 3] o)
ou=[Zic AW L FR] Cfiead
ou=FIE AW AT BT T4 H5R)
o=Hongkong Post e-Cert (Server)
c=HK

EMATFELAEE (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): 54 R6KFE H1024-bit

KN RAIAFR (ssuer unique identifier)

ARALEH]

D N RFILFR (Subject unique

identifier)

At

FeUEIE 2B (Standard extension) (HiiE:6)

PAFEARMNELHE | ZRBA Issuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
FEEARFA Key PR R %
usage)

(HER2h” R FBO
AEFBUR (Certificate Policyldentifier = 1.3.6.1.4.1.16030.1.1.5 (i 6>
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLERIFFTURL]

EHHL BRI (Subject  |DNS HALH
alternative name)

rfc822 AAH
RITEH BRI Issuer FAEH
alternative name)
FEAFRH| (Basic EhAA 52 SN
constraints) (Subject type)

BRKERE | L

(Path length

constraints)
S RD R )45 HAFH
(Extended key usage)

g%éﬁf‘f\%%?;
ELs Soldll
2004 & 87| 20 | !

?’JffF%SHUﬁE ©1.3.6.1.4.1.16030.1.1.5
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fongkong Post
FUBR
Linking people Delivering business
LXCY W 1.1

FEBAR TFBRAE
TE T ARG R N Iy RS AR = IEBHRGEE 5> 2 S URL] (i
(CRL distribution point)

Netscape JE{HZBt (Netscape extension) (6>

Netscape iEF52E (Netscape cert type)  |SSL Server

Netscape SSLARS 28 & #K (Netscape SSL [ A AfH

server name)

Netscape #&¥E (Netscape comment) AAd

Wik

L BN RS S PR CRLE R S5 %% (1 X 4% Jik(Domain Name))

2 BIEABHE. 10 fHT

3. FEICIER RS FBC —H 16 MU R CF 1 AL BCTAR I L 5D DRk gl
BT, FERAEHNEC 0" )Y, “EINES/ BdiEBRme” P& 8 8 s/ LG
WHEAS 7 BACiEfga S, FBAHA%( 0" )Y, “He” FBL —H&E 30 T/ ). &
A BT B BORHST 12 BNLE S B YEMNIETS [ BHRiE 1 5 BN 0" ), W11
i (1 HKPO (R FBIE) 2B e 7.

4. RAPCATRERR AP SO G IC NN, HATRA S N 2R CIARZE /R AE 2R
311740,

5. BRAESIANEM], PrA bRAERENN T B Netscape ZEAP 7B “IERHE”  (Non-Critical) ZEAH 7B .
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