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E&LFK (Subject name) en=[FHEG HELEZ] D en=[FHEG HELER] D
e=[FLFHBAH ML) o e=[FLFHBAH ML) ot
ou=[FILASE T ik ou=[FILASE T ik
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (BffiA:4>

c=HK

FARATFEERLE R (Subject public key |5 38R (Algorithm ID): RSA

info) INTFERS L (Public key): 0K % 24 1024-bit

RHNRABFR ssuer unique identifier) |A<fH

BAg N RAIZFR (Subject unique

identifier)

RAEH]

FRAESEMHAEAL (Standard extension) CHfiES>

PIRELRIRANEHR | RHA (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
%5 (Serial [ KAL)
number)
EHERMMER Key AN, BOD%E, 0N
usage)
R K" D
IEHBUR (Certificate Policyldentifier = [#FIRAITE] (it 6)
policy) PolicyQualifierID = CPS
Qualifier = [BZUEA/ENVHENIHTURL]
FAIHABAFR (Subject  |DNS (28 08 F B S Ul 5] )
alternative name)
1fc822 LEBFAA A LTI Hbak] o
RATHEMBIR  ssuer FAHH
alternative name)
FeA R (Basic F R ISk
constraints) (Subject type)

FEMR B TUE S A% UE/ELAEN
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DR YN VAR

BFIERS (A R T R85 AMEH
BFIERS (A
BB RS | L
(Path length
constraints)
FEA ARG RL R4 HAFH
(Extended key usage)
IEBHHEF RS R R 3ROSR = IE A B2 R S URL] ()
(CRL distribution point)

Netscape ZE{HA=Ar (Netscape extension) (FHEs)

Netscape iF 5287 (Netscape cert type) ~ |SSL client, S/MIME

Netscape SSLAAIRAS 4 K (Netscape SSL | KAl H

Server name)

Netscape #¥ (Netscape comment) AAEH

M -
Lo A A AR S50l - ZEIG CRE)D + 44 (B4 CHAN Tai Man David)
FHE A ST ER AR IR AR il Canvs A BT IRAR kRSB 2 B D
BUUANSHER S 10 fET
“e-Cert (Personal/Minor)” 7~ HUIE N TIRK HAFEB AW 18 % (WAAZIF/EAEEE 3.1.1.2 %) .
ERAES ANE, BT FRUEREMIAREAT I Netscape ZEfRAA7)H  “IESLBE”  (Non-Critical) ZE{HFAT o
AFE AR AAZ VL HE N P36 (Object Identifier, OID) ST AUEMI MR, 155 [ A VE ) 55
1.1 4%
7. HIHAMEBGE S EEIERES N IECT)(LL hkid_number FR)%F 2328 FHE A IFA N % A0 R 8 H 0 —
Z BB (LA cert_hkid_hash &7 )G, FEAUEP:

o A L

cert_hkid_hash = SHA-7 ( RSApivackey, 1 ( hkid_number ) )
SHA- 1R~ R AT RSAN Ay %5 8 v 44

FEACHI TS R R FEH, hkid_number WS 7E B #EMEBUL BT A 2 i I 2528, 7748 B8 A B IS 15
K2R EAY SHA-1 ( RSApmivacter, s ( hkid_number ) )o %A% EREM £ NIEP N AUTE 5 AR FAAT

8. ETANTE # & & URL 4 http://erll.hongkongpost.gov.hk/erl/eCertCAICRL] <xxxxx>.crl, Heit <xxxxx> Ky L&
B RGBS M TF AT . BHMBE AT S [0 E QE DRGSR . SR e sy e
PRBER, &7 UL IEBRETE R AT B NI 20 R RS R A
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2) HTFIEP W) X
EALAFR | EARES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ R R G
ZEZHARF (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
BHRHA (Validity period) | AFEF Not  |[ A HIREE E FUTC A
before)
ANIBF Not  |[HAEUIRBR & IUTC 6]
after)
FELHR (Subject name) en=[FRH P 44 amzD
e=[HLFMBAHubE] Corad
ou=[BFILASFERT] 3
ou=[ M B ICUE B S+ WHE BB CIE B 5+ M) o
ou=[E i AWM ZFR] (s>
ou=FIE AW AT BT T4 H5R]
o=Hongkong Post e-Cert (Organisational)
c=HK

ERATFFEGRL TR} (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): B9 A6 K JF 4 1024-bit

KHNRHIZFR Issuer unique identifier)

ARAEH]

B NRAIB R (Subject unique

identifier)

A

FrRUELERAEAT (Standard extension) k6

PLRFEMRRH AR | KB A  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAA H AAEZRIN]

number)
EEZMER Key TN, B2, SR hn
usage)

(AR R 0D
IEFBUK (Certificate Policyldentifier =[#)fF U AIAD] ot 7>
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENVAERIFTURL]

EAHANZFR (Subject  |DNS HALH
alternative name)

fc822 [IE B HE N FIRFE L] (e
RATEHAMBFR (Issuer HAFH
alternative name)
FA R (Basic EkR 52 RN
constraints) (Subject type)

BARKERS | L

(Path length

constraints)
FEA ARG RL AT A FAFH

] R T
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EALE R EAIAE

(Extended key usage)

IEBHEE R KRR GRS HR = [UF -S540 R STURL] (HiEs)
(CRL distribution point)

Netscape ZE{HA=Ar (Netscape extension) (FH6)

Netscape TEF535%! (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLAAIRAS K (Netscape SSL | KAl H

Server name)

Netscape #E (Netscape comment) AAd

B -

1. BB s 3ol - 25K (K'5) + 44 (9140 CHAN Tai Man David)

2. FERUT P BTRAER H TR AR e R (I A ek, RSB A

3. BUEASFEHS: 1000 HF

4, B PgRS” A7 — 8 16 M B/ RE O 11 B/ A R i B e gn 5 ) LGl B giE 154
%, ?LuéALIUJA( ‘0", “EHNHRET /BICIEBg ST B4 — B 8 Mk AR L IHET / B i0iE 159w
T, BT EC (07 )Y, CHAD” R R 30 LB (R AR IATBUIX BURSIIZ” ik
Bl &7 ENHET /BACUET” LA IEC 07 ), HBIIREIRR (B0 HKPO AR FBIT B S A" H
il AL o

5. HAF TR EMEF TR RRIEB I, LAHASTEMAEN ER (AR AN 2 3.1.1.7 4.

6. FBRAESANEM, BT bRAEGERELAT K Netscape ZEfHAAA YK “AESCHE”  (Non-Critical) ZEHRALAT o

7. AR AREAKZAEENAER] 2RSS (Object Identifier, OID)o & T-ASHE KA R GITE, &S TdAUEN] 2 1.1
%o

8. UE-TS 3 #4 & . URL A http://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
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3) HFER (RE) R
EALAFR | EARES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ R R G
ZEZHARF (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
BHRHA (Validity period) | AFEF Not  |[ A HIREE E FUTC A
before)
ANIBF Not  |[HAEUIRBR & IUTC 6]
after)
FELHR (Subject name) en=[FRLAALZFR] D
e=[HLFMBAHubE] Corad
ou=[BFILASFERT] 3
ou=[ M B ICUE B S+ WHE BB CIE B 5+ M) o
ou=[E i AWM ZFR] (s>
ou=[ B ML ST AT BT FK]
o=Hongkong Post e-Cert (Encipherment)
c=HK

ERATFFEGRL TR} (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): B9 A6 K JF 4 1024-bit

KHNRHIZFR Issuer unique identifier)

ARAEH]

B NRAIB R (Subject unique

identifier)

A

FrRUELERAEAT (Standard extension) k6

PLRFEMRRH AR | KB A  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAA H AAEZRIN]

number)
EEZMER Key B, RN
usage)

(AR R 0D
IEFBUK (Certificate Policyldentifier = [#fFIAS] coik 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENVAERIFTURL]

EAHANZFR (Subject  |DNS HALH
alternative name)

fc822 [IE B HE N FIRFE L] (e
RATEHAMBFR (Issuer HAFH
alternative name)
FA R (Basic EkR 52 RN
constraints) (Subject type)

BARKERS | L

(Path length

constraints)
FEA ARG RL AT A FAFH

] R T
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LR AL R

(Extended key usage)

E-HAANE RS R AR NRBER = (EHMANE RS K RURL] (i8>
(CRL distribution point)

Netscape ZE{HA=Ar (Netscape extension) (FH6)

Netscape iF 5287 (Netscape cert type) ~ |SSL client, S/MIME

Netscape SSLAAIRAS K (Netscape SSL | KAl H

Server name)

Netscape £&1E (Netscape comment) (k49> |This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

Organisation; (i) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

Eal S

R S S N

BAC AN 2 BT 4 FR
FERCAATAC R B4R AL HL 7 IS A sk
BIANSERS: 100 HT

BN BACUE P T B — &8 16 B/ 7 CfF 1A e AR LBl g5 Lin I Bl w5,
BERTAE 2 “0" )Y, “ENHED / BACIEBg 5" K067 . — 8 8 A7/ 78 L WHET / B0 iE B4 5,
B AT T “0” )Y, “HAb” BT —BH&RE 30 BT/ TR/ AR, BEEIATEIXBUFRIZ” ik
Whs” K7 FEMHE / BdiE R B A (07 ), ST (Fl i HKPO {RER B HEMB) SN H
il REA
NSRRI ST FRIEBIE 2N, HATRASAEMAE N R (AR AE N E 3.1.1.7 45D,
ERAESIANE, BT FRUELEMIAEAL I Netscape ZEfRAA A7)0 “IESRBE”  (Non-Critical) ZEHFAAL
AR CVRLFE AUE N P F RS (Object Identifier, OID)o T ASVEN PPN, SR AHENIEE 1.1 5o
UE T 7.4 & 55 URL A http://erl].hongkongpost.gov.hk/crl/eCertCAICRL2.crl

RSSO . DU N AR A AR T SCR S, S SOR R R 1 e, W BLESOAR
AHE:

SR A ARG A6 05 2 705 BT AR AW (D) BVEBAC AN 15 BREE; AeGil) &
VEE A AU K AR B 5 B n LA 2 28 DAAIE SE IR A B0 A DR 5 235 DLBCHE RN ik
VZ1% 22 N A I8 o A7 DAL FH EAIE 15 2 45 3C4% 3K, 1 2 [ ] M http://www.hongkongpost.gov.hk ¥
TP 1 B T AZ RV v
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4) HFEPR (RS #X
LR | EALAE
Fr#ERS (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ R R G
ZEZHARF (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
BHRHA (Validity period) | AFEF Not  |[ A HIREE E FUTC A
before)
RIBF Not  |[FAHEMR BB E FIUTC R
after)
FE &L FK (Subject name) en=[{El IR ES L TR (D
ou=[BIEANSFERT] (i
ou=[ M B ICUE B S+ WHE BB CIE B 5+ M) (e
ou=[Zic AW L FR] Cfiead
ou=FIE AW AT BT T4 H5R]
o=Hongkong Post e-Cert (Server)
c=HK

ERATFFEGRL TR} (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): B9 R K JF 4 1024-bit

KHNRHIZFR Issuer unique identifier)

RAEH]

BC N RAIZ R (Subject unique

identifier)

At

FRUEFERAEAL (Standard extension) C(FfiE6)

PLAEBEAIRMNELRE | KB A [ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
FEERRER Key PR R %
usage)

(AR R 0D
UE-BBUR (Certificate Policyldentifier = [#IFHAIRS] CHti 6)
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENVAERIFTURL]

EAHANZFR (Subject  |DNS HALH
alternative name)

rfc822 RAFH
RATEHAM B (Issuer AL
alternative name)
FA R (Basic kR 52 RN
constraints) (Subject type)

BAKERS | L

(Path length

constraints)
SEA RS RL 4 KATH
(Extended key usage)
TE P HAE RS R R 3R SAFER = (UE TS B2 K SUURL] (Wb

] R T
200947 H 27
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FEAr A R VAL

(CRL distribution point)

Netscape ZEf# 147 (Netscape extension) (6

Netscape iF 15287 (Netscape cert type) ~ [SSL Server

Netscape SSLAAIARAS &R (Netscape SSL | KA H

Server name)

Netscape #31 (Netscape comment) AATH

B -

1. B NHUIIIA 2 AR 2 2R CELFE A IRk 2% 0 X A7 44 1k (Domain Name))

2. BIEAZHEGT: 10 M

3. B BACUE TGRS BEAL : — 8 16 M BT/ TR (11 AR B s id g5 ) Lo & idiE e s,
BERTAE 2 “0" )Y, “VENHET / BACIEBg 5" K207 0 — 5 8 A7/ 78 LB WHED / B0 B4 5,
B At (<07 )Y, “HAh” B —HB&RE 30 AT TR ). BHIEEEIATEIX BUFT 2" b
WS &7 HEMHET / BCUE” AR (07 ), FRTIEIRR (9 HKPO AR BN &M
il REAT

4. R AmRe R SC A RE IR 2 W, HAFRASERE N BN OLAZIEEAEIES 3.1.1.7 4.

5. ERAESIANE, BT PRUESEMIAEAL I Netscape ZEfRA A7)0 “IESRBE”  (Non-Critical) ZEHFAAL o

6.  ARCAFEAUENKBAE RIS (Object Identifier, OID). KT AUENIHIIEIRBIE, ESHE 1.1 4.

7. UEHUESTE R4 K A URL A http://erll.hongkongpost.gov.hk/crl/eCertCA1CRL2.crl
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By C - FHERBGEBHASTE B (CRLK

fix C

T U S B RE R — X BT B s AT T 3R BUE P s A BRI [ O B I A] 09:15+ 14:15 £ 19:00 CRIAS AR
JERTIF[GMT] 18] 01:15+ 06:15 A2 11:000)5  UEAS KIS 520 MR AL UE A b E DU T 227 I v 1 e

(L UE A A BE IR

a) [ 38| GEPEAAEE ] (Partitioned CRL)EL 75 73 21 1) CV 8T I o Bl CUIE B it ke A k] F-4E
EAS THIE P54 50 & 05 (CRL distribution point) | A4 FERH ) URL SRIUAHSEH T4 % xCE 15

i GERER P

b  TEARIEBHSEE] (Ful CRL) BEPTA LB M CAEIET M 5k, AAm T-LUF URL 3k
B TAEARUE S BT HG o ):

http://crl1.hongkongpost.gov.hk/crl/eCertCAICRL1 .crl; 5%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK)-

FEOE W OLN,  AIEISELS TROBN RS, PR OB U B IR A CASHEIN S 2.5 40). 1
ANBETU AT T BN DU, s S AT AN i e vy 2 e E 3 TR A HUR S B0 1) SR S s AT IR e

3 3B BRI TR k-

FRER2AL (Standard field) | AL (Sub-field) |7 #IZCUE- BRGNS | BEAUE- BRGNS B | &
R P 2%
JRAS (Version) V2 BEAE SRR P RS s U
WA g X500 25 Wi
2 BB AR (Signature shalRSA SR o ] DASS A T
algorithm ID) PR R R ) A
KN (Issuer name) CN=Hongkong Post e-Cert CA 1 A R R IR T RS
O=Hongkong Post AL
C-HK
BEVREE BT (This update) [UTC W8] DR B R AUE PR A R
HH I G
R (Next update) [UTC i) RN URAIE TS 3 ol T 1
NHIIE BT (R R
B, MASTERMEZE
S o AR AR A b DU R
SE 5 UE TR I SRR B R S
o]
FESIE T Revoked FFUET User  |[WETF 5] A S O I E 5 9 LAIE
certificates) certificate) HIE S HIRT
e B [UTC B H] A RS UE 15 ) B 3
(Revocation date)
I NIE B REYE
FGOR) I B A
(CRL entry
extensions)
JRIARAY (Reason |[FAUAS T HH iR A (o
code)

FRAELE(HAZAT (Standard extension) CBHE 2D

ML= e U3 44
(Authority key identifier)

KN (Issuer)

CN=Hongkong Post Root CA 1
O=Hongkong Post
C=HK

SRR SR R BOR AU 45
G Al bE o G MR NG A T
AL BT BCXT 23 T A e o

FEMR B TUE S A% UE/ELAEN

200947 H 27 H
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FRUERZAZ (Standard field) | FA=AZ (Sub-field) |43 BI=IE BARESE  [BEAE BRESRE 2 | A3
BRI FAAL A 25
J¥#%5 (Serial [ NEB RS B BB ET TS
number)
UE P53 5539 (CRL [H#AEZ 457724k PR B RAE T RS R S
number) % s LU B R 74
NG B w (Issuer [LA DER 5 &t iy | (AR A H] AR AL 43 A P v
distribution point) TE TS 35 2o A
#i (Encoded CRL
Distribution Point)]
(HAEA” B
1 =X0))

FHE -

Lo BUR AT TS EAS AR 51 (K 2 a0 65

0=ARIEY]; 1= "MBRSNIE; 2 = BAUENICBORI M, 3 = IS AR,
4 = UEBBIAC: 5 = UEHLOC ISR 6 = UET R IN fh 4H

T I AT BHETE S s A, PR T st RS ) =L T0) Fon (B TARIERT D,

2. BRARSIANENI, PrAT AR rERERA AL 3

“EICEE”  (Non-Critical) ZEAHAAT o

FEMR B TUE S A% UE/ELAEN
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% D
Bi3% D - FIBHCBE FEY - REHE
D HEFER DA

Er HFUFBAN) K FEF 18 ZNAH
H FiFBAN)
ZiZ A P B S0 S I AR 18 5 N | Fr 6 B 3E s 5 3 R 18 %A\
f1:
98 PR A HK$200,000 HKS$0
INTATIEFS &
B S Ag R K P 1024-bit RSA
FEAE TS B G R P A A P A
Xt & 4y M HAZ N B By, B HE AR T 2 A R IR (M E
(R B 25
A% Bt 55 8 K B %
EBAEEEIEARER BB IE BRI TS 4
T S IE S 1) 2223 50{H (hash value);
R L %
BWNSEGS (HFBRIEZAENLE RS 4
BioHA (AMENEE 24 45)  |BHAIET CRUFE IR S SE I i) BE4E 50 T
AEBAE AR (D
Bt

1. AREHIE RS e A th 2 UE B A RO D =4, EASEE ZF 5 A (AR RAENES 1.2.4 & 3.2 %)
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2) TR WD, BmFIEBERE) KB FIER(ERES)

Ei A FUFBALHE) H FUFBIRE) H FUFBaRES)
HiEA IR IR AT BUX BUR 2 R A R B CIE 2 UK . SR HEVEIA v] 2 A kv 5
AR T WSS AT X BURF ISR R, T T alpL o
EBRFFA BAC MU 2 1l b1 e 0 A 4% | B AR 2 3B [RIBE A
BUH F
48 PR A HK$200,000
INHEH &
[ % S 1024-bit RSA
FEAE TS G R P A R B A A = A HEIiC N AT
Xt & 4y KT R B HARFZBUR TR 1 5 4y W} X A7 44 1k (Domain
Name)~ HURJ B HRFZAL
RE T G4y
EBR® B2 K B in SRR s 2 SSL s
EBALEBIEAN = B AP B = B AN FR = B AN FR
R o RBURS O A K | RBUAT LSRR S e [ B AN Z IR
L H R b ik LS e BB
 BUASESY (s BUUASESS IRk BUASHEST
T RS =4 L R Ze =4 (BB RS
= BUANZAT S = BRCANKZ AT R D
BN AR Bt %R Ll B AWM Z A 7]
/TP E R

Bl OLAAEN
524 %)

WARZAUEAENLAENSE 2.4 2%

AR

—AEENE LASRZUEA L AEN S 1.2.4 f2 331 %0

FEMR B TUE S A% UE/ELAEN
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f% E
B3R E - FBIE R FEBRIEE oL 8 (EFHRE)

HIAAZAEAENVAE N A28 RS, 7 PR IS - UE 5 T o4 € Z LU e ALK
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M% F
MR F - HWBIMBETFIERRS - FBLRERBARFRARZ EAS AT LE (FERKIE)

B Y5 FIRE B FK FWIRBHE FE B A AR5 )5 i kb K 7 B 1) AR 454t
THARATE A A FRBIRBOE R (MAD Wz W & WM B MW hE | BREE 3.1.9() & 4.1.2.2.3() K TR, AR E
http://www.hongkongpost.gov.hk EHRATHR AR ZE R TUED (AN i
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