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“BIERE” B TARME, BEEFAZETEE, ZEFMAIRE YRG5 R ECR % T A S A e
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PR, ERRA IR AR GBI A 2 T AR R N AT R e REAE LA E -
(a) ZHIRAZHRE T H2E N QT ERG R N RN A DL

() PERIRAESE, A B TARR R RAAET .,

“BFIERMRR AR R, AR TIE BRI

“BTFIEHAREER USB” N—FF USB TRINICIZAE, 647 B FIE DR LEAR . OB B FIE PR % USB Mg & &
WEHBE T http://www.hongkongpost.gov.hk/ A Aii o

“RTIETEAAIRAR” IR A AR A, B0 A SRR B TE S A S USB, T A7 RS SR N R AL
“BTLR” BERAG LB A LT, ML x:

(@  REEFINAG MRS M RIRRGUEIE R S A BIARSG

(b)  REMEFAAE IR ARG BB

“HRTRE” RS T AR PR B TR R B TR S, TS TR TR
HH FE AT 5 A VE SR INZ LR H e S ECR & .

“BIE” 4R SRR AT BUX BUF NS 45 Ak B S OHIE, B3 RS L.

“ERC AEEERL SCE. MR PR, BRRER. B R R E

“WINRGR” AL FIrA W Z R4
(a) AbFEBEH;
(b) BT
(c) REFAMEM ML RBBEFIEA RO T TR RA N, SAEHER TR IZE RGN DA T bR &
(d) AEAER R BIRCNIRIZZE R IR R BUGEFIE1Z RGN BIE AR T2 BIRRAN) -

“HAN B R TARNE, BRMMARE . B Za R, Stz a R AR I RS -
“RH” BIERMNS, 48

() HEZIET, AEBZIEBES MR TEZIE T WIE L R ARR A ZIE B AR R, WEEZA; 5
() BZUE TR 20 B IS FAEZAE T P 8 4 BOR BN IR R 45 ZIE B NI 58, JBENZ A, AREHIEZIE T,
SRIGTRAZAE T Tz N H 5

“EEXTEERGRL” FEAEXI PR R G, SRR N R S AR AR ATTE TR, %A TF 3RS AL Al A% SHZ AN
A RL T A B R

“LIRAR " ALK TR (RIARESD T E . SRAEUETS A 44 A A AR AR & A4 AR, SEIE AT T 2 MR AR 4 4
PR R

“HMBN” TREUEIEGIEE 553 T (TS %D,
“ANERD” SR HIT ORI AU B TR TS S AN B R L (5 T
“RME” AR TARNE, HRNEFAEZLRE, bR B ZaxE, AP A,

“PKCS#11 sRAFKE” 18— FE (BINERE R, BRI i T IET R SCRINE DIRESh, IRFF & i RSA KIS A i
(K9 TF RS RN AR (PKCS)TH 2R 11 T SN 5 B A AR v AU, T 1225 B B3R A5 FIPS 140-2 55 — sl B
N7

“EBHIBER” AL 8 B (BB &M FriE K.
“RANEERDRL” FRECRT TR AR P A B A8 2 R R
COATTERGRL” TRECN IR PR AL SR 2 2 A AL .
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“WAHES” #:
(o) HURHLT 22 5B 20 AT o
(o) TR b P20 5 A 130 20 AT EE 2 2, KM AL (4 ok
(c) H T2 53 AR 34 AR BATENL T th I 1A T U9 2 -1

CNTTHAENLK” SRR T2 5 A1 21 AT 2 BEHLK B 34 AR

“SER AT LI 475 BLICAR I I 2 B, ISR AR T o S AT B L2 B

“BAEBRHIR  FRIEFBIEEE E, RREFEIMBEAZLEN AT — €A, JHRAEB I BUZIEN O 2 & T 55
ZHUH

CORIRET” FR M AT UE T (AR T4 ] R R
“OEFRREE” TR R IR RAUET DL A SEBA R E IR Bl RS .
“BRAR” MIEAZUEN T S, SRRV AR GIE G 8 & 2=
“%” J “ZB7 AR EREBZRIND R E BT BOR - AR5, BUZ AL BCR AR AR .
“BREE" fE T FIEBEA LTS E.
“HrBREF” 48 RS IE T "Hongkong Post Root CA 1"FT&8 K I 4R RZIENLGIESS,  IFF T2 R B I EOA AT IES
“EHSHE” T R T RS ARA R ZREMI, AT PR TR,
“BIEN” B A LTI IR
() FERUEF N8 42 BRI SRR 45 E 15
(i) CHEEZIZIET: &
(i) R 55 %A A A 265 2% 82 2 FA N B R ;

BRABIT 18BN ARG SR, B A R A BB AE N SRR A B AR A AE DU Y

BIRANM”  FRE NI AN SRR O F SIS AL ARSI IEE L HE N, 2R & 5
R IER L FAEF 2 AU o

“RURG” RATE NN IA R IR Bk AR
(a) A HM 2 4] Gl RNAR A A
(b) FEFTBUAEINE DL, FTEENE R At U7 SRE T B U0 A 8 R LR 55 7 T Ik 3 5 BEKF
(0 HHMbEEHIITHEEIIRE; &
d) WAE ez 2R

BRI " KRS (FARES) T3, FRAEE T T AR A & 44 B 1) e B A% QW 342 R 1) e 2 3 B 4 91 7 Dl
FEAF (RIS ), AEUEFA] BT B0 AU ITHIAT (9 15— 3804 73842 (¥ A £ ke 25 44 9

APITRTEH %G, MEBLEETSRITRIEBAZATEERBULE, MXERZFRANEEAN,
T 2 e 2% 2 B AT AR FZAE A5 I o
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M% B

Fif3x B - EHSERECE THE %

AP VIR B P 4R E 5 "Hongkong Post e-Cert CA 1 - 10"A1 "Hongkong Post e-Cert CA 1-14”7 AR#EA
FZAEAE MU 7 ) 285 e 1) H - UE Fo A 200 Ak 17 A b 2 s IS IESC L Athy F 4 5 BORR 3 FL At i b A ol

WU 25 () LT UE 5 3, T AR I
FH SR RRAS FIAZAE AL #E U o

R IR AR F R THEBBGE ] AR RS, &5

1) BEFIER (DA R
EALAFR EALAE
BFIEH (A R TFARHEI18S AL
BTER (A
FrUERS (Standard field)
kA (Version) X.509 V3
75 (Serial number) [ R R G 3 B = A0 e 7S 3k 50T
ZEZHARF (Signature shalRSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
HRH (Validity period) | AFF Mot |[HEBIRE RS W E RIUTC I 1E)
before)
ANIBEF Not  [[HHAFHENRE RS B RUTC ]
after)
E/ABFR (Subject name) en=[FHEFIHELEA] (hED en=[FHESHELEL] (D
e=[FET M HbAE] o> e=[FE T IS HbAE] e
ou=[BICANSFERT] (D ou=[BICANSFERT] (D
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (Ffti4>
c=HK

EERAFFEBRETER (Subject public key
info)

xR A (Algorithm ID): RSA
INFFEETD R (Public key): A9 ALK 420484 76

K ANRAAFR ssuer unique identifier) |A<f# A
B AR FR (Subject unique A

identifier)

FrUESE{H A2 AL (Standard extension) (HES

PLRFERIRALZF | RHA dssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5 (Serial  |[MkH A EIREL]
number)
FEERMATE Key TN, BLEE, RN
usage)
(IR “REE” #2460
EFEBUSR (Certificate Policy Identifier = [#FFIRAIAS] (i 6
policy) Policy Qualifier Id = CPS
Qualifier = www.hongkongpost.gov.hk
FE4514 (Subject DNS [N A HE S IE S5 A5] O
alternative name)

T HSBOE TAEF R UE/E b )
201541 A 1H
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REALAAFR A AK

BFIEH (DA REFARIHI8Z A
BFIEH (DA
fc822 [EPBHRFE NETFIAERAE] ()
& H A R4 (ssuer A A
alternative name)
AR (Basic FiBR =8 SN
constraints) (Subject type)
BRAKE RS |
(Path length
constraint)
SR RG R AE F ik AAFH
(Extended key usage)
IEBBEBE R R A IR RAAHR = [ETHMASTE B K RUURL] (M)
(CRL distribution point)

Netscape ZE{H#=47. (Netscape extension) (HiEs)

Netscape IE 5282 (Netscape cert type)  |SSL client, SIMIME

Netscape SSLAAIAR 2% 4 #% (Netscape SSL |1

Server name)

Netscape %% (Netscape comment) AAFH

L.

IATEANE S

S N A2 ot a0 - IR CRE) + 4 (13 CHAN Tai Man David)
HiE A BT IR ALA IR A HhhE (U BT IRk, RS S A
BIRANSERS: 10 T

“e-Cert (Personal/Minor)” 7~ HIE AN T IR HIEFII R 18 & (WAZIEAELHENEE 3.1.1.2 %) .
FRAE S ANEM, Bl PRAESEBAE AL I Netscape ZEfHAZ A0 “dE5R8E”  (Non-Critical) ZEAHFAAL
$*§}E@%ﬁﬁ%ﬁ(ﬁﬂk‘/ﬁ)ﬂﬂ BIPEIR SIS (Object Identifier, OID)e T AHENI FIPIH IR BIRY, 1755 [0 A HE ) 55
1.1 %%,
HE N E#E S OHE SIS (EIERE S N ET)CL hkid_number TR &4 G N FIFAN SR &5 LN
—ZRBEHUE UL cert_hkid_hash #7R)/5, TEANEP:

cert_hkid_hash = SHA-1 ( RSAprivatekey, sha-1 ( hkid_number ) )
SHA-IJ3— 2% 2% B BT RSAN A% e 4

TEACHI B R i A2t, hkid_number 27 & HEHEEAL T N A B AD25 8, JH774E BB B S 0IE
A 28 B SHA-1 ( RSAprivatekey, sha-r ( hkid_number ) ). %42 EHUE L5 A IEH K TR 2 TR AL .
IEPHUESIE B9 & A URL A http://erl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1 <xxxxx>.crl, FF <xxxxx> A &
FHBMH RS L, B8 S MTF R ERNTH . FEBIBESAGS [0E G BRAE R . S8 m4a s
BHEFRIZRE, STEZIET UEPRENE R A" R B 2 BE B R E A A6 .
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2) HFIERH (W) X
DL FR | [ A E
FRTERS (Standard field)
kA (Version) X.509 V3
75 (Serial number) [ IR R G 8 B = A0 e 7S 3k 50T
ZEZHAIRF (Signature shalRSA
algorithm ID)
KA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
HRH (Validity period) | AFF Mot |[HEBIRE RS W E RIUTC I 1E)
before)
BBF Not  |[HFBIFB RSB EKUTC i a)]
after)
ERLZFR (Subject name) en=[FZBH P 441 GrED

e=[HL T HEATHLIE] Cved

ou=[BFILASFERT] D

ou=[ M BACUE o 5 +EMHIE P/ ECIE P g5+ 4] (iza
ou=[E L AW ZFR] (s>

ou=[E 1 AW 73 AT #1144 FR)

o=Hongkong Post e-Cert (Organisational)

c=HK

EERAFFEBRETER (Subject public key

info)

IR A (Algorithm ID): RSA
INTFEETD R (Public key): A9 ALK 420484 76

RHNRHZHR Jssuer unique identifier)

AR

BE MR HR (Subject unique

identifier)

AR

FrUESE{R A2 AL (Standard extension) (FE6)

PIRFERIRALZF | RHA dssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

5 (Serial  |[MkH A EIREL]

number)
EERERATE Key TN, BILEE, RN
usage)

(BAER “REE” 246D
IEHBUR (Certificate Policy Identifier =[#44 iR HIES] (ki 7
policy) Policy Qualifier Id = CPS
Qualifier = www.hongkongpost.gov.hk

E&HI4 (Subject DNS HAd
alternative name)

rfc822 OEBFA AT isfHbt]
RHBAFIEZ (ssuer A A
alternative name)
AR (Basic FiBR =8 SN
constraints) (Subject type)

BRAKE RS |

(Path length

constraint)
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AR EAAR

ARG R A i RAFH

(Extended key usage)

IERREER KA 3R SR = (IE TS TS B R MUURL] (i)
(CRL distribution point)

Netscape ZE{H =7 (Netscape extension) (fii6)

Netscape iEF528% (Netscape cert type)  |SSL client, S/MIME

Netscape SSLAIAR A8 4 #% (Netscape SSL | A& 1#

SEerver name)

Netscape &£ (Netscape comment) A H

By -

1. AR AR s - K CRE) + 4 (B3 CHAN Tai Man David)

B P TR AL R A e (v TR AE b, bR S A

BiEANSERS: 10 0BT

“TMLBACIE RS 207 — 5 16 /78 LR BtiE B s, e EC 0" )Y, “EMED

[ EACIER" RO — & 8 /b COMENHES / BiciE RS0 T 8 fidir/ 78, WMEMSFEC 0" ), W

TEMHES / BICIERmS, B RNEC 07 )Y, “HAb” B4 —H K2 30 MET/TER (E). FisRE

THXBUREIIZ “FlBigmS" K “FENHED / B0IER" RAEIANEC “0" ), #IIFEF @@l HKPO 1%

FEBMEOSTN “Hih” A7,

5. HBEPR LR AR STLIRIEBIC AN, HAHRASIEWAANER (AZEELAENZE 3.1.1.7 4.

6. BRAEFINE, BrEARHEREHF AL Netscape SEMAEAIIN  “ESCEE”  (Non-Critical) JEMHAZ AL .

7. AEEEFEARZEE T R (Object Identifier, OID)o & T AUEMI PR RAITD, 5SS RAMENS 1.1
%o

8. ETSHAUEH I B4 & s URL A http://erlL.hongkongpost.gov.hk/erl/eCertCA1-10CRL2.crl » B~ 4#iE +5"Hongkong Post
e-Cert CA 1 - 10"Fr R i [ 4310 2 o

Rl
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3) HFIEH (R¥E) R
DL FR | [ A E
FRTERS (Standard field)
kA (Version) X.509 V3
75 (Serial number) [ IR R G 8 B = A0 e 7S 3k 50T
ZEZHAIRF (Signature shalRSA
algorithm ID)
KA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
HRH (Validity period) | AFF Mot |[HEBIRE RS W E RIUTC I 1E)
before)
BBF Not  |[HFBIFB RSB EKUTC i a)]
after)
ERLZFR (Subject name) en=[FZBLAALZFR] D

e=[FB T HRAFHLHE] o

ou=[BICANSFERT] (D

ou=[ M BACUE o 5 +EMHIE P/ ECIE P g5+ 4] (iza
ou=[E L AW ZFR] (s>

ou=[E 1 AW 73 AT #1144 FR)

o=Hongkong Post e-Cert (Encipherment)

c=HK

EERAFFEBRETER (Subject public key

info)

IR A (Algorithm ID): RSA
INTFEETD R (Public key): A9 ALK 420484 76

RHNRHZHR Jssuer unique identifier)

AR

BE MR HR (Subject unique

identifier)

AR

FrUESE{R A2 AL (Standard extension) (FE6)

PIRFERIRALZF | RHA dssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

5 (Serial  |[MkH A EIREL]

number)
EERERATE Key B2 E, BRI %
usage)

(BAER “REE” 246D
IEHBUR (Certificate Policy Identifier = [#14F IR BIRL] (ot 7>
policy) Policy Qualifier Id = CPS
Qualifier = www.hongkongpost.gov.hk

E&H4 (Subject DNS FAd
alternative name)

rfc822 OEBFA AT isfHbt]
R AR Jssuer F At
alternative name)
AR (Basic FiBR =8 SN
constraints) (Subject type)

BRAKE RS |

(Path length

constraint)
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AR EAAR

ARG R A i RAFH

(Extended key usage)

IEBRMEHFRS RN SRRAR = (EBRSEERS K AURL] (s
(CRL distribution point)

Netscape ZE{H =7 (Netscape extension) (fii6)

Netscape iEF528% (Netscape cert type)  |SSL client, S/MIME

Netscape SSLAIAR A8 4 #% (Netscape SSL | A& 1#

SEerver name)

Netscape 2&7E (Netscape comment) (k9> |This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

FHE -

S

© =N o W

B AN 2 AL 44 FR
PRI AR FR AT HE A4 1y HL - TS 46 btk
HEiEANSERS: 10T

T EICIE RS AL — 8 16 M AT/ LR B eiE B s, A ZzC “0” )1, “EMHE
B BACUET” AL — 8 A BT AR W EMHE T 7 BEiE PRS0 F S BT/ TR wTRT R EC 07 ),
WITREMHES / BidiEBamS, B RNEC 07 )Y, “HMh” 2460 —8 &2 30 /7R H). &5
FERTBIX BUREE 12 “BBiddmS” & “FEMER / BiciEH” B 4asinZEC 0" ), MWIIRAK @i
HKPO REREHEMBE) BN “HA” 247,

R AR AR P A FRAE B 2 M, HAHRASERAENER (AR NS 3.1.1.7 ).
FRAE A ANE, Bl PRAEQEMBIREAL I Netscape ZEfHAAAII) N “dESR8E”  (Non-Critical) ZEAHFAAL
AR CELFE A UE T IR RS (Object Identifier, OID)o & T2 N (AR 6G, S AUEN S 1.1 4.
UE P Y IE B4y & A URL A http://erl1.hongkongpost.gov.hk/erl/eCertCA1-10CRL2.crl » A 4KiE 5 "Hongkong Post
e-Cert CA 1 - 10"FT A T 40 E130F e 2 1.

AR R AN AR . PUR ARG N BRI AU S %, ha AR RS A R, WA
ot

SIS R HEQ) M350 % 2 75 B P B AV ; (i) B EE AU MG BARE; K (il) 2
VEBAC AN & S 25 B D0 B 85 25 28 DR SE R Bag AHLI B 205 BLBGHE BT A LA
VZIEH 2 INEAE B A IR F IR P 2 45 026K, 1 2 AT http://www.hongkongpost.gov.hk ¥
D00 T TR B AZAE AR M v
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4)

HE (ke

PLF vid A T B A 4R 5 "Hongkong Post e-Cert CA 1-107 PAZ%i2 BREISHA-1 & I H TR (fF]

RS -
DL FR | EMNE
FrtERS (Standard field) HTED (RREE) HTED (RREE) HTIED (RS
“ERIMR " “ZIhR "
KA (Version) X.509 V3
5 (Serial number) [F 7 P R BUR 40 ¥ B I = A o4+ 75 ikl 8 )
LB H R (Signature shalRSA
algorithm ID)
KHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B (Validity period) | AEF Mot |[HIEHEHEBUR S W B FIUTC K 18]
before)
RiEF Not  |[HEHIBE RS W E KUTC I ia)
after)
ERZFR (Subject name) en=fARAR B FR] D

ou=[FILASFERT] i)

ou=[ B E w5 HiE MHIE B/ E0UE R 5+ Mh] (s
ou=[ B AW ZFR] (B>

ou=[ B AWM 71T B 1144 FK]

o=Hongkong Post e-Cert (Server)

c=HK

EEATFERBRLEEL (Subject public key

info) AR (Algorithm ID): RSA
ANFFED R (Public key): %5 A5 ALK A204847 T
K ANRAAFR ssuer unique identifier) | A& A#
B AR FR (Subject unique A A
identifier)
FRUESE(HAZ AL (Standard extension) (HES)
PIRFERRIRMALZFK | RH A Jssuer) |[cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5 (Serial (A& H ALIREY]
number)
EWEAERATE Key R RN BLZE, BRI %
usage)
(2R “REE” #2460
IEHBUR (Certificate Policy Identifier = [#14F IR BIRL]  CHHiE 6>
policy) Policy Qualifier Id = CPS
Qualifier = www.hongkongpost.gov.hk
E&HI4 (Subject DNS A [FHRLIRAZ AR S |[FEERBERA Z A7 RES 2 FK]
alternative name) FR] + (A A IBEEATESY | + [0 & 49] [BFMA s %
HIAIIR A A FR] (D FR] CHEs)
rfc822 HRAEH

SN TETS AZUEE ML vE I
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LA | EAAR
FRERE (Standard field) HTIETS (fRARES) HTIETS (fRARES) HTHETS (fa ARES)
“SAM " “ZHY "
RHBAFEZ (ssuer A A
alternative name)
AR (Basic FiBR =8 SN
constraints) (Subject type)
B EERR ) |
(Path length
constraint)
FEfR G R AE A ik HAFH LGN E L oans
(Extended key usage) i 5
IERBEBE R R A SR AR = [UETHMASTE BB K RURL] (9>
(CRL distribution point)

Netscape ZE{H#=47. (Netscape extension) (HiEs

Netscape UE 5282 (Netscape cert type) ~ |SSL Server EXGE
Netscape SSLAAIAR 2342 #% (Netscape SSL | A# H

Server name)

Netscape %% (Netscape comment) AL

DL Mid A T B A 4R 5 "Hongkong Post e-Cert CA 1-147 PAZ% 2 pR 8 SHA-256 & H B -FiE

(falfilRes) -
ERER | EfnE
PR (Standard field) BTET (fAARSS) BTET (fAARSS) HTET (AR
“SBFI " “ I "
kA= (Version) X.509 V3
5 (Serial number) NEE R e R S e W £ e o VAV IOEA S e mvAv ] |
ZEHARF (Signature sha256RSA
algorithm ID)
RHA ssuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
B (Validity period) | AETF Mot |[HEHEIEBUR S W B HIUTC 18]
before)
ANBF Not  |[HAHEHEELRZ v B IIUTC B E)]
after)
ERLZFR (Subject name) en=[fAIRAR B FR] (D
ou=[BIL NS HHT] (M)
ou=[ A Mk BACUE g5 +EMHIE 15/ 810 E 5 gn 5+ HAth] o3
ou=[BIC AN L HR] Ctikad
ou=[BIL AN 347 BT 144 5K )
o=Hongkong Post e-Cert (Server)
c=HK

EERAFFEBATER (Subject public key
info)

IR A (Algorithm ID): RSA
ANTFERL R (Public key): A5 REHK & 204847 78

RHNRHZHR Jssuer unique identifier) | A5
BiL NRBIZFR (Subject unique FAdi

identifier)

FRUEZE{HAZAL (Standard extension) (FES

T HSBOE TAEF R UE/E b )
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AL ZHR

A AK

FR#EA (Standard field)

BTHET (RIARESD BTHET (RIARESD

BTET (RRES

“EAR " “Z IR "

PHUME B V7 ) (Authority [BIENLC R H | [ A& A A JFIE+H URL]
Information Access) A (Certification

Authority

Issuer)
BLRBRG RLIR A 42 7R U tH NUE 5 1 AR B A R PR IR 7T ]
(Authority key identifier)
FEARF R RS (AR AT 2R 2% 238 (Hash Value) ]
(Subject Key Identifier)
FERGRLE R 7 (Key DRI BhLE, RN
usage)

QLAY IS =X 1))
JEFSBISR (Certificate Policy Identifier = [#M4-IRBIE] btk 6
policy) Policy Qualifier Id = CPS
Qualifier = www.hongkongpost.gov.hk
EMA5HI4 (Subject DNS HRAEH [ER:EE P )i = BN e P )i e =2 |
alternative name) ] + (AN ABEERAFT S | +[0 £ 49] [FisMalkis 4
B IRAS A4 FR] (D FR] Chasd

rfc822 A H
KRB AFHZ (ssuer FAdH
alternative name)
FHA M (Basic e vt &Sk
constraints) (Subject type)

BRAEKERS |

(Path length

constraint)
FE A 2 R A ¥k HRAEH {7 R # B8AIE
(Extended key usage) FH P i B8 AIE
IERREER KA 3R SR = IET ST B K SURL] (BhE10)
(CRL distribution point)
Netscape ZE{H#=4L (Netscape extension) CHiiEs)
Netscape iE 5282 (Netscape cert type) ~ |SSL Server ERGE
Netscape SSLAal AR 28 % #% (Netscape SSL | A 18
SErver name)
Netscape %% (Netscape comment) HRAEH

B -

L BN ks fr CELFE A feds B84 PR (Domain Name))o FLFIEF (flflk#)
JIR5 44 P 14 7 B A 3D 358 44 R 1 B 2 T B A A UL T (RIS %7,

AR A

FOERCAT ARGy, JRRIEF W] T

WAV AR — 287820 E [ RS %, # a0 *hongkongpost.gov.hk,
* subdomain.hongkongpost.gov.hk

2. BIRASERS: 10605F

3. B BICIE TS AL — &8 16 M BT/t L BHaiE B s, A aAEC “07 )1, “HAE
o/ BRER" AL — 5 S AL R EME T / BAdiE B g 50 T 8 BT B, RS ETREC 07 ),
WIFEMHES / BACiE B S, MmN 07 )Y, “HAh” #4670 —HRE 30 M/ 28 dnf). &k
AT X BUOF R “RkEILgwS” & “VEMHED / BidiER” AR “0" ), FWITHER @@
HKPO REEHEMRE) 2N “HAR” #2447,

4. AR CAHB AR SCAFMEF IR 2NN, HAASTEA N R AR AN ZE 3.1.1.7 450

5. FRAESIANER, B brdE B AL I Netscape ZEAHAZ AL “JESC88E”  (Non-Critical) ZE{HAF2AL

AAE CEAEAAE N PR 55 (Object Identifier, OID). KT AHEN PR RIS, ESFIEH 1.1 %.
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200541 H 1 H

PR Y. 1.3.6.1.4.1.16030.1.1.28

54

C?!ongkmg Foste-Cert
FHPRETHRE




TER (dlkds) “BAR " BEERNGES /MRS 2, — N REREEERETHRNZ fARkaEa, H
SEREE IR AL TR (W d A A e BT (RS 7, BRI ), 55— N AA A @ e 7504 4R il
ZRAFR (BTN * hongkongpost.gov.hk & hongkongpost.gov.hk) o

TER (RS 23R " 2 EERNL RS2 S8 50 MRS LER, A2 S EMR AN A RS
A, KMOTEE 0 B 49 NMAMARE B K. AT AR (RIS “*7) Z Ak A gAY,

Xt F /1 A 4k 9F 45 "Hongkong Post e-Cert CA 1 - 10" R HED, IEPHEBFEHR D> KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl » /5 4k iE 45 "Hongkong Post e-Cert CA 1 - 10"Fr & i H [ %58
PRAE B RESEH .

Xt F B A 4k GF 5 "Hongkong Post e-Cert CA 1 - 14" R EWIER, IEPHEFER 5 KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » b5 4k iE 45 "Hongkong Post e-Cert CA 1 - 14"fr & i H) [ %58
PRAUE PSS o
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B3R C
B3 C - FHEERBOE U AS 15 B (CRLFE R

AP 3 C FEIR A 2 B 48 UE F5"Hongkong Post e-Cert CA 1 - 10" F1"Hongkong Post e-Cert CA 1 - 14" BT & H FAIE
PR B S S A A HEAT A 20, LA “Hongkong Post Root CA 17 Bk Hi A #2 BURUES T B (ARL)
A B BT S N AT 2 HE AT A% 5K

A HEMBBORE R = RSB S AT T IR RIE S s o CERTI (R D & A 18] 09:154 14:15 & 19:00 CEIA% AR
JEIEFI [GMT B¢ UTC] 18] 01:15+ 06:15 A2 11:000);  EF5HUEH 15 B0 2 A MR 498 AR A2 AEAE b o D0 1 25 3 44
U ) R FIE P A B R

a) [58|XAEFBRAER | (Partitioned CRL) L7 7 4111 CL BT I A8 Bk U IE B Bkl AT T
RAHECURL) RIS [ 43 # X UE s 15 5
1. EFAER (MO
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_<xxxxx>.crl
Hrp <> NEF S MUFEER 75 .
i, HEFER I KEFIED (PR
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
. HEFUET (AAREs):
O IS 1 B B 4 ) FR IR (R IR ) Bk R 22725 B B 4RIk F5 1 [ 8ARIE e is 1 |
(Full CRL)E A »

b) [ BAREHMEEE R | (Full CRLs) .5 % 51 i 4k 1E 5 "Hongkong Post e-Cert CA 1 - 10"A1"Hongkong
Post e-Cert CA 1 - 14" FrR i iIFTA SR 48 ek e e B skl AT 20 3+ R IR A2 hE(URL)
IREL [ AR PR S B

i FH A 4k 3E +5"Hongkong Post e-Cert CA 1 - 10 “ i & H HIE 15
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl B
ldap://1dapl.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong
Post, c=HK)

ii. HH A 4k 4FE 5 "Hongkong Post e-Cert CA 1 - 14 “Flr & H BIE 15
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl B¢
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong
Post, c=HK)

R PR RS T A R A B SRS UE BRI B, AT TE T THIE RS 0 K 8] (CRL
distribution point) £ P93 B B4 31 (URL) SREURE 5< B IE P 44 1

fEIEH T, FEBIES TR RS, YO EH e B RESE A fEARETUL KA 7521
1, %i%ﬁﬁﬁﬁlTTf’E?ﬁﬁ@%ﬂffﬁEEﬁiiﬁiﬁ%ﬁ%ﬁﬁ%ﬁB‘J%%ﬁ&ﬁﬁﬁ‘]ﬂﬂ“?o TN BHL =5 H
BERAEFATEIEN T, TA&BHISEIN T http://www.hongkongpost.gov.hk/ 2 7 b 78 iE U 5 5.

H1 1 4k4iE 5" Hongkong Post e-Cert CA 1 - 10"HRE A1 M 7 H A 2 %1 2K B B A UE 5 480 7 A% K-

FRERZAL (Standard field) | FAENZ (Sub-field) |7 BI=UEBHEHE | BEARIIEBREEIER | &E
L YA =X AE
WA (Version) v2 B ORI P i A = )
WA X509 55 R
2B 8 R (Signature shalRSA B B o H DA B s s
algorithm ID) FA R B R A
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FRERZAL (Standard field) | AL (Sub-field) |7 BI=UEBRHEHE | BEARIIEBREEIE R | &E
L YA =X AR
K HN (Issuer name) CN=Hongkong Post e-Cert CA 1 - 10 et BoREEE Kok AR P e
O=Hongkong Post EREEREap I A
C=HK
BEYREE T (This update) [UTC K] BEA B IR A E P U I B R
HH ] G RER
FIRFEHT (Next update) [UTC F ] PR U TS i ok T 2
N H BE e B R (FCE
B, mMASTERMEZ G
Ko AR AZAE MR ML AE U 3
B, IE TS R R T &
R
FAIET (Revoked FPIET (User  |[IETF5] BEAE B ERUESE T E T
certificates) certificate) =
G ARl [UTC i) A S R AR UE T A e 1)

(Revocation date)

WP E R FA AL (CRL entry extensions)

JE RS (Reason

code)

(HUE 2 e iR ) )

(HHE D

FrRUEFEARF2 AT (Standard extension) CBfHE 2D

WL 2R R TR 1) 44
(Authority key identifier)

KHN (ssuer)

CN=Hongkong Post Root CA 1
O=Hongkong Post

SRR A S BOR AR A
BRI T SR N Y

C=HK AU A TT 3R
JF5 (Serial (R NIEFR TS A BoR R B NEBRTS
number)
UE T4 T 5579 (CRL [EAZIE RS~ 4] A BN IE B RESE R RS,
number) 78 R A VN 1) s Wala o
KNG K & (Issuer [LA DER 75 3\gmhd i | (AR A8 PN X IV [ W1k G
distribution point) UE TR TE B K FAEH
5 (Encoded CRL
Distribution Point)]

CHAER S £

i)

FH H 48 1IF 5 "Hongkong Post e-Cert CA 1 - 14"AR3E A7 W g Hi BB A4 UE T 8015 A -

FRUEREAL (Standard field) | FAEAL (Sub-field) E SR
BARIE - RS A 2
FRAS (Version) v2 SR B AR TR I PR 2R
WA X.509 28 ki
2B 8 R (Signature sha256RSA B B o H DA B s S

algorithm ID) B BRI IS
KN (Issuer name) CN=Hongkong Post e-Cert CA 1 - 14 A B R B Kk IR RN
O=Hongkong Post 15 B BN
C=HK
BEIRFEHT (This update) [UTC I )] LA Sl R AU P S T B A K
HH G R
T REEHT (Next update) [UTC K] RoR N UIE s s Bl T 2

A F B B R HY (CROCE
B, AT RERIHZ G
R HRARAZAIE AR b7 T £ 0
5E » UETS I SRR R T
R

SN TETS AZUEE ML vE I
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FRUEREAL (Standard field) | FAEAL (Sub-field) HiE
BEARTE PR IS B2 I 2
FAHIET (Revoked HAES User  |[IETRFS] BEAE B CRGHE T T 7
certificates) certificate) 5
s H [UTC H )] SEAE S TR AR UE T AR R 1)

(Revocation date)

WEP A E R R ZE M FA AL (CRL entry extensions)

JE EAS (Reason

code)

(4 2 e R ) )

CPRAE D

FRESE A AT (Standard extension) (B 2)

WL EE RS R R 44 B
(Authority key identifier)

KHN (ssuer)

CN=Hongkong Post Root CA 1
O=Hongkong Post

PR ARG R BOR LR A 4
ot AT E G AR NG 2 T

C=HK U A FF 20
7% (Serial (& NERRFE] MR BoR & GEB S
number)
E TS HUHTE #1515 (CRL [HZIE RS 4] PR BRI P RIS R
number) %5 LA T 0= A

Ty P IS IR 2 BERTT S O AT BB 17 B, T 77 R P A LTI I U P P R IE P I SR AR
BEEAEFL T R H IR BAE A 75 SO0 e Ao e Rk Y IR B TS B R T TR B H 3K

http://crl1.hongkongpost.gov.hk/crl/RootCAIARL.crl B¢

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

FH #R1IE 5 "Hongkong Post Root CA 1 "AR¥E A= # M| /& Hi FIZ SUBUEH 15 B Ak K-

FRUEREAL (Standard field) | FAEAL (Sub-field) HiE
BRSSO I 2
WA (Version) v2 PR R R IR BRI A = )
WA X.509 28 ki
2B 8 R (Signature shalRSA SR B R H DA B R AU 1S
algorithm ID) FE R B R A
KN (Issuer name) CN=Hongkong Post Root CA 1 A BN B Kok BN
O=Hongkong Post TE BRI
C=HK
BEIRFEHT (This update) [UTC Il LA S R A B 175 B K
HH G
TREEHT (Next update) [UTC K] RN IR BUHEE TS 2 T 2
N B BT R (TR
B, MASTERMEEZ G
Ko ARARAZAE MR ML HE I 3R
SE 5 PRI 5 SR T AE T
R
HEHE T (Revoked FPED (User  |[ERFS] R EHEIEBRRE R
certificates) certificate) =
ey B [UTC K} E]] EAR S TR AR UE 5 B e 1)

(Revocation date)

WE PR E R ZE R AL (CRL entry extensions)

JEIAARAY (Reason

code)

Ejjiiepaia s pASAIT )

CPfHE 1

FRUELE (AT (Standard extension)  CBHE 2D

SN TETS AZUEE ML vE I
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FRUEREAL (Standard field) | FAEAL (Sub-field) HiE
BRSSO Y 2
WL 2R R TR 1) 44 KN (Issuer)  |CN=Hongkong Post Root CA 1 SRR AR TR LR FH AR
(Authority key identifier) O=Hongkong Post 25 B B TE R AN B TS
C=HK AU A TT SR
J¥% (Serial (R NEFRFS) BRI NET T 5
number)
UE T4 T 5579 (CRL [HAZIE R GE 77 2] SR BRI BRI B
number) 72 RN 1) 5 s Wala o
RN IF R A (Issuer AR PGS =5
distribution point) HAE A AN AT H=2
Wk CRL=%
(2R “R” 26D

s
L PUR YR IE A AL 21 A2 R A5 -

0=AREY; 1= FMEESMNE: 2 = IEVLRBORSME; 3 = IS,
4 = AEFHHAL 5= UENLORA IRIZME; 6 = IR I i 4H

BT BN TCIHR B IE S R A, prd TREAES ] =L T0) Fom (B TARIERT D.

2. BRARSANEM], PrA bRAEREARAEAL Y “HESRHE”  (Non-Critical) SEAHAEA
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%D
MFED- FWIHETER - BREHE

D HETIER DA

ER HFIEBAA) R F AR 18 Z AEH
B FIEHAA)
ZiL A R A R S O0E S AR 18 5 AN | A s s S 0 E SR 18 5 A
H:
R4 BR AR HK$200,000 HK$0
NATES &
B A KE 2048 727G RSA
FEA R B AL P A s WAl 2 A
Xt & 4 TR S NS4, B S AR T A R R (M) IER
F KR 258
IEHR®% o 52 K B s
LR HNEEEIC AR ZER TG MIE LA R9E ik 4
TG IE SIS 2252 8UE (hash value)s
EEN SN e
BIC NS ERmS (HEERIERZIENC RS54
HicHH FHAIED CEIEE IR S %) A4 50 ot
(AR N 5 2.4 26D
WA 30 AR (E D
MHE

1. ARSEAIE SRR P i A AR B RO DN =5, EA B =85 — DA LAAEELAENE 1.2.4, 3.2 & 3.3.1

%)
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2) HETFIER D, BFIERHERE) KA TIEHEERRES)

i B FIE R L) BPERIRE) | BTEBWERS) RPEH (AR
“ERR 8“2
}._Dﬁ ]
BHiE A SRR BIAT B X BURF 2 R A R0 B0 2 WU S 3R ey m] 2 A i i o2 [ 4k
T 25 W AT X BURFECR R . #8018 %
IERFEA BN Z R 5B | B0 AR 2 AL (RN
JE R (6
HRAE PR HK$200,000
NATHES p3
o R K E 2048 377G RSA
7 A B R R P 7 e S A R 2 &N BT
Xt & 5 KX WU B R BUAREK 1 & 53 ¥ 5F WA 4544 FR (Domain Name)~ ML Kz Hi3k
FRURE I 5 4y
EH AR BODAE K Hm e | ROERaR S 2 | RESEE S 2 | B2 28 K $dfa n
EBHASEEAN = ZEAWML (= BEANEE = Ze AWML (= Bl A4
HIBE Rk il R b b
s RRUHEESC [ ARSI (20 BCANMZ v BN
{42 K% H e S AR R HL R R 7 I 28 44 B 7 e 28 44 7% %
Huhk kit BN EY RN EA
= BiEAZEG = BiILASEG 5 CHIFEHEIR 3|t 2 A M
5 AR 5 CH AR IR WA SG ) IR 2% 42
RG D RGP = BCABZ = BIEASESR
= BiCANZ = BN AT [ Rl 5 CHFEHER
AT LB Aa] s CEH WA G )
JOH TR . B ANIZ
AT R
CHEH
Bio RATE SR AR VE L HE M 5 0.4 %
WEHA RN — B —4E, FE. =] — B —iE, PR A
PY4E

AR HEES 1.2.4 K 3.4.1 50

SN TETS AZUEE ML vE I
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% E
B3k E - W HFECE TEPZIEBEH B B (EH RS

HIAAZAEA VAR N A R H S, 7 PR R T UE 5 R o 4R 3 IR e HLR
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% F
B F- HBHBEFERRS - BB E TR SERATZ A HELE CGEERE)

EA T HELBIR FBIBHETFER &K AR %5 5 4t Huchk K 702 ek 8] ARG
TEAERITHRAF FHISECEFED (DA WS W& W M B W bk | ARIES 3.1.9() & 4.1.22. 1) %Kik, WEE
http://www.hongkongpost.gov.hk EHAITERARAR S FHEFIEDS (DA HiE
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Bt G - BAEHL AR URIE-F 9 20

f3% G

FRUFAE A5 44 P

(el

L

Hongkong Post Root CA 1

200355 H15H 2 202345 H 15H

Hongkong Post e-Cert CA 1

20034E5H15H 2 201345 H 15H

UE AR 4RIESS 12010452 9 26 HE A 1R A A AT E S

Hongkong Post e-Cert CA' 1 - 10

20104F1HOH % 20234E5H15H

SRR ARIEFS 1201042 26 HAETT 46 & AT IE 45 i 2 o

Hongkong Post e-Cert CA 1 - 14

20144F11H30H 2 20234E5H 15H

BEr GRIE T H120155E 1 1 HEIT A K T IE B 45 B 2 .

B I AR e
20154F1H 1 H
YR sIAY . 1.3.6.1.4.1.16030.1.1.28
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