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“BER” HiRERmE—

a)  FERENEZIEH ARG BIRAIR R G ZIE B AT, fi—
) B VZIE T & R 50 T2 IR BE = T 1 5
Gi) SRR IZAE TS i AN A AR BOE A 7 R P A
(i)  FRZIE; 5
Gv) LA F B R AN ZES; 5K

b)  TERENESTEZIEB NI L BORANR R A ZIE BRI AT, f8—
@ TVZIUE A 2 B 5 1 6 T2 N I B AER 1 s
Gi) SRR ZAET Al A AT BTEIEAEAEE N A BR
(i)  CAHAh T R BIRANZIE T 7

“BIEN” fEEARNBENIFCHRIEE TR

“ SRR ARG 415 LI P00 i) B g P s A A A SRR B R AR SR A RS O A M S BURR R
.

“FEXIFRERGRG” 1R AL RN R RGE. AR % D RE i B AE 7 A2 B 2528 2 fL N R e e P AR A 52 RS
BB L NI ER R .

“REBRR” BN BRE.

“RBUETE R FIZSPAITUE 7R AU b AR e BI85 B AT TR A TR e b AR IE T 2 BERL

“Rb SR PRAEFAIARSE SEARAE SSL A e SCRIAERA NI . ARBUR SEfd B AR R S stk 2 BAC AN, BID AL
FIFARA IR m) AR B R AT BUIX BURBLSS R At BRIE & CIE (BR).

“HRAENLR DI BB IR IR B R ER 7 FEAZAEN O/ Y 281835 (CA / Browser Forum)E https://cabforum.org H & AR, KT
BHAFFEIETIELER,

“BAENLRBABLER” 15— MRAEN ORISR A R G RO, A4 A 2 7T DU € A FT RIARZEL 238 44 % e
Ril

“UEFR” B CHTFIETS” R A U ITH M2 A
@) HIAZIENLR ONIE WIS 25 2 2 H BT A i T2 H00 2528 FY 94 A SR S O 35 R R 2 B 73 BCHL At 3 2k
fiE;
b) WA SR LUK
o TEABURRIR AL LA
d) B ZIREALRE AT ELRL, I
o) ARMARMIZIENRZEE

“CRAENLR” 51 (AT LA 53— R IENLR) A AR5

“CRAEAENL N 7 B RN FEARZAUENLI A AR B AR A HEE T 2 ARl s 55 Kb 2 HEIU

CIEBRERE” SRR A, U s AR B, 2, I S IR R SRS AT N B R
“HEFRUHTE R FIRSUET A N AEUETS 5 E RIS )3 B A TR A TP RS AETS (BREARSEHIET) 2 Bkl
“HEFEYIRE” 515 RFC6962 Al Google FIEER,  FTd fitas A TF o 4% KM — M RAZIENL A L THE T H &
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CEFEHEEE” 2 ANIEN . ATATFE LA SCRBINC SR AR i 2% RS A AR R R 2R 5

“E TR AR T PR 2 A ML UL OGP AR BT, AR R B ASHRECR i S AE AR S PR AL N 5 R Bt
Hhitt o

“EL” TRAE MBI L < B HBUZIENL R AN A 21, AR T 2020 4 1 A 1 H 2 2022 4F 6 H 30 H IR
AN AENE B K FF BB I EAZUENL R Z RS M R Gt %A AFEMICEKE 2023 4 6 H 30 H(EFEEH).

“RIE RET R TS ERAR AL AR GIETHZE G AARIE. HOEEIERE AT ZIENLRL S
SFIES 3.2 BURRAEZANIEAN, WRIEELFF NEEIEUE I8 KR i BUZIEN LR 2 55 M R 58

D) VAR N A A R B <A (T =7 1 R WO R L BT

kG5 SEI 7 8 H UM BT RRHSCR MR 256 33 2% N A Z N AT AZIEAL SR 55 55

“YOLBE IR T AN E , T E N TR, 1288 AR RS R Gt Sk 22 bR BOR % B T D SRR Ul A =2k,
A R A R GBI AR e 2 T 0T B E NN TP RS R BE AR BL A € -

(a) ZHEEAHIE T G EE N A TR R 2 AN B2 DLR

(b) FAEHHEAR S, AR TR R,

“RIIRALFR o P A TR FR G T BT R AR
“EABALN” TN A A S A ALY .

“BATEMHAM” 5 TSR EM A ANSH, SRS S5UUTE: @) FIBRR A PR S 507 ik 7 BB L (ICANN),
(i) EZIA G BAEMR, B G MERBERG (CBIEE ST . &P, AR, SMEEEEERIEND.

“BTLER” RRNMAG LB D, MiZLx:
(2 BEERHRFZNILRRB—DERRGERES DR INRSG; IF
(b) BEREAFAEBEIH ARG EIABIEN A .

CHTEE” RS TORMEREEE EMK B TR TR B TR S, TR TR TR HH
F AT S OMNIEBURINZ AR 2 H K E L BER

“REFNUE” B SCHRIE AR A IS B TR+ (RIS 5, A EEMIAIE SSL e b i € K 3 A 5%
B JFCARIEE M AIE SSLUEF #E NI AT UIE# BT E .

“FEMHIATE SSL IEBHEN] 7 F8AZ LIS/ M W2 IR IEAE hitp://www.cabforum.org KA I K AT FIE B LE A EIE 5 A7 o

“SEBMIRAZR” RS PIRA KRG T A O SRS PR A AR

“BUNFSRAR” 4R B ERATEBIX BUR BUR R BT, BOER A R A AT BUX R A W] 2 AR5 E A
“ BBHIE” 8 B E R AT BUX BUR ABEF 55 A0 R A S, B AR S O E

“ET AR RSN E A AR AT EUX .

RN SEMYGERFIED (Rl M5
(@) 1E “FANNRG” BISCET, FEFHR AT BN A &l EM AL WL https://www.cr.gov.hk/), fEHIREE T Eid sk
AR EIRAEAE; B
(b) £ “BURFSR” FISCRER, $ae R RATEBUX 200 U1 84 CLRAL BUR SR A VA7 AE I SR

BT BAETRL 0T BAR. AL, AR R R BRHE .
“BIMARG” BTG U TR Z RS
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(a) ALIETEIR;

(b) AFRFEM;

(0 REFMEME R RAFEMEEENRA TR BIRR AN, SaeAER R IRIE %S R g DA b &
(@ REAERRERAIRIZE R MO KM A ZRRANREDNRA TR ERREN) -

“HRANT R T AR, AR RIS AAZAL T, SN FAR B A I i 55
“RWE” SIETINE, &
(@ HEEIZIES, RERHZIEREE KR TEZIERA L BORAA RS ZIEB AR BN, Rz A, 5
(b) RZIEBE S0 E KK TAZIES WIR R BRIV G ZIEB IR BN, JBEIZA, RJEHEIZIES, A
Ja FEAZAE S T AN 5

“EEXTERGRL” EAEX R TS RS, SRR NI R AR B ATPERDRL, T % AT R R ] % SHZ R N T
LRI A 2 B R

“LIRRR " IR TR RARES TE, SREIET AN AL WA B MA RS A B, EEHE TS AT T 2 AR SR AL R L
R i

“AUEN " 1R A RUAEANZRATE W A5 I 16 A R 0 AT B IX i A e & A7 B0 A E M 22 Sl Bk 2 i
“OCSP” #i&k LUEFRAE L .

“ 2 HIEFREBEIRML” 15— ALk FIEBZL, RV LS TIERRRES.

“ORBI” FREUELIEE 553 B (TS B,

CRWE” AR TARME, fBRMEAIZA RS, S AN R B AR, EARRE A A

“ANNEERD” 5T R BB B TAE A R AL N B R R Y

“EIBERBER” SREEAGIE 08 B (MBEE M) FrigE K.

POl fRRFA RS (Tl b ilig ey (38 50 &) KA HOLIEF 2 i,
“PAVARIT 7 HE R A A RHOILAE P IR AE B R AT BUX 5 S5 B A7 BT B0 M B B A .
“RANEERDRL” FRECH TR AR P AR B A 2 AR

“RNPG” FRAEMTRAA A Bl ENHE 2R A FENHETS  (CD REER AT BUIX BUNBLSS B2 R KRB ILIE (BR)
L B o

“CATFERGRL” FRECR TR AR SR A 2 R
“INTER” 15:
(a) MR TAE 5 2015 22 2T ZAES;
(b)  JEARIEH TS5 2 BIE 22 FNTT ZAEPZ R KA B R ZAE+; &
(c)  HWTREFKGIE 34 K PTIRAZUENL R P A FE BN AIEF 2 iES
CNTTRBAENLR” FRHE AT 58 7 261 21 SN T ZAZUEN LR B 34 Z6 FTid AL IENL K
“EF7 ARAEATBEER B, AEAFE AR DT S E 2 B, MR A AT A T B AR G 5 R AR Y I SR 2 B

“BERRHLR"  FRHFBIEEE, REEFBIMBRZENRAT M —EBRE, JFREEE I BUZIENL R 235 TR % 2l
o
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“BHTHLR"  FENA NS BARYE VAL . 322 Bk H At IE B ST R Ml 45 R0 S A R 47 B 1 R M B TR A AR S AT I X IR
RS R Chttps:/fwww.ird.gov.hk/ )s

“EEALT, RHKEUT, SRIERRRCE, HOBTZIE A (B0 ZIEF FTRIE R TR A
“AISERBERIEE” F6 R I PBURE S AL LA CAZ SSE R VE, flp ey bl . % S A% sl i iR k.
“YERRA” R ATE A 4R T s R

“REFEEE” 1R R RE A IR ZOIE T DLL Al SUE T A R IRZ TR AR S

“HITANR” FAZUENRIN S, SRNG5S A G %5 3 fa 2

“B7 e “BBT OFHBEEVESURIND RE BTSSR AR, sz N SR AR T iR B T

UETREBENRMER” 5495 A A A RS B TIER R —MEBEWE HEE, ZH SR —MEEE W 2L,
PARTR VR IZUE TS 7E S5 7€ I 3] P I ) H B A

“BRESHIE" 18R TUET AL ) SR IE .

“SIMIME” B35 / % Ty LI X I3 Ao 42 (1) 45 5

“SSL” BIERT 1 HZ HI4H S

“BHBRIEF” R I E IR ECRARTE T I R I Th SR AZAENLOGIE TS, R T2 R & IS BOA AT IE15 .
“BANAT” BT TR S A R A TR, AT E L R TAE.
BN B E LT ITA R
() FERAET IR A BORAN IR 4IE
(i) CHEZIZUET; &
(i) A S TAZUETS AT R N2 AN TR 5
BRI 45 i IC N LA BB LA L, A5 B R LB A EAC N SR R 2R A S AAZAE A U ) 2% 5o

BN SRR T HPRARER QA F S AL, AR AL R R AE N, 2B U & B IR 3R
KRR Z LA .

“ERBR” RIEBRFAELTHRER.

“TLS” BPAfAJ= 4 by i 104 S

“TRARGA” BT LTI &M IR A BAF SR
(a) A B 22 4] Gl N AR BeAS A 5
(b) FEFTHE RO T SENE KRR 07 3QRE T & BEIYI N 4 55 IE 6 45 07 A 25 BLKCF
(o) A EHE S AT HIFE I RE:
() OB sz 2 24 sl .

“BAAZAE A" TR E (AL SSL UEFSE I A E 2 CA% S S TR 1 B U SRR R L A5

“WebTrust for Certification Authorities” RI7E http://www.webtrust.org i Z B I INEE KEM 2110l (CPA) WebTrust i%!.
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TR A KRS (AARES) 05, SRR T AR A & 44 B 1) 7 B A% W 43424 R 1) e 2 34 B4 418 7 D
ROy CBRES “#” ), AEUEAS Al T B0 AU BT (19 1R —dsk 4 B4k 44 1) A 1 e 44 9K

APITRT R Z KB, WHEHEEZTSEI TN ATTERRS LS, MZERZBLANEEAN, WZHD
% B AT MLAERZAUEFHE R -
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H-= B
B 3% B - FISEFBUE FEH#E R

AP IR B P 4 5 Hongkong Post e-Cert CA 1 - 10"« "Hongkong Post e-Cert CA 1-14". "Hongkong
Post e-Cert CA 1-15" 5 "Hongkong Post e-Cert SSL CA 3-17"A2"Hongkong Post e-Cert EV SSL CA 3-17"#3 4
AAGAEAE MV AE 25 7 1T HEF-UE R 3o WK T A8 p 7 s IS IS EL At A 4 15 BRRR 47 A A% 1 1 M 4 T
SR BT FUET A, TEARYE IR Rkt B EAER [UEBECGE ] AR R S, 2 B A SR
A AL AEAE MV

1) MIFEIEF “Hongkong Post Root CA 17 Z FHIETFIEH (fEIARSS) #N

DL i A T B A 4K E 5 "Hongkong Post e-Cert CA 1-107 PAZRiZE BREISHA- 1R H B TFEH (A Ak
2 (ORI FIEHRSEIRIL) -

(BBIEBUZIENL R H 2016 4F 1 H 1 Hil2 245 1E B 4KiE15" Hongkong Post e-Cert CA 1 -
10" &Kk B FUE (A k#E). )

LB | EANE
FrEf2 (Standard fields) FLFUEFS (fi fRe$) HFIEH (fAiRES) FFE (A RES)
“SEA " “ LS "
A (Version) X.509 V3
F¥5 (Serial number) [ E 5 Vs B B 2R 0 B 1) = 0 TG 2L ) )
ZZHIRA (Signature shalRSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B3RO (Validity period) |[AHF Mot [[HFEIFE RS W EHIUTC i &)
before)
ANIBRT Not  |[FHEFHEHIBER SR E FUTC I
after)
EEBFR (Subject name) en=[fAREE L FR] (D
ou=[FILAZERT] HED
ou=[ VB IEE T 5 HEMHE R/ SEIE g 5+ HAR] a3
ou=[FIE AN LFR] (ks>
ou=[BAL NI 51T AR T2 FR]
o=Hongkong Post e-Cert (Server)
c=HK

FEHATFELAT R (Subject public key
info) H 2GR (Algorithm ID): RSA

ATFETD R (Public key): ST RLK & 9204817 TG
RN RFILFR Issuer unique identifier) | A

BB NRBIZFR (Subject unique A% F
identifier)

FRUEREAEAL (Standard extension) (FHES)
PIRERGRGRA LK | K H A  ssuer) |cn=Hongkong Post Root CA 1
(Authority key identifier) o=Hongkong Post

c=HK
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AR | AR
FRERE (Standard fields) R (fAARES) TR (fAARES) IR (AR
“HEAR " “ZiRhR "
B8 (Serial  |[[MKRHANAEIRI
number)
ERDRAE R 74 (Key R RN B2 E, BRI
usage)
(A= “oRER” 1240)
IEFBUR (Certificate Policy Identifier = [ R ATE] it 6
policy) Policy Qualifier ID = CPS
Qualifier : [AZIEAE ML #E N AIURL]
E4£F4& (Subject DNS ARALH [ERLIAZ AR R |[ERBFRA Z AR K]
alternative name) FR] + [N EECAFE S | + [0 & 49] [BSMA ik ds
B RS A4 FR] (e TR )
rfc822 AALH
RHBAFE (ssuer A
alternative name)
FLA PR (Basic EHRR 52 SR I
constraints) (Subject type)
B ERS |
(Path length
constraint)
SRS R P ik A il AR 28 58 IE
(Extended key usage) FH 7 v 36 E
IERREE RS R R TR AR = (IE PRSI 0 & mURL] (ko>
(CRL distribution point)

Netscape ZE{H#=Ar (Netscape extension) (FES)

Netscape HF 1528 %! (Netscape cert type) ~ |SSL Server EXE
Netscape SSLaI B2 4 #% (Netscape SSL | A A#

Server name)

Netscape &£ (Netscape comment) A Al

PLF i@ A T B F 4k IE F5"Hongkong Post e-Cert CA 1-147 VLZ& 2 R 8 SHA-256 & H BT FuEf (fd]

il

(ASCHFL EAEPIRESE ML) -

(FHBHBBUZUENLICH 2016 4F 9 A 1 HiZ &4 1tk d 1 4%1FE 5" Hongkong Post e-Cert CA 1 -
14" 2K TR (A RE). )

AR | DL
Fr#ERE (Standard fields) PR (AR#E) TR (fAARES) HFIES (R3S
“ERRR " “ZIhR "

RRZ (Version) X.509 V3
5 (Serial number) [ H 75 W S R 8 W B 1) — A e 2T S ik 3]
B HIRF) (Signature sha2S6RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert CA 1 - 14

o=Hongkong Post

c=HK
B3H (Validity petiod) |[AETF Not  |[HIEEBISE RS % B RHIUTC K 1H)

before)

A VEMSBUE TAEF AZ R/ AEN
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EALAFR | VAL
FrERE (Standard fields) TR (faR#S) TR (RS HTER (AR
“BRIRR " “ZIRAR "
NBF (Not  |[HIFHEIBERS BB KIUTC )
after)
ERLZFK (Subject name) en=[fAIR#S L FR] (D

ou=[EIEASHERT]

ou=[ & Mk B EAE P dw S +HEMHE B/ B G B w T+ H AL (s

ou=[ B NGB FR] (e
ou=[ZF e AW AT /5811 K]
o=Hongkong Post e-Cert (Server)
c=HK

EEATFELRTR (Subject public key

VIR B (Algorithm ID): RSA

info) ANTFERGRL (Public key):  ZFHSREK: FE 204847 78
RN RAIAFR Issuer unique identifier) |4
e NIRFIZFR (Subject unique K AFH
identifier)
FRAELE(HAZ AT (Standard extension) (FHES)
PLFAME B9 1 (Authority [BAENLIRR H | [ H B9 A TFIESS URL]
Information Access) A (Certification

Authority

Issuer)
PLREFE IR 2K Ut NAIE P B AR B A REFR R AT ]
(Authority key identifier)
TARBRL AR R (TR AT 25 R 2% 23 (A (Hash Value) ]
(Subject Key Identifier)
ERDRAEF 74 (Key R R N BhLZE, BRI
usage)

(A= “ o047 F240)
IEHBER (Certificate Policy Identifier = [#014FIRAAS] (kv 6
policy) Policy Qualifier Id = CPS
Qualifier : [#ZUEAE ML HENFFIURL]
E#5H14 (Subject DNS HALH [FRBRNZ R4 |[FARBIRN A RS 4 K]
alternative name) R+ [ BB | + [0 2 49] [BMA RS
HIfal iR #s 2 K] CphiED LR (HE

rfc822 HAHH
REAF% (ssuer A A
alternative name)
E AR (Basic EHRA 2SI N
constraints) (Subject type)

B KRS |8

(Path length

constraint)
FEAB FRE LA F O vk AL i) Jl 2% 562 UE
(Extended key usage) FH P i B8 AIE
IERREBE RS R R TR TR = QEPHES S B0 R AURL] (hE10)
(CRL distribution point)

Netscape ZE{HA2AL (Netscape extension) (ks>

Netscape iEF5282Y (Netscape cert type) | SSL Server |7‘Eﬁﬁﬁ
Netscape SSLAIARAS & H% (Netscape SSL | A H

Server name)

Netscape 3£ (Netscape comment) A

A VEMSBUE TAEF AZ R/ AEN
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PLR AIE T B 4 15" Hongkong Post e-Cert CA 1-157 PAA%#ZE R 8k SHA-256 K H I HLFET (fF]

il

(CCRFE EUEARIRA B INMLD) -

(FIBHEAZIENIZ<H 2019 4 7 A 1 B2 S FZ 1L 4kiF$H” Hongkong Post e—Cert CA 1-15”7 %

KBTI (FARES - )
EREHK | ERAE
FRERZ (Standard fields) FHHBE FIAEHE T | BB FRIERT | &S FIE B FiE
IEF (fAARAS) HEFE (A RAR B (ERE)
“BAR " “ LR "
4 (Version) X.509 V3
F%5 (Serial number) [ & HE M BOR G0 B B B — A o7 gk 307
ZEBEIRT (Signature sha256RSA
algorithm ID)
KA (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15
o=Hongkong Post
I=Hong Kong
s=Hong Kong
c=HK
B (Validity period) | AETF Mot |[HEHEIEEUR S % B UTC K [H])]
before)
AIRT (Not |[HHFEFHEHEBUR SR E UTC I )]
after)
E&LZFR (Subject name) en=[fARARZFR] rED
ou=[BILASERT] HED
ou=[FIV S ICE T T +HEMHE R/ SGIE g T+ HAR] a3
ou=Hongkong Post e-Cert (Server)
ou=[BAL NI 51T AR T2 FR]
o=[F I AWM AFR] (it
1=Hong Kong
s=Hong Kong
c=HK
FEARAFFERBR SR (Algorithm ID): RSA
(Subject public key info) AFFEIRL (Public key): 5 R 20480770
KHNRFIBIR Issuer RAFF
unique identifier)
B NRA B RAEH
(Subject unique identifier)
FUEFEfH#2 AL (Standard extension) (HHES)
YL EU5 I (Authority |BIENLRR W | [ & KA FFIEF URL]
Information Access) A (Certification
Authority
Issuer)
S EAEFIRGS | [ 28 L UE 10 IR A VO 24 97 25 £ IR 28 119 URL] e 12>
BRI
DSl TP (R G T3 0 S P B i R ]
(Authority key identifier)
EREDRR R [ AT SR 24 2 (Hash Value)]
(Subject Key Identifier)

A VEMSBUE TAEF AZ R/ AEN
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EALAFR | FEHL A
PR (Standard fields) EUSHRBE FAZIE T | FHATBHR FRZIE R T | FrHsHRB R X AIE L FHE
IE (A2 4 (A ARES) T (AR
“ERR" “ZHR "
ERDRAE R 74 (Key BADLeE, AR
usage)
(R “RER” A0
IEFBUR (Certificate Policy Identifier = [ R ATE] it 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZIEAE ML #E N AIURL]
Policy Identifier =2.23.140.1.2.2 (HftE 13)
Policy Qualifier Id = CPS
Qualifier : [#ZIEAEMLHE NI FFTURL)
E4£F4& (Subject DNS [ERLZHRHNZFARSEL |[ERBHRNZfARSES | [T 2 FAREE 2K
alternative name) K] ]+ [N HIBRSFE S | + [0 2 49) [FMaRES
A IRAF A4 FR] (e AR ()
fc822 A F
RHEAFZ Jssuer HAFFH
alternative name)
FEAPRHI (Basic EHRR B A SR
constraints) (Subject type)
BAKERS L
(Path length
constraint)
e RS R AR ik fa] B 28 B8 IE
(Extended key usage) FH 7 ity B8
TERREE RS R R IR SR = [ETHMASE B K RIUURL] (k1D
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 UEP 2B I 172K (signed certificate timestamp)
Netscape ZE{HIA=AL (Netscape extension) (ks>
Netscape UF 582! (Netscape cert type) [ ARAEH
Netscape SSLAAIRZE 4R (Netscape SSL [ A A H
SEerver name)
Netscape 7% (Netscape comment) AAd

B -
1.

=N A

BAC AN 2 A7 IR 2 2% COLFEfr] IR 28 ) IR 4% 42 FR (Domain Name)).  HFIEH (fAIIRES) “S@AIR " AR RS 42
AR I 52 A% 2 X3 4 BRI B 2 T3 O M TUABIRC AT (HP2 S “+7, FRONIBIECAFERM), ZRRIE R AT T8 AN AT
WG B [E) — 148 B34 i S (Rl IR Bs 2 0%, 903 * eCert.gov.hk, *.subdomain.eCert.gov.hk » MEZEMAE L -FHEF (]
AE#8) Ak “EHAR " ThEE.

BiEANSERT: 10T

“TENBACIE TS 7 AL — &8 16 sy /78 UInEm B it PR S, A NECC0”)Y, “EMMEH /&
PCIEH” #2407 — & S BB Dy EMHED / ZBdiE B 50 F 8 v/ 78, wmESASEC“0”), WMEEM
W BCIEBgRS, R NEC“0” )], “Hih” R4 —B &2 30 A7/ 8 ). FEFHTEIX BUF
ERI1Z “BBIdgwS” K EMHET / BEiET” AL A RNECC0” ), FITRFR (Blin HKPO AR A IR ) 2 ik
N CHAD” B

RA T LR AR ST ZHAE S 2N, HAMASERERER (AREAEMEAENSE 3.1.1.3 26).
ERAE A ANER, BT FRAEREAREAL I Netscape ZEfHANAIII N “IESBE”  (Non-Critical) ZEAHFEAL o

AR CVELFE A UE U I IR ARG (Object Identifier, OID)o & F AN B R BID, ESTEE 1.2 4%

AR (FAARSS) “HEBAM " B FE B S5 —AMEIRER LR, — A NEREERZ RN 2 FIRESAFR, e
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AR BRI B 22 3 A BT (RIES “*”, FONBIEATHA), B — NN E AL SR e R8s 2 AR (1)
. *eCert.gov.hk A& eCert.gov.hk)o

AR (RIARSS) “L 1R " 2 BRI G52 E 50 MaRes A FR, 55— BoRTE EAR A TR B R AR 8 4 5K,
A O & 49 NMIMA R L FR . AL A BRA (MRS “*”) ZfARBAMEAN W2,

Xt F | A 4k 3F 5 "Hongkong Post e-Cert CA 1 - 10"FT R HWGE 5, iE BB IFE R 9 K5 URL A
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl » BtJ3H 44iE+"Hongkong Post e-Cert CA 1 - 10"FT R Y [ 84K
UE-PH G .

Xt F o 4k AE 5 "Hongkong Post e-Cert CA 1 - 14" Fr &K H WIEH, iE BHAE S 5 K 5 URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » BtJ3"H44iE+5"Hongkong Post e-Cert CA 1 - 14"FT R ) [ 84K
UE BRG],

Xt F B 4k AE 5 "Hongkong Post e-Cert CA 1 - 15"Fr A M WIIEH, iE B E S 5 K5 URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl, It J5H 4kiE + " Hongkong Post e-Cert CA 1 - 15"Fr R T [ 4AIE
Ha G .

2 _FAF IR A B TR 20 8 2R IR 28 79 URL A http://ocspl.hongkongpost.gov.hk

BEREAT AN T AZAERL /0 SRR S IR A R R, BT AR R A AZ AL L5/ B B8 18 35 ik 28 TSR Ok H AL P - S bs

WA
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://ocsp1.hongkongpost.gov.hk/

2) HRIFIEF “Hongkong Post Root CA 3”7 Z FHIHETFIEH (fEAREE) B

DL N3 A T B A 4K E 5 "Hongkong Post e-Cert SSL CA 3 - 177 PAZ% 1% pREASHA-256 & H ) HL Tk 4

(fARES)  CGZFRR DAE RSB IIRL)) -
AR | FEOLPI
Fr#EfL (Standard fields) PR (AAR23) BTFIE (fAARES) HFET (R3S
“YEFINE " “ZH "
FR 4% (Version) X.509 V3
5 (Serial number) [ H 75 W S S 2R V0 B 1) — A T2 7S s 3
ZEBEIRF (Signature sha256RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert SSL CA 3 - 17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B3 (Validity petiod) |[AFETF Mot  |[HEIEIRE RS % & HIUTC W 1E)]
before)
ANIEF Not  |[HHEHIBE RS B FIUTC W 1H)]
after)
E&LZFR (Subject name) en=[fAliR#S 44 FR] D

o=[ B AN ZFR] (ptE2)
1=Hong Kong

s=Hong kong

c=HK

EERAFFEDRTR (Subject public key

H R A (Algorithm ID): RSA

info) NIFEERD L (Public key): ZEBSRLAK B SN204847 0
RKHNRFZHR (Issuer unique identifier) | A1
e NRAIZ IR (Subject unique F A
identifier)
FRUELE(HAZ AT (Standard extension) (FHE3)
M5 B U5 1 (Authority |BEUEALIRR H | [ A Hi A A JFIE URL]
Information Access) A (Certification
Authority
Issuer)
& BEFRE | (26 DUETIRARZ URL] b o
IR
(OCSP)
PLRFE IR 2R Uk NUES 1 AR B R bR R AT ]
(Authority key identifier)
FARBEE AR R (AR AT 205 R ¥ 2% 55 {H (Hash Value) ]
(Subject Key Identifier)
FRGRLE R 7 (Key HIDEE, %N
usage)

(BREEA “5R8” 240D

A VEMSBUE TAEF AZ R/ AEN

2022 4 8 H 30 H
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AR | AR
FRERE (Standard fields) R (fAARES) TR (fAARES) IR (AR
“HEAR " “ZiRhR "
IEFBUR (Certificate Policy Identifier = [ R AEE] i 4)
policy) Policy Qualifier Id = CPS
Qualifier : [AZIEAE ML #E N AIURL]
Policy Identifier = 2.23.140.1.2.2 (H#E 1D
Policy Qualifier Id = CPS
Qualifier : [AZIEAE ML #E N AIURL]
E4£F4& (Subject DNS B P il o = E X N S P il e 2 E X S P Gl P8 22 7
alternative name) K] FR] + (R A BEFFED | + [0 & 49] (B e
AR RS A4 FR] (s> TR 6D
rfc822 AA%H
RHEAFE Jssuer HRAEFH
alternative name)
FA PR (Basic EERA 52 SR U
constraints) (Subject type)
BRKERS |
(Path length
constraint)
ST RG R FY ik 7] Al 288 58 31F
(Extended key usage) FH 7 ity B8
TERREE RS R R TR AR = (IE PRSI 0 & mURL] kD
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 UEF A B I [R5

DUR yiE T H R 4kE+H” Hongkong Post e-Cert EV SSL CA 3 - 17" & HAHVIEIAIEEEFIEH ((EHR

)1 -
AL | EAIANE
FZEXEMH (Standard fields)
R 2 (Version) X.509 V3
5 (Serial number) (Rt [ N = oy o VAot = e A i L - |
ZEH AT (Signature sha256RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert SSL CA 3 - 17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BRI (Validity period) | AEF Mot |[HE B RS % B WUTC B [7]]
before)
AIBF Not  |[HFUEIBBIR SR E FIUTC Ha)]
after)

A VEMSBUE TAEF AZ R/ AEN

2022 4 8 H 30 H
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AL R | EMNE
T (Standard fields)
E&LZFK (Subject name) en=[fAIARZE42] (D

o=[FIL ANML] Citiz)

1=Hong Kong

s=Hong kong

c=HK

Object Identifier (2.5.4.9) =[fiEht]

Object Identifier (2.5.4.5) = [FRTEMHS ]

Object Identifier (2.5.4.15) =051, " FA AN /7 BUR ST /7 vk
SR” /T AERT R AR (L)

Object Identifier (1.3.6.1.4.1.311.60.2.1.3)=HK

EERAFFELRETER (Subject public key
info)

HURA (Algorithm ID): RSA
ATTERGRE (Public key): B RGRLK & 92048407 7T

KRB ARAILZFR Issuer unique identifier) | A
BiE MR ZFK (Subject unique A

identifier)

FRAELE(HAZ AT (Standard extension) (FHE3)

PIFIE SV 1 (Authority [BEVENLICR H | [ Hi A A FTAIETS URL]
Information Access) A (Certification
Authority
Issuer)
2 BIERIRE | (4 LiE PRGN Z URL] iz o)
B
(OCSP)
PLREFE IR 2K Ut IR B AR B RS RE AR IR AT ]
(Authority key identifier)
TARBRD AR RRF (A4 (1) A T % 1l 1 2% 23 1 (Hash Value) ]
(Subject Key Identifier)
FHERMEETE Key OR8N
usage)
QA IS S XA
IEHBER (Certificate Policy Identifier = (471410 AAS]  Cptv:
policy) Policy Qualifier Id = CPS
Qualifier : [AZUEAEMNV#E I FTURL]
Policy Identifier = 2.23.140.1.1 CBi3E 120
Policy Qualifier Id = CPS
Qualifier : [AZUEAENV#HE I FTURL]
FE 4514 (Subject DNS [ERAFRRZ AR AFR] +[0 £ 49] [FSMARSSAFR] Gtike)
alternative name)
rfc822 AL
RKHEAHI4 (Issuer A A
alternative name)
FAPRH (Basic FERA 2SI I
constraints) (Subject type)
B KR IRA |
(Path length
constraint)
ARG R F ik ] A % B8 A1E
(Extended key usage) FH P v 36

I ECE LT AL v )
202248 A 30 H
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LR | EAIAE

TR (Standard fields)

IERHEE RS R R G R RAARR = [UEFS IS 550 K AUURL] (M)
(CRL distribution point)

1.3.6.1.4.1.11129.2.4.2 E P52 2%

BRHE

L.

10.

11.

12.

BAC AAUIHA 2 AR #S 42 FR CELFE ] AR 2% A X 38042 FR (Domain Name) ) » i3 SCAaI AR 2% 2 FR A1, 18 3 #F 1SO /IEC 10646
FR TS 1 SRR S B FR R . TR (RIIRES) “IBARR " BRI IRAS 4 R 0 52 B 20 33 44 FR 1) 8 A2 1 3 43 i 20
NIBECTE (BPES “*”, FONBRAFERM), JRRIER AT T2 AW FTIRA 10 [F— 1804 3L IR 4 1 g (Al iR A 42
R, Blln: *.eCert.gov.hk, *.subdomain.eCert.gov.hko

HEER (Afkes) PARCRAT, WIMZRRNECE . HE B TIEH 7 BE R0 R A H A =] R e 2 FR L
¥, AT P 2 BE AR L ER R AF LR, ARG R X 4, WHZA 5 T LR EoREH R
FIETW. X THREFXAFTLHROAEHIEEFIED, SR REF AT SHRNAE, KA CAR LR EIRE
RN (WAZIEE RS 3.1.1.3 250 Do A, FUASTAET ARG DA R A RIMAES Box. BRIES
BHUH, BNFTEFRAEER BN “JESCEE”,

FRAE S AME, FravrdE e A A58 “JES88”  (Non-Critical) ZEHAZAL .

AR B R FEAUEN PR 55 (Object Identifier, OID)o < FASUHEMI FIPILERAIG, HS R 1.2 %%

HFIET (AARSS “ERM " MEANLEE ARSI LR, — MNNERTEEERLBIRN Z GRS ZFR, Heik
FIR AR e 22 3 i A BT (RPES “*”, FONIBRCAFHA), B — NN S0 A R A 2R (1
f: *eCert.gov.hk & eCert.gov.hk)o FR¥ECAlHigs ZFRAL, 28w H 1SO / IEC 10646 it 55 i S Aal i s 4 K
IR (falflds) “ 21k " 2 EERNLZ ] BE 2 2 50 Maik#s R, B2 ERTEE RN A RS 2,
ST A O B 49 NEAMARAS B AR . AT BT (RIES “*7) Z AR LB A SWIEZ .. BISCRRE S
Ak, 3 1SO 7 IEC 10646 H Zhid I o SC Al B s 44 FR 7455

Xt F |1 7 4% GF 45 "Hongkong Post e-Cert SSL CA 3 - 17" K HIWAEH, IEPRBEE R 2 K S URL N
http://crll.eCert.gov.hk/crl/eCertSCA3-17CRL1.crl, T3+ 4KiiE +"Hongkong Post e-Cert SSL CA 3 - 17"Fr &K H I [ #EAKIE1
FTE R .

S F d1 o 4% 3F 45 "Hongkong Post e-Cert EV SSL CA 3 - 17"Fr &k HHEYIFEF @ iE PEESE F#E5 & 5 URL B
http://crll.eCert.gov.hk/crl/eCertESCA3-17CRL1.crl > [t/ 4%iiE+5"Hongkong Post e-Cert EV SSL CA 3 - 17"Fik tHHY [ £
IRAEBEE S

28 _FAE IR @ TR 20 R B AR 2% 19 URL A http://ocspl.eCert.gov.hk

FEEE T FRFEHEPZ—  "RANE" ~ "BUFIAR" ~ "Rl SR B IERE BTSAK" » BRI S AN AR
EHEIAIE SSLAEFAMAYIHRIGK -

BEASAL AR RN T AZAERLSC/ 30 8 SR T2 AR, T Am PRI AZ UEA LG /0] Y2 4 1R SR 2 2 R et RAE 3- A S
WA,

BEAS AL ORI T AR LSRN S B8 e A G SSLAE-F eI H R 500G - A TARIFIES -
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KR C
3% C - FIBHRBUE BHEETE B (CRL) K& IR AU E 2. (ARL)

AT C iR A < f FP 48 F +5 "Hongkong Post e-Cert CA 1 - 10"+ "Hongkong Post e-Cert CA 1 - 14"+ "Hongkong Post
e-Cert CA 1 - 15" "Hongkong Post e-Cert SSL CA 3 - 17" & Hi AIIE P54 17 B DA K 7 s IS B LIRS 77 B 1 o8
B AT AR AL, PR H "Hongkong Post Root CA 1" "Hongkong Post Root CA 3"FT & H FIFZBURUEHTE B
(ARL) [P Je oA 2 HEA A% o

TV SR R = YR T 8T e A A AIE B T B CRERT I (R o A s I 18] 09:15+ 14:15 A% 19:00 (RIS AR JE ¥6 “F- Bt
[GMT 2% UTC] B8] 01:15+06:15 % 11:00)); VE T34 15 5 2 AR B8 AAZ UEAE b v DU T 480UEH 1 B 70 5 10 B

a) [BAE RSB R (Full CRL) &5 437 B 4%E 5" Hongkong Post e-Cert CA 1 - 10", "Hongkong Post e-
Cert CA 1 - 14", "Hongkong Post e-Cert CA 1 - 15"} "Hongkong Post e-Cert SSL CA 3 - 17"Fr & H AT EL 4
BREPB R . AT 5T R A7 hE(URL)SREL [ B ARE R 15 5 .

i A 4K IE 5 "Hongkong Post e-Cert CA 1 - 10" BT & H HIE 1S
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl B,
Idap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong Post,
c=HK)

ii.  EHH4kUE " "Hongkong Post e-Cert CA 1 - 14"Fr & B HIE 15
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl 8%,
ldap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong Post,
c=HK)

i, A 4EIE 4 "Hongkong Post e-Cert CA 1 - 15" & HIEF:
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl 8%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong Post,
c=HK)

iv.  HIH4KIEF"Hongkong Post e-Cert SSL CA 3 - 17"Al & H HOAE -
http://crll.eCert.gov.hk/crl/eCertSCA3-17CRL1.crl B
Idap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert SSL CA 3 - 17 CRL1, o=Hongkong Post, c=HK)

V. FH HP4HE +5 "Hongkong Post e-Cert EV SSL CA 3 - 17"Fr &k HHIIE TS :
http://crl1.eCert.gov.hk/crl/eCertESCA3-17CRL1 .crl B
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert EV SSL CA 3 - 17 CRL1, o=Hongkong Post, c=HK)

FIARRE B TE RAES EREEIE B ERL, AR TIERR [HEBREEE #9 & 5] (CRL distribution points)
F2AA7 P B A7 BiE(URL) 3R BORH 2 AT IE o4l 3 o

EIEFEE N T, BHISIESTEHNEE, RO S AE B s B A . EARETIILE = ENT I
T, s M ECAT ASAE S A3 0T B S E P R I R T S A A T Y . ISR SR R AAMER
BB AHN T, TEEHSENTT hitp://www.eCert.gov.hk/ A A ¥ FEIE P IRUEHTE #..
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertSCA3-17CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertESCA3-17CRL1.crl
http://www.ecert.gov.hk/

AR HE R 2 SR S A AT BRSBTS SN B0E SR R rh 4RE B RO TRl BB B B L NI

H IR A AT 7 ZE0 SR S A o Bl A BRI B n] T R IR AL E T8

i FARJRILE T "Hongkong Post Root CA 1"Fr & H FIIE 15
http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl B

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

ii. H AR JRIIE F"Hongkong Post Root CA 3"FT A& H HIUE T3
http://crll.eCert.gov.hk/crl/RootCA3ARL.crl %

1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 3, o=Hongkong Post, c=HK)

(D HE4KEF"Hongkong Post e-Cert CA 1 - 10"AR 3 A1 ] & H 1 73 %1 =0 S BEARE P 0 75 B =X
FRHEREAL (Standard Fields) | FAEHL (Sub-fields) |4+ #I=IEBREHTE [BAIEPEEES &
HEMAE AR
R 7 (Version) v2 R B R IE PR TE S 2
WRAA X.509 5 iR
BB HART (Signature shalRSA A B oR ) DL SEHIE P RIS
algorithm ID) BRI SR AR R
KA (ssuer name) cn=Hongkong Post e-Cert CA 1 - 10 M B oRZE N K IR P R
o=Hongkong Post TG
c=HK
LIRS (This update) [UTC I ] AR B R AR P S B
HH B G2 IR EH
TREH (Next update) [UTC Ia)) FoR PG PRGSTE 8% T 5
AR B A BT R H (R IKE
s A TERMEEZE
R KRR AR b U
SE, UEP AT AR T
2R
HSHIE Revoked FPES (User [EF 75 BEAEH H ARG IE T RE TP
certificates) certificate) =
#eEEH [UTC i) S S R RS UIE A5 g e )

(Revocation date)

YEFI A T B PR SE IS AL (CRL entry extensions)

JRRHEMRES (Reason

code)

[EjiiCiepa s ST L))

(ks D

FRUELE(HAZ AT (Standard extension)  (ffs% 2)

PR G RIR A B R KA ssuer) cn=Hongkong Post Root CA 1 PR SRAEE SC BRI DR S F A
(Authority key identifier) o=Hongkong Post 25 AL P I TE R AN B TS
c=HK AU A TT LR
F+5 (Serial number) |[ & H NEBHIF 5] WRERE R NEBFS
EHRAEE R 51 (CRL [HHZAE R G4 PR BORIE PRS2 4
number) 5, %S UUNF R A

AR IR TR AZAE R
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA3ARL.crl

FRUEREAL (Standard Fields)

T (Sub-fields)

2 FUEF R
L =R

BRI ER
EAAE

%4

RHEANFK S Jssuer
distribution point)

[LA DER J7 A hifid
AR AR 1S B4y
& 55 (Encoded
CRL Distribution
Point)]

Ry %"
A

[ARAE]

AFEALAR I 3 B AR A S
HAEH

(ID HH4kiEF"Hongkong Post e-Cert CA 1 - 14" HR3EAE NI & Hi i BEARUIEF AT A% -

(Revocation date)

FeHERSAL (Standard fields) | FAEHL (Sub-fields) [BEAIEFHEBEFEEEMANE %1
R4S (Version) v2 DR B R AL PR TS B 20
AN X.509 58 i
B ZH AT (Signature sha256RSA IR SR LSS SBATE PR 7S
algorithm ID) B SR S A
RHA (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 PR B OR A8 Kk IR
o=Hongkong Post VERERIOY IR A
c=HK
HYREEHT (This update) [UTC )] B B R ASTE T E B R
HH I GRIREHD
TWREH (Next update) [UTC I ] FoR FURIE BRSS9 T 8
AN H sk iR (R IR
), mASTERAHEZE
Rt e HRAEAZAE AR b v I
S, UEPREE R R R TR
BB
HSHIED Revoked FPES (User [EF 75 MEREH S RGP FE
certificates) certificate) =
BeEH [UTC ] PR B RS IE TS A )

TEFBEEE B RREMPAEAL (CRL entry extensions)

JREARE (Reason

code)

(4R 2 e R ) A ]

(i 1)

FRHEFEHIAEAL (Standard extension) (R 2)

DL LR B 42 FR RHA (ssuer) cn=Hongkong Post Root CA 1 AR AT DG Bk LLR S A
(Authority key identifier) o=Hongkong Post 25 AL P I TE PR AN B Y
c=HK A AR AT g L
5 (Serial number) |[ & NIEFBHIF 5] WREERE S NEB TS
IEH#HE R S58 (CRL [HHZIE R G774 B SRR P R T A
number) 5, T DUBP T A

(I A 4KE 5" Hongkong Post e-Cert CA 1 - 15" #R ¥ A< HE N & H P B4R IE T 5 T B K-

FRHERSAL (Standard fields) | FAEHL (Sub-fields) [BEAIEHESEEEMAE EZiE

RRAS (Version) ) BEA B IRUE PR s
WA X.509 28 —hi

KB HIRF (Signature sha256RSA AR R LSS B H s i

algorithm ID) BB R AR S

A VEMSBUE TAEF AZ R/ AEN
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FREREAL (Standard fields) | FH24L (Sub-fields) |EEARIEBRBTH LM AR R
RHA (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, U SR A8 R R HAIE AR
o=Hongkong Post, Vi B I
1=Hong Kong,
s=Hong Kong,
c=HK
JGIKEEHT (This update) [UTC )] B B RARUE TG B
HH B G2 IR
TIREH (Next update) [UTC Isa)] FoR B UL PR TS % T 5
NI E A TR (R IR
o, MASTERMHIAZE
R ARIEAZEAE b I AR
JE, UETh RS T B A B R B
SR
WHIED Revoked FPIES (User [EF75] AL CRASE B e T
certificates) certificate) =
e BEH [UTC I WA S T AR VIE T3 P B (]
(Revocation date)
YEFA T B PR SEMIAS AL (CRL entry extensions)
FEERTY (Reason  |[FAUASFE B R 155 Cpts 1)
code)

FRAELE(HAZ AT (Standard extension) (s 2)

PG R A 2R KH A ssuer) cn=Hongkong Post Root CA 1 AR S R DR A A 1
(Authority key identifier) o=Hongkong Post 2 SEAIE TR IR B ) FA N R
c=HK AU A TT R
F+5 (Serial number) |[ & H NEFBHIF 5] WRERE R NEBFS
IEFHEHIE R 58 (CRL [HAZAE R G4 SR B R IE P U T T 4
number) T, s LU

@IV) HMRUE$"Hongkong Post Root CA 1" #3457 M| /& Y )2 AU i B i =Xo-

FRUEREAL (Standard fields) | FAZHL (Sub-fields) (BB BASAL N A ZiE

JRAS (Version) v2 BEA B R A B T B U
WA N X509 55 K

2B 5 AR A (Signature shalRSA A B o H DA B AN TS

algorithm ID) BRI ELR BRI
KN (Issuer name) cn=Hongkong Post Root CA 1 A RSB I R AR R
o=Hongkong Post T H AN
c=HK
IEIRFEHT (This update) [UTC K 1] B BN AP BRI B K
HH G2 IREHD
TREEHT (Next update) [UTC B )] FoR T R B TE s T 5
N H s BTk (R IR
B, MASTERWEEZE
Rt o HRAEAZAE VR Y v I 50
TE s TR T 2 B R
FORH
FASIET (Revoked FHPAE (User LEPFS] SR F H EREIE B RRE B
certificates) certificate) =
JEH 3 [UTC B ] SOA S TR HURS U R I )

(Revocation date)

WEP a5 B R B R A7 (CRL entry extensions)

JE RAS (Reason

code)

(U EE R iR )

(B 1D

FRHEFEIAEAAT. (Standard extension) (R 2)

AR IR TR AZAE R
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(Authority key identifier)

o=Hongkong Post
c=HK

FRUEREAL (Standard fields) | FAZAL (Sub-fields) ([BEAUBBSTE BALAL A &
HLIR 2D L R 51 44 FR KN (Issuer) cn=Hongkong Post Root CA 1 AR e TR LR S AE

B BB TS B AR N B R
AL A TT R TR -

distribution point)

HEE AN IGE =R
B ¥ CRL=75

CBREE “RBE” =60

5 (Serial number) |[& H AIEF KI5 MR BIR A NER RS
E TSI TE #5159 (CRL [HAZIE R G774 A BRI BRI T R
number) T, s LU R
KN R (ssuer HWEERPAES =56

(V) H 9 4EEF"Hongkong Post e-Cert SSL CA 3-17"HR 48 A< #E M & HH FE F 48 4 5 sk 3Xc-

(Revocation date)

FRUEREAL (Standard fields) | FAEHL (Sub-fields) [MEFSIMASTE BAAL N A ZYE
R 7 (Version) v2 PR B R IE PR TE B 2
WA N X509 5 K
B BHURA (Signature Sha256RSA PR B 7R P DA BHIE B 3
algorithm ID) BB AR D
KA (ssuer name) cn=Hongkong Post e-Cert SSL CA 3 - 17, |42 BR2E Kk A Hds
o=Hongkong Post, VERERIOY IR A
1=Hong Kong,
s=Hong Kong,
c=HK
BERFEHT (This update) [UTC Ia)) RS B R AE F R i R
HH I GRIREHD
TIREH (Next update) [UTC K a)] TR TRIEBREEERE T2
N H s Bk (R IREE
o, MASTERMBEIZ G
Ko ARARAZAE MR ML A U 3R
SE, E PR TE R H
JoRH
AHIE Revoked FPES (User [EF 7] MR H S RGP FE
certificates) certificate) =
#eEEH [UTC Fif ] S S R B UIE A5 g e )

YEF A T B PR SEHIAS AL (CRL entry extensions)

JRRHEMRES (Reason

code)

[EjiiCiepa s AR L))

(b D

FRUELE(HAZ AT (Standard extension) (s 2)

PR TL R R 5 42 FR R A  ssuer) cn=Hongkong Post Root CA 3 SR S TORE LR B R
(Authority key identifier) o=Hongkong Post 25 BAIE TSI I PR I AN Y

1=Hong Kong, U ITBCT A T 250

s=Hong Kong,

c=HK

5 (Serial number) |[ & NIEBHIF 5] WREERE R NEBFS

IEH#SHE R S8 (CRL (ML R G077 4] A B IRAE PR I YR
number) 5o T DR A

AR IR TR AZAE R
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(VD  E9 44iE 5 "Hongkong Post e-Cert EV SSL CA 3-17"#8#E A< | & H BIE P iE kg =-

FRHEREAL (Standard fields) | FAEAL (Sub-fields) |MEFHBAETE HAZAL N A B
WA (Version) v2 PR R IE P RS T S g =
WA A X.509 55 iR
ZEBEIRF (Signature Sha256RSA RS R LSS BHIE F A i
algorithm ID) B SR S A
RHA (Issuer name) cn=Hongkong Post e-Cert EV SSL CA 3 - |42 B oR28 7  HHiE 38
17, T LR
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
HIRFEHT (This update) [UTC &) SRS B R ASE PR i S R
HH I GRIREH
TFIREH (Next update) [UTC i) FoR FUGEBRGEE SRS T 5
AN H sk iR (R IKEE
), mASTERAHEZE
Rt e HRAEAZAE AR b v U
52, E P A H
JoR
WHHIED Revoked R PES (User [EF 7 5] MRS RGP R
certificates) certificate) 5
#EBEH [UTC B i) S A S5 R B UIE 5 (g T 1)
(Revocation date)
IERHEEEE R EREMAEAL (CRL entry extensions)
JRERFS (Reason  |[Ha B B 1R HIH5] ChtsE 1)
code)

FRUHEFEMIAAAL (Standard extension) (R 2)

VLI EERG R IR 42 K RH A (ssuer) cn=Hongkong Post Root CA 3 SR I TOR DU A A
(Authority key identifier) o=Hongkong Post 2 B AE P I TE BRI AN Y

1=Hong Kong, LT A T 250

s=Hong Kong,

c=HK

F+5 (Serial number) |[ & H NEFBHIF 5] WRERE R NEBRFS

EHRAEE R 51 (CRL [HAZIE RS 4] BEAE B IRUE TR 1 g
number) 2, %S LURR R,

(VID EARIES"Hongkong Post Root CA 3"HR 4 2 v ] /&t F) 4% AU I B =X o-

FRUERAL (Standard fields) | FAEAL (Sub-fields) |FEAUBESE BN A A
A4S (Version) v2 B BRI B I A )
WA X509 55 K
2B 5 R (Signature Sha256RSA A s H LA B AU I
algorithm ID) BA R B B R A
K H N (Issuer name) cn=Hongkong Post Root CA 3 A BN E Kok R B
o=Hongkong Post, MEREREp N )
1=Hong Kong,
s=Hong Kong
c=HK
IEIRFEHT (This update) [UTC B ] B BN AR BRI B R

HH I G2

AR IR TR AZAE R
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PRAEA2AL (Standard fields)

T (Sub-fields)

BB R ARE

%4

T IREEHT (Next update)

[UTC HFa]]

TR T U 4 T 2
A BB B A (R OCE
B, AT ERIHMZ G
H o HRARAZAIEAR b B T K
SE . BBV PR E R
LR

I IET (Revoked

certificates)

FHFAEFS (User

certificate)

[EF 7 5]

BEA S H LR IR S BIE S P

=

sk H 39

(Revocation date)

[UTC HFa]]

LA S 3 SRCEH IE A5 PO B (]

WEP U E R ZE R A2 (CRL entry extensions)

JRARID (Reason

code)

(HACEH B R ) A

(i 1)

FRUEFERAEAL (Standard extension) (i 2)

WL 5 RG RE R  44 B
(Authority key identifier)

RN (Issuer)

cn=Hongkong Post Root CA 3
o=Hongkong Post

1=Hong Kong,

s=Hong Kong,

c=HK

UER 3R AA RBOR LR A4
BB TR B AN R
RLETRENS A TFEE TR o

55 (Serial number)

R NIERIFS]

R o RGBT 5

UEP T 579 (CRL [HHZAE &7 PO BRI BRI 5 S
number) 5, 1%ghs DU A .
K NGY R A (ssuer HEERPAED =75

distribution point)

REAAENLRIE =2
[A]4%¥) CRL=7%

(B “oRe” #260)

AR IR TR AZAE R
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KR D
B3 D - BFISHEELR LiE AR A R (OCSP Response) i

AT D R R EFH ML IR AR 2 (OCSP Response) #4248

R ARAT AN PUT BRI Z LIRSS A2 B NAESS, Al O R — A Rk
TR LB e ARAE S CA b dkiEF kAT 2 EAEF RSB 25

RIFE+:
IEHEAEZLIR (CN) & FIEBREBERMAZEZE NEREELBR (CN)
“Hongkong Post Root CA 17 “Hongkong Post Root CA 1 OCSP Responder”
“Hongkong Post Root CA 3” “Hongkong Post Root CA 3 OCSP Responder”
R RE
EHEELZFR (CN) & FIEPREBERALZZNEREELZHK (CN)
“Hongkong Post e-Cert CA 1 - 157 “Hongkong Post e-Cert CA 1 - 15 OCSP Responder”
“Hongkong Post e-Cert SSL CA 3 - 17" “Hongkong Post e-Cert SSL CA 3 - 17 OCSP Responder”
“Hongkong Post e-Cert EV SSL CA 3 - 177 “Hongkong Post e-Cert EV SSL CA 3 - 17 OCSP Responder”

FRUELLAh, e FAEPRIREIE TR S 2l ik a8 3R 0 L 17— NE— RO RS OID “1.3.6.1.4.1.16030.1.6”
a0 TE RIS IE AR E NEB I “IEBBOR” A, £ D e &1, @RI EiEiR
AN IR .

A HEMR B LG AR PRSI TR L) R AR & R SRR A I8 PAE PR B R . — NI A RAE IR

L EE B PR R
FrHEREAL FAEAL(Sub- FHEAL(Sub-  |[BEALARE £
(Standard Fields) |fields) fields)
IR e JRAS (Version) v1 (0x0)
(Response data) |27 R 2SR [by key FEBERY [N 2 Al IR 32 /A L SHA-1 0%
Responder 1D oA 18]
Produced At 774 [Generalized HH]] DU 2253 I TR] (GMT+0).
ﬂ:
Sequence of Single Response H-— R 1T 51
Single Response  |Certificate ID [ 3R FUIE iR B 4 FK) FRAE IR B RRE S
BN IEA5 R o JREREHRA
o RHANFRLHI I
18
o RIAARMIZEHE
o FHFE
UEFRRES [E B RIREE] B W (AR, B
(Certificate F](GMT-+0) Fi s i R A AT
status) CPBHE 1)) =ik
AR B This [[Generalized i 7]] IE IERRIR A BB H 410
update B 18] (GMT+0).
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FRUEAS AL FAAL(Sub- TFREPL(Sub-  BEPLAE
(Standard Fields) |fields) fields)
TIREEHT Next |[Generalized B 18] TR TR A 1 H HAFN (]
update
2B H AR sha256RSA FH 2528 IH 0 225 (1) B9
(Signature
algorithm ID)
228 (Signature) (253 B
HEP (Certificate) (87 225 1) R 28 25 28 NAIE 15 F 500 ] | o7 28 1) R 2% 1 2828 NAIE
B -

L DUR YRR UE A AL 51 BB p R A5 -

0=AREW: 1=HWLTRINE; 2 = BAEHLICTE RSN 3 = 52
4 = AEFHHEUG 5= RN IEIEE; 6 = I I 4

TS IC AR AHEE SRR, Fred TR ] 2P 0] F&on (BRI TRIER D,

2. BRAESIAMEML, PrAARMEEARARAIE0Y “IESRHE” (Non-Critical) ZEAHAEAL .

TN ECE AR Bk
202248 A 30 H
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W= E
MR E- FWMBCEES - REWHE

1) HETFEBGE RS KEMFNERTER (FRES

BHE HEPIER (ERES) EEIAEERTFER (EREE)
Bic A FRF R AT EUX BURF KB S5 B CIE Z WM SR EIERA A] 2 A g A J i
BT BUNBUCR R 318 oR
IEREFEEFA HIEESTAUN
A PR A HK$200,000
AHEH &
Fe X} & hg R 2048 fi27C RSA
KE
FEAEEE XY BB mEIENBEITEAE
e
BXT &4 | A FR(Domain Name)~ WU R HFHZ (O IHIEEFE ~ SBIEEEEERF
BURE ) & 5 1T~ BERE  ZEE2E ) FAZ L E R
WA
)R- B0 2528 K B s
ERRNEE = B AW LR o BC AN FR, g Rk ol 5520
BILAKE = B AN GRS G IR MAETARNZN (o Bid A Z 6] BR 8% 44 57 M AE F AR 4 N
Bl B i 2 A IR 28 44 FR B B 2 B M R 28 44 FR
gg&m& WA B 9.1 %
WA B —F
UAAZAEAE L HE N 2R 4.6.1 & 6.3.2 %6
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W= F
B3R F - BB FERBEZRCHl 2 8 GEA KR

P ASAZUE AR b E U A2 2 TS, A i RO TAE P I 4R 2 AE B ALK
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R G
i G - TR FIERRS - BERTHEFERAFTZ AT ARLE CGEERE

HI A UE A Ml 1 U A2 H RS, b SRR AR L T 355 A AR B UE A5 AR 55 0 e 46 38 -2 328 WL 77 9547
IRAF AR &L HIR
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B3R H - BIENL AR IEIEF i 300

W= H

MRIFUEF5 2 5K

A%

#iE

Hongkong Post Root CA 1

200355 H15H 2 20235715
H

Hongkong Post e-Cert CA 1

20035 H15H 2 201345715
H

B ARIE T H120104E2 H 26 H AR 1
FAANTTIESS

Hongkong Post e-Cert CA 1 - 10

20104F1H9H 2 20234E5H15
H

PErR4RIE - H120165F 10 1 HEfF 1R K
ERINGIRTIS 8

Hongkong Post e-Cert CA'1 - 14

20144FE11H30H 2 202345 H
15H

B ARIE T 120164F9 H 1 H g F 1K
RNCIRTIo

Hongkong Post e-Cert CA 1 — 15 | 20157 H4H 2 2023FSH15H | s 4k H20194F7 A 1HEE LK
HAAAE .
Hongkong Post Root CA 3 201758 H 12H & 202355 H 15 | A8 AEH 201748 A 12 Hig JF 46
H KHEAMRIUET CA  “Hongkong Post
Root CA 3" &
RIFEH B H3HA &
Hongkong Post Root CA 3 0176 A3HE2042FE6 MEARYEIEF 2017 &F 6 A 3 HEZH

H3H

G R R RIS

Hongkong Post e-Cert SSL CA 3 -
17

2017 4 6 3 3 H £ 2032 4F 6
H3H

SErP ke 2019 427 H 1 HilRIF
IR N FTIE S 45 H B 7

Hongkong Post e-Cert EV SSL CA
3-17

2017 4 6 3 3 H 2 2032 4F 6
H3H

St ARIE AR 2022 4F 1 A 21 HETF
SRR HSEHAIE L FESS (flfiR
OB

TN ECE AR Bk
202248 A 30 H
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