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K TAEBZ B .

“ERBR MIERRFEELTHGEL.
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“TLS” Rt R 2 e 4 s

“FEURG” HFTE LN %A IR AR AR

(a) 7 B 22 2] G T S NAR B AN S8 s

(b) FERTHUE PRI FTEENE R A7 SRE T BRA) 4 4 K L 55077 TA 315 UK
(o) A HEHUE S HAT IR E DI RE; K&

(d) A8 sz 24 R .

“WebTrust for Certification Authorities” E7£ http://www.webtrust.org A4 2 A IS KVEM < 1HITI(CPA)
WebTrust it%.

CEARR " Ik RS RARES) T, FREE S TR AR i 44 PR 0 5 AR R A BRI e A 3 i E D i
Bers (RIS “=” ), HEHAT T EC AU B 0 A — 844 273844 IO BT A fel AR e 44 7

APITRT G FH, WHEFEEZ TSR T FER N ATTERRR S, TRERZBEAAEEN, WY
Z B U AT EIRZAETHE A -
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http://www.webtrust.org/

M= B
3% B - EIEIBUER FIEH#E

AP E IR B H 4R UE 5 "Hongkong Post e-Cert CA 1 - 10" "Hongkong Post e-Cert CA 1-14" A "Hongkong
Post e-Cert CA 1-15"HR 4 A% UEAE MV #E T 28 2 (1) L FE 1548 e anak 17 i el 7 s 1S BSOS A 4 AIE 158K
FR A AR AZUEAE Y D) 25 R e P =X, iR e Bk H BAER [HEBEBGE ] WY
RIS, 7 B AE S RRCAS IR A ML AE )

) EBTIER (RS K

DL NiE F T B 4EE 5 Hongkong Post e-Cert CA 1-107 PAZ% i BREFSHA- 1R BT HEFIET (Al iR
) OR SRR BE PRSI L)) -

(B HEHBUZIENLC H 2016 4F 1 H 1 B2 25 1k d 4%1iE 5" Hongkong Post e-Cert CA 1 -
10" 2R FIE (fAIRES)- )

EALER | EAARE
Fr#ER= (Standard fields) HFIES (faRES) HFIE (AR AR (RREE)
“SBAR " “ L
J&A (Version) X.509 V3
JF5 (Serial number) [ MIBUR S E 1 = A n Sk i3]
22 H A% (Signature shalRSA
algorithm ID)
RN (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B (Validity period) |AFET Not  |[HEFHIBER S E WUTC KA
before)
AET (Not  |[HEHITE RS X E FUTC B[]
after)
F 1k BZFR (Subject name) en=[fAIRAS L AR] HED
ou=[EICANZHE T )
ou=[F MV BACUE 154 5 +EMHIE P/ BICIE B R 5+ HAth] (s
ou=[E I FR] Cpiead
ou=[F L AN AT BRI 24 FR)
o=Hongkong Post e-Cert (Server)
c=HK

FARATFERDR TR (Subject public key
info) S5 (Algorithm ID): RSA

AFFERLR (Public key): SRR BE A2048071 70
RHENRH LR Issuer unique identifier) | A1

e NIRFI LR (Subject unique HAF
identifier)

FRUEFE(HAEAL (Standard extension) CHHES)
PSR | RH A Jssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,

c=HK

FF% Serial [ K H AAbSREL]

number)
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L=V | =AZEN
Fr#ERE (Standard fields) BAER (FEIRES) HTFIEP (RRE) HTIER (AR
“ERR " “ZIBAR "
FELRAER FYE Key TR N IDLEE, RN
usage)
(AN “oef” 2460
WEHBUGE (Certificate Policy Identifier = (FEIRANRS] (ki )
policy) Policy Qualifier ID = CPS
Qualifier : [AZIEFEM#E NI FTURL]
FEHA4 (Subject DNS RAEH [FRLHANZFERESL  |[FARLFRAZFEIREE 2]
alternative name) ] + [ B | + [0 & 49] [HSMARRES
HIRIRAR K] CuhED BRR] CHhED

rfc822 RAEH
RHENF% [ssuer HRAH
alternative name)
FEAPRH (Basic EX LTSt e Sk
constraints) (Subject type)

B K IR] | G

(Path length

constraint)
FEAR B RERL AR A 7 vk AL fa] IR 2% B8 1E
(Extended key usage) P IR
EBHEHF RS R R Iy KRR = [IE B RUEIE By K sURL] (9>
(CRL distribution point)
Netscape ZEfH AL (Netscape extension) CHH:s)
Netscape TEF528% (Netscape cert type)  |SSL Server B
Netscape SSLAAARES & % (Netscape SSL | A A
server name)
Netscape %% (Netscape comment) A

PLR AidE A T B A 4R 5 "Hongkong Post e-Cert CA 1-14”7 PAZ% = pR 8 SHA-256 & HHTHE-FUETH (fd]

i)

(SR PAEPRRZABIAEZD) -

(TR BUZIENL IS H 2016 42 9 H 1 Hikd 4% 1k B 4K 1iE+" Hongkong Post e-Cert CA 1 -
14" 250 FL TR (] Rs). )

AR | AR EN
FR#ERE (Standard fields) HTFIER (RS HTFIE (fRARER) HTIER (RRS)
“ iﬁﬁﬁﬂﬁ " “ giﬁ’!ﬁ (]
WA (Version) X.509 V3
5 (Serial number) [E AR MO RS B 1 — 0 TE2E 7S k30T
ZEHAIRH (Signature sha256RSA
algorithm ID)
KA (ssuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
B (Validity period) |FAETF Mot |[HIFHITE RS & B MUTC K [H]]
before)
AIRF Not  |[HFHEI RS W ERIUTC &)
after)

AR FHIES AZAEE LA

2018410 H 31 H

RS 1.3.6.1.4.1.16030.1.7.3
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LB R | =AZEN

Fr#ERE (Standard fields) BED (RRS) BAER (RIRES) HEER (RS
“HEFIRR " “ZIBAR "

FHLHFK (Subject name) en=[fAl AR#s A FR] (hED

[
ou=[BICAZH IS )
ou=[fEM B CE P 5 HEMHE BB P R 5+ A e
ou=[BIC AW ZHR] e

ou=[B i AWK T 1 1 467K
o=Hongkong Post e-Cert (Server)
c=HK

EHRATFERLR LR (Subject public key

H R (Algorithm ID): RSA

info) NI (Public key): %S RLK FE 204847 7T
R HENRFZFR Issuer unique identifier) | A1
B ANRA4FR (Subject unique FA#
identifier)
FRUEFE(HAEAL (Standard extension) C(HHES
BUEHME BV7 18 (Authority |BIENIIRR W | [ & KA TFHIEF URL]
Information Access) A (Certification

Authority

Issuer)
PR BRI B AR [ A NIE 45 1 32 A 2 S R B R R A
(Authority key identifier)
FAEERRART [EARR AT E e ) 2k 23 {E (Hash Value)
(Subject Key Identifier)
ERRAT A7 Key YR N HALAE, N
usage)

(BB “REE” 1240
UEHEK (Certificate Policy Identifier = (¥R HIIE] it 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZUFA/EMV#E U FFTURL)
FEHF4 (Subject DNS AL [EERLBRRA A RjEs % |[EARBIRA A7 R 2R
altemative name) ]+ (A AEECRF S | + [0 2 49] [FyMA ds
HIR AR AR A4 FR] ot ZHR] (s

1fc822 RAFH
REAF4 (ssuer AL
alternative name)
FAPRE] (Basic EXLS it S SR N
constraints) (Subject type)

BRI S] | 8

(Path length

constraint)
FEM AR A T v RAEH ] e Bk
(Extended key usage) FH 7 ity B8E
IEHHEE RS KR 3R AR = [E PSS S50 K AURL] (HEID
(CRL distribution point)

Netscape ZE{H =L (Netscape extension) ¢S

Netscape IEF528% (Netscape cert type) | SSL Server EXE0]
Netscape SSLAAIAR %4 #X (Netscape SSL | K AdiH

server name)

Netscape %% (Netscape comment) KA

AR FHIES AZAEE LA

2018410 H 31 H
PR IR«
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PR AidE A T B 480 5 "Hongkong Post e-Cert CA 1-157 PAZ4 2 pR g SHA-256 K& HHTHE-FIEH (fd]

W) GO BUEBREBIALD) -
EALARR | EAAE
FR#EAE (Standard fields) BB TG | FUSHRBUE FRE T | B HSERBR AR B FHIE
W (FARES) EH (AR B (AR
“SAI " “EHIE "
A (Version) X.509 V3
5 (Serial number) [ B R VB B =0 o 2H 7S ik 30
ZZH XM (Signature sha2S6RSA
algorithm ID)
K H A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15
o=Hongkong Post
I=Hong Kong
s=Hong Kong
c=HK
BRI (Validity period) |AF-T Not  |[HIAEAEMEBR S 15 E IUTC 4]
before)
AIRF (Not |[HFUHEE RS % E FUTC B A])]
after)
FEELFR (Subject name) en=[fAIRAS B AR] (D
ou=[BICANZHE I T] )
ou=[ A M B EE B4 T HEMHIE /200 B dn 5+ 3540 (e
ou=Hongkong Post e-Cert (Server)
ou=[BIL AN AT BRI 1 24 FR)
o=[B L AHMIATR] i
1=Hong Kong
s=Hong Kong
c=HK
FEERATFEERER SR (Algorithm ID): RSA
(Subject public key info) ANFFEETD L (Public key): SRR A20484 J6
RHENIRH LK Jssuer FAFEH
unique identifier)
B NIRF B RAFH
(Subject unique identifier)
FRYESE R AL (Standard extension) (kS
BUHHME B 1718 (Authority | UEHLRR H | [ H A HHIET URL]
Information Access) A (Certification
Authority
Issuer)
£ EIEPPIRES | [ 28 L AE POk A M2 B2 R A% 1 URL] i 12
ERBL
LR AL RL R A B FR [ 3 NAIE 45 B 32 AR 25 A R AR R A ]
(Authority key identifier)
TR (R AT E MR A H (Hash Value) ]
(Subject Key Identifier)
FEMAAERTTE Key HOD2EE, S RN
usage)

(BN “5R68” #2460

AR FHIES AZAEE LA

2018410 H 31 H
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L=V | =AZEN
Fr#ERE (Standard fields) FABUE FZIERT | FIBEFZIERT | FHHSBERFZIE R FIE
iEH (fAAR2E) IS (fRARE) B (fARAR)
“HRMR" “ZIBRR "
WEHBUE (Certificate Policy Identifier = (FEIRANED] (ki 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZIEFEM#E NI FTURL]
Policy Identifier =2.23.140.1.2.2 (fi% 13)
Policy Qualifier Id = CPS
Qualifier : [AZIEFEM#E NI FTURL]
FEHA4 (Subject DNS (B Nk i & = I X 1 A k2 A I X 2 S el i B
alternative name) g9 ] + [ B | + [0 & 49] [HiSMARES
SR il e T S oD B s
rfc822 RAEH
RHENF4% [ssuer HRAH
alternative name)
FARRE] (Basic EXue it 2 SIMIN
constraints) (Subject type)
B KRS (o
(Path length
constraint)
FEAR B RE R A 7 vk fa] IR 2% B8 31E
(Extended key usage) FH P i 360
EBHEBRSR R Iy R IATE = [IE P HUEIE B KA URL] (1D
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 UE P52 Z I 2K (signed certificate timestamp)
Netscape ZEfH AL (Netscape extension) ¢H:s)
Netscape TEF52E! (Netscape cert type) | AAdi
Netscape SSLAAIARES & % (Netscape SSL | A A
server name)
Netscape %% (Netscape comment) A

BFHE -

A A

B ANKIINA A7 R 2 A% (L35 4R AR 28 B X B8 4% R (Domain Name)). HLTIEH (RIARES) “ERIRR " FIMFEIARES 44
FR A 52 BA% 2R 3 A4 BRI B 22 I3 s UABIC AT (RIS “*”, FRONIBECAFE0r ), JREMEF A F&id AW BT
WA B E— k48 5752 T A Al igs 4K, Bn: * eCert.gov.hk, *.subdomain.eCert.gov.hk .

B ANSERT: 10T

“TENBCIE RS ” 247 — 8 16 3T /7 8 e m Bt BgRS, EAEHNEC0”)), “EMET /&
TCAEP” 247 —8 8 BT/ 8F LUnEAHE D / BidiE P50 T s B/ 76, RIS SEC“0” ), WkiEM
W BCIE RS, RS AEC“0” )], “Hih” A0 — 8 i % 30 BT/ TR (WH). BEREIAT X BUF
ERI1Z “TBILgwS” K UEMHET / BCiE” AN ECC0” ), FITRER (Bl HKPO AR & HEIT ) 2
N CHAh” R

AR AR R R TR FRAE BRI, HAHA SR Bon OLAEGIE B HEN 25 3.1.1.7 45
BRAES AME, FTA bRdE BN K Netscape ZEfHFALI N “IEREE”  (Non-Critical) ZEMHFEAL .

AR B AR AUEN PR 3D (Object Identifier, OID)o =T ASUENIAIMILEIR AT, ESHE 1.1 %5

FET (fAREs) “HHM " EEN LS A AR ZIR, — N NERTEERATRAN 2 AR TR, Heik
X A4 R B 2 30 A TEECRF (REES “*7, FONBECAFIRAD ), 13— NN AT IBEC AR A ks 2k ()
. *eCert.gov.hk & eCert.gov.hk).

FFET (AR “Z 3R " 2 EERNATTE S 2 2 50 MalRas 2R, B2 B TEE R L FRN 1A ks 2K,
J I O B 49 NMHAMA RS 2 FR . AT A BEA (RIES “*”) ZfARBSAHE RS,
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Xt F B A 4% iE 5 "Hongkong Post e-Cert CA 1 - 10"FT K HME B, iE PRHE RO KA URL N
http://crl1.hongkongpost.gov.hk/erl/eCertCA1-10CRL1.crl » B39 4kiEH "Hongkong Post e-Cert CA 1 - 10"k ity [#4k
WP RGEE R .

Xt F B A 4% iF 5 "Hongkong Post e-Cert CA 1 - M4"Fi K HME B, iE PRME RO KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » B39 4kiE+H "Hongkong Post e-Cert CA 1 - 14"k ity [ %4k
IEF IR B

Xt F B A 4% 3F 5 "Hongkong Post e-Cert CA 1 - 1S"FT R HIIE B, iE BB E RS KA URL N
http://crl1.hongkongpost.gov.hk/erl/eCertCA1-15CRL1.crl, B3 4%iE 5" Hongkong Post e-Cert CA 1- 15"AT & H Y [ BEAAIIE
PR,

28 AF TR S8 TR Z 8 BF IR AR 119 URL M http://ocspl.hongkongpost.gov.hk
ARSI T RZAENL /3 S B IR D, BT AR AR IEAZ A HL oS/ BE 8 18 I FE 2R TRk & Y HOAIE 5 -1 4

ARLZE
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://ocsp1.hongkongpost.gov.hk/

HiRC

B3R C - FISIBBUEBHETER(CRL) - FHIBBER BB TE R (ARL) A R L _ EIE RSN E
(OCSP Response)# =X

A3 C IR A 7 i ZKIE 1 "Hongkong Post e-Cert CA 1 - 10" "Hongkong Post e-Cert CA 1 - 14"H1"Hongkong Post
e-Cert CA 1 - 15" Bt & H I UE T3 F0ES I 5 DA K 7 s IS 052 AL 0B 775 B 1) B S s Al e HE R A% 2, DL S il
“Hongkong Post Root CA 17 BT &t I BURUES 1% FL(ARL) 195 3T B s AT 2R A% =

W R AT — /ML E 44N “Hongkong Post Root CA 1 OCSP Responder”  HI£6 - E 15K A 8 HIR 29 2528 N ETS,
B I B A — AN EE D IRS @ I 29 B Z fal AR 78 AARIUE TS “Hongkong Post Root CA 17 #4726 FE15IR
DI 288 . Wi kA — NS E 84N “Hongkong Post e-Cert CA 1 - 15 OCSP Responder” £k _EiE+S
PRIB A ZE NAET, TMZ — A2k L UES IR A IR T L 3 2 fa] iR 2% N 4 E 5 “Hongkong Post e-Cert CA
1 - 157 #ATE IR E AL AR E o BRI, 28 FE FRES @ £ B2 iR #3840 e 1 — A —
IR AS 01D “1.3.6.1.4.1.16030.1.6”, 57 T 28 Lk TRRFE MR A 2 E NE TR “UEBBUE” 407,
TEMSR C B E BT, R IRAEE: FUE RS AR .

TV ME U R =R B M A AR N IR A PR B G B AR MR TE) 09:15+ 14:15 & 19:00 (RIS ARG
SRS [GMT 85 UTC] B8] 01:15+ 06:15 22 11:0000;  UEFSFECES 17 P20 AR 4 A AZ AR AE Ml o4 D) g 827 B 7 B B b 1
BT E 5 B R

a) [BARIEPIEAER ] Eull CRL) 5479 H1 H 4kE 5 "Hongkong Post e-Cert CA 1 - 10","Hongkong Post e-
Cert CA 1 - 14"#1"Hongkong Post e-Cert CA 1 - 15"Fr & H I AT A S8 I A E RS IE BRI 2okl AT 2
AT R IRALHE(URL)ZREL T B AR s 5 5 -

i FH A 4k 31FE 15 "Hongkong Post e-Cert CA 1 - 10"FT & H HIAE 13-
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 8%
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong Post,
¢=HK)

ii.  FHHZKIE T "Hongkong Post e-Cert CA 1 - 14"Fr /& H HIET5:
http://crll.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl %,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong Post,
¢=HK)

iii.  AHZKIET5"Hongkong Post e-Cert CA 1 - 15"Fr /& H HIETS:
http://crll.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl %,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong Post,
c=HK)

R BE RO T R R Y B RS IE B BT R, AT FETRR TR REESE R R ] (CRL
distribution points) F247 Y3 B (47 1k (URL) 5 BURH 25 FOE P 3 7 2R

EIEFE T, HFHIESTERNE G, YK S IE SRS R A . AU A FEME
5 S IS RT AN S R 3 0 T B A IE S R T R S A I . FISHTE I SR TR AMEH
BB T, TAREHSEN T http://www.eCert.gov.hk/ A A #hFEUE P IUEHTE # .

(D H*4IEF Hongkong Post e-Cert CA 1 - 10"MRHEZAHEN /2 H i 23 31 3 B B A UE 40 15 A% oXe-
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://www.ecert.gov.hk/

(Revocation date)

FRUERZAT (Standard Fields) | FA=2A7 (Sub-fields) |2 E=0IEHREHTE [BERIEBREEE R | #iE
BRI PEXANES
WA (Version) V2 PEA SR E T s =
AR X509 5 iR
25 R A (Signature shalRSA A B oR ) DA AR PR S
algorithm ID) A BE AR A Y
K HN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 DA B R E I R AR R
o=Hongkong Post MR IN |
c=HK
VKT (This update) [UTC A )] R B RAE B RETE A
HH B G IREH
BT (Next update) [UTC K] FRoR T UGE T is B T 5
NI E IS B AR (R
B, MASTERWHEZ G
Rt o MR AZAEAE b vE U
5B, UEPRATE AR R E
Fork
FUESIET (Revoked FHPET (User LEPF 5] A B E RS IE B IE B
certificates) certificate) =
G el R B [UTC A )] B S R R IR T3 A B )

UEPIUHTE R R ZE MR AL (CRL entry extensions)

JEEHS (Reason

code)

(HURS 2R R )

CBRAE D

FRAELE(RAFEAT (Standard extension)  CBE 2D

ML ZE R R TR ) 44 5K
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1

o=Hongkong Post
c¢=HK

BEA SR A R BOR LR F 1
5 BAIE TS SN B
R PRI BCRS 2 T S AL

[ (Serial number)

[ NTEFS 7 5]

R R R P2

(BN “x”
A1)

UE PSR #5105 (CRL [HZIE RS54 A B R E PSRN T B Y
number) SRR = ON /1) 51 /s Weda o
KNG R R (Issuer [LL DER 753\t |[ARAEH] AR 73 B A TS
distribution point) HAIE T30 25 B 4 HAFH

& i (BEncoded

CRL Distribution

Point)]

@ HH4kiE+"Hongkong Post e-Cert CA 1 - 14"MR 35 A< #E N & HS B8 ARE T8 15 Sk =Xo-

FRUERZAT (Standard fields)

FHAL (Sub-fields)

BRI BRI R AL R

#IE

o=Hongkong Post
c=HK

WA (Version) v2 DA B AR Fh R AR T B U
WA X.509 55 —hR

258 B AR (Signature sha256RSA B s H DS B T T

algorithm ID) I EERR Y

K (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 AR B RS E Kk AR e

TN

BEVREEHT (This update)

[UTC )]

SRR SR A B TR L 1k
H H 1 R

A UEIRECE TR R b AE ]

2018410 H 31 H
PR IR«
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FRUEFZANL (Standard fields) | FAEHL (Sub-fields) |FEAARIE UGS IE BAEAL N 2 F- SR
YR HT (Next update) [UTC A [a)] FOR TN UGE PRS2 T8
NI IS BT R (R
¥, MASTERBEZ G
o MR AZATEAE Y v U
5B, UEPREE AR
FoRH
FSIE+H (Revoked FHFAIESS (User [EHF 5] B CREHE B RE 7
certificates) certificate) =
EHGEIRE L] [UTC A )] WO S AR HIE T D B (1]
(Revocation date)
WEP AT B B AE MR A2 (CRL entry extensions)
JR RS (Reason  |[HUESEE FH IR AL CBfHAE 1D
code)

FRUEZEHFEAT (Standard extension) (BT 2)

LI R R R AR
(Authority key identifier)

KHN (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c¢=HK

SRR SR AT S BRI A
25 BAIE PSS AN EE R
REFRIBCRS 22 T S AL o

J7*5 (Serial number)

(R NET P 5]

R R R PR =

R 55 15 (CRL

number)

[HHZIE R G072

SR S I A4 17 B 1
7, BT B A A

D) A ZEIE S Hongkong Post e-Cert CA 1 - 15" R4 A vE N /2 1 A B A2 TE 5 4085 18 A =X

(Revocation date)

FREREAT (Standard fields) | FA=AL (Sub-fields) AR TS TE S AL P 25 o RER
WA (Version) v2 DA B 7R AIE TR TS s 20
WA A X.509 55 ZhR
2 B 2R (Signature sha256RSA A B o H DA BHIE T
algorithm ID) =)= M7 RPN ]
KN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, R R ORE B K R B A
o=Hongkong Post, VE B
1=Hong Kong,
s=Hong Kong,
c=HK
BEVREE T (This update) [UTC I H]] DA B IR AE S U B R K
L T R OCE R
TR HT (Next update) [UTC I 8] RoR TN UIE P53 s T 12
AN E e mT Rt (R R
B, MASTERMNEIAZE
R ARHE ALV
SE, UEBREHE R SRR
SR
FEHIE T (Revoked FFHIES (User [EFF 5] A5 A UE B IIE B
certificates) certificate) =1
e E A [UTC & [a]] WA S TR R IE A B (]

UE TSI B R PR ZE A2 AL (CRL entry extensions)

JEERES (Reason

code)

(AU 2 AR D ]

(3 D

FRAELEARAEAL (Standard ext

ension) C(PR¥E 2D

LB TS RE R ) 42 FR
(Authority key identifier)

K (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR A 1
LS TE PR RN Y
L HIBER AT DAL »

F*5 (Serial number)

(R NIES IR 5]

SRR R NIES P 5

A UEIRECE TR R b AE ]
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FREAREAL (Standard fields) | AL (Sub-fields) |FEAARIE FIH T BEAL AL N 2 HIE
IE P 559 (CRL [HZIE RS 4] A B RAE P RAE BB g
number) 5, @S LU R A

AR 22 BT e AR BRSBTS A B OB A B A I TP ARE B POk AR B AR
FE T U BT H AT BTE A 75 BB BT S AT o SRt R H I BB 15 5 P T R & T 3k

http://crl] hongkongpost.gov.hk/crl/RootCATARL.crl B¢

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

@IV) EHRUE$ "Hongkong Post Root CA 1"FR4E 2 vk U & HH f 42 AL S T Sk =X

FRUERZ AL (Standard fields) | FASNL (Sub-fields) |#BURAETE AL AL N 2 ZiE

WRAS (Version) v2 DA B 7R AZ ARSI B =0
FRAS A X.509 28 AR

2 B 5 =R (Signature shalRSA DA B 7R DL B I B

(Revocation date)

algorithm ID) <N i = AR RIS T
KN (Issuer name) cn=Hongkong Post Root CA 1 MR B RSB Kk R
o=Hongkong Post THEMIHL
c=HK
BEVREE BT (This update) [UTC k8] DA B R A AU i B R
HHH G REHD
NREEHT (Next update) [UTC R a]) FoR N USRS o T B
AN s B R (R R
o, mMASTERMENZ G
Rt o MR AZAEAE Y v
5B, FRBUMENTE AR
JORH
FUEHIETS (Revoked FPEP (User BEFF5] BEAF) S EE IR A 55
certificates) certificate) =1
i H [UTC B A A S AR I 5 P B ]

UEPIHTE R ZE MR (CRL entry extensions)

JEEHS (Reason

code)

(HUE 2 AR I D )

(B D

FREIE A AT (Standard extension)  CPRYE 2)

LI R R TR 44 F
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR 1
B BB BURAHTE S AN R
RL RTHCS A T R

75 (Serial number)

R NIES P 5]

A BRI NEB S

UEAS IR 5 55 (CRL

number)

[HZIE R G0 2E)

B S RIS 2%
7, Y IR A

RN K s (Issuer

distribution point)

REA R ES =5
REA AN LRI =2
[ 27 CRL=15%

(BN “oR8” #240)

(V) TRAEAHEN LR HIE TR R EHE -

A MR EAIEFIRESIE TR B 2 ] e 28 A SCRFEE A B8 EAEPRRGS BB 2R . — NI A 4 A PRRES
IO B R R DA 2R
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl

FREREAL FAEA(Sub- FAENL(Sub- |7 K-S
(Standard fields) fields)
Fields)
VRS g5 A (Version) vl (0x0)
(Response data) | N 2] IRA$ 1R [by key FE2M | [N BRI IR 200 A RL SHA-1 4%
Responder ID i {H]
Produced At j=2E [Generalized i} [A]] LE RN 228 ) (/] (GMT0).
%:
Sequence of Single Response H.— N2 [ 7
Single Response |Certificate ID | [Z3K FIEF5 1R 51 4 FR] BURMEF IR AR
R HEHIR o RIERELR
o RIBANEBEAIIIIE
LIED
o RIMARARMIZRERE
o FPFE
EIRES [E T PR A WEE (MAEEM. i
(Certificate (B (GMT-+0)FH s B R A X AG
status) CPfHE 1)) 8ikRH
A YRFEHT This |[Generalized K [7]] HEF IERIR A I S5l H AN
update i ] (GMT+0).
TIREEH [Generalized I [/]] SEHTUE FARAS 09 H BR[|
Next update (GMT+0).
2B AR sha256RSA 22 N S
(Signature
algorithm ID)
2 2Z (Signature) [ H0R] MR %44
Wk [IVES Gl & PN el i€/ | IR S i ST - N o
(Certificate)
B

Lo BUR AT TSRO EAS AL T 21 S 0 22 iR e «

0=AREH: 1= BHTRSNE; 2 = BAENLRBURAMIE: 3 = IS,
4 = PS5 = UENLRA ISR 6 = UEF AR I 4

MBI AT AR MR IE BRI R, Frel [EEAE ] 2B [0) Foax (R [REM D.

BRI ANEN], PTA SRR ALY “HESCH”  (Non-Critical) ZEAHFAAT .

USRS E R RS AUEE ML E
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PR IR«

1.3.6.1.4.1.16030.1.7.3

>
Co Honghong st e-Cert
FARRRTEM

67



HF D
i D - FHBIBETFED - BREHE

) BTIEBAEERS)

BER B FUE 5 (e i 2%

AN R R AT BUX BURFRE KA RO TCIEZ U SRAF RN T 2 AL E A R 7
R AT BIX BURBGR R # T TEL%

EBRFEA HEICA

MR HE R A HK$200,000
AHE =

EoX) A A 2048 177G RSA
KE

FEAEEN HEid NBE T
iuya

Bt &a (X4 FR(Domain Name)s B M HSRZBURE 1 & 45

EBAR | BEDEE EEn

ERAEE = S AP AR
BIRAKIE = SIS AU ARl s 4458 S AE 445044 N B S 2 B0 M iR s 44 B
i » B ASFERS (HEBIBRRGE)
= BILANZ A /LS BR
BILRATE WA AENEE 9.1 5%
#H
e 0 —HEHNE

UAKZAEEM N 28 4.6.1 12 3.2 %%
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BitR G - BIENLSHRIRIE I B0

HR G

RRIFUEF AR

R

1

Hongkong Post Root CA 1

20034E5H15H & 20235715
H

Hongkong Post e-Cert CA 1

20034E5H15H 2 2013457 15
H

A AR IET H120104F:2 H 26 H e 1k
RHNTHE S .

Hongkong Post e-Cert CA 1 - 10

20104E1H9H 2 202375115
H

serpRIETS 2016551 1 HEfF1E K
AN ATIES

Hongkong Post e-Cert CA1 - 14

20144E11 H30H % 202345 H
15H

SErPRIETS 2016559 1 H 1R K
ERNCIRTIS P

Hongkong Post e-Cert CA1 - 15

20154ETH4H £ 202345 H15H

SErPARIEFS 112015529 1 HEIT 46 K&
A T4 HE 2

FSIREC R FIET AR AE
20184E 10 A 31 H
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