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R A=(Version) X.509V3

5% (Serial number)

(A BE I 4 E]

FEB B (Signature sha256RSA
Algorithm ID)
BTELTE (ssuer cn=Hongkong Post e-Cert CA 2 - 15,
Name) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BREA (Validity period) [RETF Not  |[HHEEE L L2465 BHY UTC BFRE]
before)
ANET Not |[HEBEE SMECER UTC BEfE)
after)

FHEZFE (Subject name)

en=[ZEC A TaE S ECiR T B 5 2 4] (hbE D
e=[EFEFEMHE] (5 2)

ou=[FECASEEHIE] (Hx3)

o=Hongkong Post Bank-Cert (XXX- Personal) (ffi¥4)
c=HK

ERAHEERER (Subjct public key

BEERA] (Algorithm ID) @ RSA

identifier)

info) INFAZEHERE (Public key) @ ZHERLEE B 2048-bit
B ASRBIZRE (Issuer unique identifier) | A{di FH
BEo AR AI47T8 (Subject unique F{FFH

FEAEFE (AL (Standard extension) (i S)

HWEAFIERERAIRE (3T cn=Hongkong Post Root CA 2,
(Authority key identifier) |(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
FF9% (Serial  |[1E831T & EIERL]
number)
EHERLAFE B (Key AHELE - B RS
usage)
(B PR 7B
B EFBUER(Certificate MEETCE
policy) Policy Identifier = [#J{FEAIES] (K% 6)
[1,1]Policy Qualifier ID =CPS
Qualifier= [{E3E#ERI] URL]
RIEFEBCER -
Policy Identifier = [1.3.6.1.4.1.16030.1.4] (k% 7)
[2,1]Policy Qualifier ID=CPS
Qualifier=[{FF#EHI URL]
e ESEAER] K
ERAREEEMTEE Ce Hongkong Foste-Cert
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FEATE FEAE
FREHAZFESubject  |1st DNS & (ST TS A Z S M) (e s)
Alternative name)
2nd DNS HEBSMTSHEH] bz 9
Ist Directory  |cn=35C A BEC THZEE B ECERTT 2 S T8 (i 10)
Name
fc822 EEEFFA NETEFEHNE] (e 2)
BT EH AL TE (Issuer FfHEA
Alternative name)
HARE (Basic ERAER A ERS
constraints) (Subject type)
PER R PR |
(Path
lengthconst
TEPEREREAIEA ENEE!
(Extended key usage)
EHEREES B SrEEBLATE = BRI B 8% URL] (b 1)
(CRL distribution point)

Netscape ZEfHZZE%X (Netscape extension) (

B S)

Netscape S5EIEA (Netscape cert type)  [SSL client,S/MIME
Netscape SSL {Elik#5&%% (Netscape SSL |[Ff#H

Serve rname)

Netscape /¥ (Netscape comment) N Eds]

B :
1.

EAPAS
w5

HEE BT

2 R A e (A S T B0 AR st b R T SE I (AN B T BRI - I Bl e 2e ) -
3. B ASHET 10 LT
4. XXX Fibfis% E drac#k s izag6s
5
6

CAREI

CERTT M -
PREFRIEIASN - A TEAEAE (R 5B B, Netscape ZE{H T EBE5 B
RFECEREAAE RN A 5% (Object Identifier, OID) © BETF ARG 718 -

TR

(Non-Critical) °
—:El-:%

BH =

CERIT 2 278 > Lhdl- 2R (KE) + % (40 CHAN Tai Man David ) °

7. FoRIE—FEERTE Adobe Approved Trust List (AATL) Z BRIV A A B S EARTFERN -
SRITEET Z HEE A\ B (35505 (id_number ) #fDA3% SE5705 2 #2800 (cert_id_hash) JE#GEF T35
EN > HEKHFAZRNEBLEE -

cert_id_hash=SHA-256(RS Asprivasceysta256 (id_number))
SHA-256 B—E 2 BT RSA Rl B3k 8

9. OB S SCIRTT 2 Bk - g R T T L ER I HERSRIT2E 2 -

10.  WRHFEANESE

el AR

CANHE— 3T - S U TIER T oC iR S BB - FERR ek FETE

B > %8 S RO TIE R A B 4RI AEAE ISO/EC10646 - dISRHREE P U AR » 3% AR T I

B e

11. HEERPSEESEE URL B httpy//erll.eCert.gov.hk/erl/eCertCA2-15CRL1 <xxxxx>.crl » LB 4%
“Hongkong Post e-Cert CA 2 - 157 FrsdHiny “orE= &Ry 5EE"

43
o

o Xxxxx>iE— R HILES R AR

AW HMUEBFE/IFE - (5 2019 £ 7 A 1 HZ2mSHABS RN 58E %% URL &
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl) o T HEES LSS 248 P8 4 — (853 H =055

A BEASRES o R —

EorEAGEERAE -

27
B B

HEETIR R A SR - ELE B A T A E A

=1

BpEsEE URL

/A

g (ESEER]
E B RT3
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B. $RITEE () EEB

FERATE | EERES
B (Standard field)
hRZA(Version) X.509V3

FF5% (Serial number)

(A B EEGE r] A% S TR £tk

FEH KA (Signature sha256RSA
Algorithm ID)
BT E LB (Issuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BREA (Validityperiod) | REF®Not |[HEBEE ZIELERT UTC FFH]
before)
ANEBET®Not |[HEBEHE LY ECER UTC BEE)
after)

FHEZTE (Subjectname)

en=FZFEFH PAERZEE SR T a0 2 4] (b D
[Eﬁir%aim] (W 2)
u=[EECASFELR] (53
ou=[{Zz8 S ELI T4 T 2 B eC ARVAHARER R 418 (b 4)
ou=[EECAEEATH] (i 5
u=[E 50 A 1T/ P44
o= Hongkong Post Bank-Cert (XXX-Corporate) (Ff¥:6)
c=HK

info)

EREAFAEERLEE (Subject public key

HREH (AlgorithmID) : RSA
NFIZEERE (Publickey) : SRR B 2048-bit

AP (ssuer unique identifier)

ENEI

identifier)

BEo AR AI47T8 (Subject unique

ENELE!

FEAEFE(ERAL (Standard extension) (i3 7)

AR (BTE cn=Hongkong Post Root CA 2,
(Authority key identifier) |(Tssuer) o=Hongkong Post,

1=Hong Kong,

s=Hong Kong,

c=HK

FF5%(Serial ({38 AR IEN]
number)
HHERLAYE F (Key TH[E4E > MRS
usage)
(TR PR &%)

B E PR Certificate MEEES G
policy) Pohcy Identifier = [{FE%BIRE] (bt &)

[1,1]Policy Qualifier ID =CPS

Qualifier=[{E&EH] URL]

RIEFERGR ¢

Pohcy Identifier = [1.3.6.1.4.1.16030.1.4] (kt%£9)

[2,1]1Policy Qualifier ID=CPS

Qualifier=[{EZ£2EHI] URL]
FHEH A2 FB(Subject  |1st DNS & (SR T4 THREAZ M) (b 10)
Alternative name)

e ESEAER] P
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FEE TERAE

2nd DNS MEEIRITSEH] Gtz

en=FHER P THZE8 550 SR1TZ o0l (b 12)
=G L NS oo

OU="£5

ou=fZHEFH BT/ h St

1st Directory
Name

rfc822 (I F 2 BT ERashat] (e 2)

BT EH A ATE (Issuer

Alternative name)

R{EH

EA PR (Basic

constraints)

ERAER
(Subject type)

(i

RS HE

ay
BiTin
PR

BETR T EERR
(Path length

constraints)

FEMETSREAIEER
(Extended keyusage)

ENEIE

=]

SRR B SR AE

(CRL distribution point)

T EEATE = EEREEE B985 URL] (b 13)

Netscape ZEfE##fir (Netscape extension) (it 7)

Netscape B EIEAY SSL client, SIMIME
(Netscape cert type)

Netscape SSL {EIHR25-25%
(Netscape SSL
Server name)

REM

Netscape ff7F (Netscape
comment)

RIEH

(P
RIEM P B TIZE SRt 2 40 - EEdl- 2K (R5E) + 44

TR F P (R B TR0 AE st bk 2% T BRI (AN ST EPAE AL
BEEASFE 10 18T

RERS R E I R F B G NS 2 B 17 2 B 50 NS B 241 -
BT ERT M SRR T s A U R ocaigE -

(RAAEAIE 3.1.6 7)) -
XXX Flffek E e o a8 8 ac i T4 -

PREF RIS - AT BRI, S Netscape ZEMFERIGRS  “JERAE” (Non-Critical) ZE (%
RFECEIEAERIN YRS (Object Identifier,0ID) o BATFAERIVYIERAINE - 55250 A#EH]
%L1 -
FOREEENE AATL ZE RIS B S EATRA -
HATEIT ZIRER P S 005565 (id_number ) 5 LAL F9RH5 2 FE R EE (cert_id_hash) P ##F 156
BN HEERERF I NBRLRE -

({541 CHAN Tai Man David) ©
IR R ZE )

DA WD =

HASC R o B SR B

=N o

cert_id_hash=SHA-256(RS Avsvackerstu2ss (id_number))
SHA-256 B—Fe AT RSA BB S22 s

EASAS
w5

11.
12.

& sity

7¢I
Eﬂ;gfﬁ

B - fEfR et - %

LI T2 BBk

BIL I 2

Tgﬁﬂ_@.u

2T K 2
Eﬂ:v‘ﬁ'iiﬁ

CHRATHE R FH R R 4R B 134 ISO/IEC10646 - ANSfRAL P ST EHY - 3%

LTS T ZER S FHE R IR T2 B 2 -
WNERAZHE F 2 B SR A /B35 e N — T o ot -

CERTTIERF S TR IR (fh4a B B ]

RBRAIITE S g A B AR Z S — R T I B -

===

13, FEEEEHEER

5yE58E URL B http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl » B 45

27
B

“Hongkong

Post e-Cert CA 2 - 157 P&y

=4=1=11)

rEAEERAER

o (52019 45 7 B 1 H 2 Firss LAy s 5y
YE B4 EBE URL B http://crlL.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)

g (ESEER]
E B RT3
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

C.  RfTEF (R JERK

FEAATE | EERES

FE#EFE (Standard field)

R4S (Version) X.509V3

FF3% (Serial number) [EHE BTG TSR MR B

FEH KA (Signature sha256RSA

Algorithm ID)

BTE LB (Issuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK

EXHA (Validityperiod) |[REFNot  |[HHEBIE L4855 E T UTC B

before)
RET(Not (& B 2k BRI UTC B/
after)

FAERE (Subjectname) en=[#ZEREAL 2 ZFE] (Wt 1
e=[EFEMFEMIE] (Kb 2)
ou=[FECASFEEHIE] (HHx3)
ou=[BRN+CI/CR+FHAM] (it 4)
ou=[$R1THAHHE] (HhE 5)
ou=[#R1T431T/ERF 44 T8]
o=Hongkong Post Bank-Cert (XXX-Bank) (k% 6)
c=HK

FEEA\FFERER (Subjct public key |E = (Algorithm ID) * RSA
info) ANFABEERL (Public key) © ZHERLEFE B 2048-bit

B ABRA4TE (ssuer unique identifier) {5

B ASRAI4ZFE (Subject unique (A
identifier)
fEAEGE(RAL (Standard extension) (Ff3:7)
A RERLRAEE (BMTE cn=Hongkong Post Root CA 2,

(Authority key identifier) |(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
FF5%(Serial (3 H A RER]
number)
%ﬁ%@ﬁ%@w AT - BB
usage
(B PR 7B
BEBUR (Certificate [EEEF0E -
policy) Policy Identifier = (#J{fFEAIES] (Ko 8)

[1,1]Policy Qualifier ID =CPS
Qualifier=[{F#EHI URL]

RIEFEBCER -

Policy Identifier = [1.3.6.1.4.1.16030.1.4] (= 9)
[2,171Policy Qualifier ID=CPS
Qualifier=[{F#EHI URL]

FRHAM B ubject  |DNS FEH

Alternative name)

B EREHER] - 61
ERAREEEMTEE Co Hongkong Foste-Cert
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FEATE FEAE
Ist Directory  |cn=FZ BEALL 2 HP SO 4T (b 10)
Name ou=gR1TZ Tl
ou=SRIT o T/ER T R S T
rfc822 (IR 2 BB T-ERFEIIE] (b 2)
BT EH AL TE (Issuer FfHEA
Alternative name)
HARE(Basic ERaER A ERS
constraints) (Subject type)
BT R [
(Path length
constraint )
FEMETSREAIEER ENEdE!
(Extended keyusage)
HERGHFESZE SEEBIATE = FEEREEEE 4% URL] (k1D
(CRL distribution point)

Netscape ZEfERHEfr (Netscape extension) (ki 7)

Netscape =FEIER! (Netscape cert type)

SSL client, SSMIME

Netscape SSL {aIAR 85 & %8 (Netscape SSL | AfFEH
Server name)
Netscape ¥ (Netscape comment) AR

[{ipzsk

L.

2.

3. BEEAZEEI 10 8T
4.

e BRI T IR B 2 M AT A TRAERLAIAY - IhR Rt 8 B acsReT
WG G SUIRTT Z PR R AL AR ALV EE T B0 Ik B T80 0H. (VA BE T E0AE st it - SERI &R 22 )

P B EIEEESENE (Business Registration Certificate Number, BRN ) :—4H 16 &=/ [{15%F BRN >

U, 0] < A EEEES (Certificate of Incorporation, CI) /& ECE (Certificate of Registration, CR) @ —
4H 8 8T/ & (W5 CIUCR frEr/b+ 8 firfy » DL O S THEMARE - L1544 CI/CR 1Y - £EB3HES 0] »

Sl R 30 TR/ COf
5. BTHAPCERZITEEE

AAERIEE 3.1.6 f6R) -

Bz

6. XXX FMisk E fhac#l g B aciiT 40 -
7. BREFRIEEEASL - AT EEAE AL R AL 5. Netscape ZEffFEE9 Ry “JERASE” (Non-Critical) ZE{H5ES

8.  AFECHFEARAVYIFEFIEE (Objkct Identifier,0ID) B TAAERIEIYIAAES -

L1f&-

9. FREFEME AATL ZERIIEGI B EERFRA -
10, FRAERALFIERT 2 oAl RGeS iR T BT R ER G R A - WM - DR RIE RIS IEAE

ISO/IEC10646 -

1. BERESSESEE URL B hitp://erll.eCert.gov.hk/erl/eCertCA2-15CRL2.crl » [ B R4

Post e-Cert CA 2 - 157 Frsstny “rEIEEEREER"

BR3¢ %E URL B http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl ) ©

CAZHER - SRS C S - o CrE R e ST ERA (R

iHSh] AL

#&E “Hongkong

 (BE2019 57 H 1 HZ RS tHATsE & fes s

s LA

TBEBERM TR E
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

ik C -E BB BEEE R H B (CRLBAME AR B E R A B AR

KHT5% C sfaUA R 4582 “Hongkong Post e-Cert CA 2 - 157 Firds B VSR S AV
W A2 2P > U FR R Z KA -

FABEEUE R Z K EH SN Pl ss SR AR (SO B S AR 09:15 ~ 14:15 &
19:00 (EIFEHREIEFRE [GMT B¢ UTC] BERE 01:15 ~ 06:15 K 11:00)) : sEEHY S EEAR
BN E A2 M S SRS SR T8 B E R ¢

a) “OEIESMBNEE" (Partitioned CRL) H& 410 CE I M CHEHE EIE
o ARAILIT N AEs (URLs ) ERUEHE S FI=EE SREHE R

i RfTeeE (EA):
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl
44552 “Hongkong Post e-Cert CA 2 - 157 g » Hi <xxxxox> BHEE S
{EEF T TER « (5L 2019 2 7 A 1 HZ A HAE SRS 5 B8 Eh
URL A http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl) ©

ii. IRTTEeE (M) DUSRTTEEE (BR1T) -
http://crll.eCert.gov.hk/crl/eCert CA2-15CRL2.crl
AR 4s5E  “Hongkong Post e-Cert CA 2 - 157 B - (§£ 20197 H 1 H2>Z
Al % B o0 B F OB OF E 4 % B OURL A
http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl ) °

b) “BEEZERGIEE" Cull CRL) BEATEHT4:EE “Hongkong Post e-Cert CA 2 -
157 Fr#s HAVFTE B A ERNE EER - AR FTLUT URL #H “#48
SHEREE

http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl B%
ldap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA2 - 15 CRL1, o=Hongkong
Post, c=HK )

FatHEEEREG A R E e W miE R ERE RS ENER > AR TSN EERENA
B #8RE" (CRL distribution point) Mz A7 BARYALIE(URL) JERUHBERRE S5 B -

f£IEH B0 T &EEEg TR - @R SR E B AT - 7 EETH
RNEZREIVERT > BAAEECA] A ESE A8 AT 5 o b aiss SRS BT S B B A AR
P TR RS EERERAMFEEAMBMNABELT  TEHEEHMEEEHE
http://www.eCert.gov.hk N A R =R A B -

45 “Hongkong Post e-Cert CA 2 - 15" RIBABHEHATSEIR R EEEERPIEE
k-

HER =L (Standard field) | FES FEEBSRE (BERSSHEsEE B
(Sub-field) EFEFEAR |EFXEAS
AR A (Version) v2 IR RS BRI S A
FAVRR A B X.509 55 —hK
s EH A (Signature sha2S6RSA AR L& DL S s
Algorithm ID) PHE B R EDERTE R
s LA = 63
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http