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Fid N

“EXTERG” AL RN B IR RS, L ARON I AL i AR A 2
B L RN ERR S VAL SR B 538 2 3 T R R A Al o

CIRBBAR” FRIEIC NN — AP EERITH, 250N IE SR,

“RILBAL” FEAZIEEICHAT W EPHR A AL, 2R DA IE IR E . B4R
RMEZIZAE LN ZARATIE S, B NE SR SCHR 1T R4t .

“BRAP” S8 Aoy — AN, ERATIER (WD TR, HOogsme s
RZALEIRYIN AL S PAEHIRATIES (WD) Z A

“PUARHIE R 18— BURLH, ZEBI2 T T ERLUE A SO0 R 356 2 AR IR
UENLREEH RO 2 P ARIE TS Z AN RL o

CRAT” BAREILRGIE 155 BHEAT AR I RLE 2 & S

“UEFS” BR “HRATIET” 18755 LU T T iR A0 gk
(a) HAEHISEUR . HH B8 SRR 2522 T A ZAE 15 AR 2 AL SN L
i 5 A S AR UE T P 0 2 SR AR A 2 AN S 2 Nz
(b) WA MO e 2 AT RN
() T 44 BGEA IRAUE SN 5
) B TRRUEBANLZ AR, K
FZAUEAE M )
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(€) HI A BB N ATRZIEN LR -
COTTRAENLR” FRIMA (ATBOA S — INATRZIENLOR) A HHEHZ A
AR B AR SRA S UL T AT B

CIEPREHTE R 15 HdRai, SIS T AR A AR RS S € A R e i R
WAL NIPERSRAE S (BRI TS) .

“XE” BAEBIGIE 19w QLR 573 FPTUE & o

“HBY” TREBIEAN 5RDEEE ZIMEA .. ZEEGLARIR AR I EUE
AT 4 B B 73 AR HE U RN RE 1) A PR IR U D N T AZAIE LG (R e, (E A 043 32 B W IS 2 4
T M B AT B

“HEIET TRE BB AT 2 B A PRI, BRI &40 HIR .
“XPRL” BN BA TR 58 A B A R

“SE SN iR U BB IS AE 2B S 33 4% T AT Z AT RZIEAL R S8 55 57 I o

“BERAEFER” RIS ICHRAT N FIEIET M AIE T F I S .

“RHRIRZS” B SIRAT ZBATIE GRAT) 5, $RiZEMMEZBTIED T, 5%
AT Z B PRARXS BL RS E AL 5y o R IE I AZUE B S ARAT K ZARATIE S (D B (FL)
M, EZEMEZATIER T, SIS ICRAT Z AR B2 R 2 58 5 o

“ERLREE” A TICERM S, IREF AN AR BRI R G S AR e R 2 T L SR E B
A2 TR, R RAREER AR B2 T ICsk LB N AT AL Be it
e :

(a) ZEIRA TG 528 N AT R RN B2 AN E R 4 B

(o) AR, JEAZ IRk TR AR,

“BETXERE” RUHETIERAEAZ .

“HTILER” R RS E BN 208k, iZI0Ek:
(a) REEBTRIRGAEEUN — BB RGULIER 7 — MR RS JF
(b) REMEAFAEBTRL RGBS A

“HTRE” RS T ICEAE SR AR B TR TR BOH BT
T, MZEE TR TR BH R SO MEBURINZ B T8k H T T BRI .

“EBE” 45 AU BT I R A5 50 5t 0 5V AT LK

FZUEAE M AE T (_.':- 51
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“REARZERA” $8Iy 1 A A A FLRAT UE 5 I OR 57 T 0T 5 T R Gl it e R 4 2 i
(L7t

“WETT” IREBZ AR,
“ER” AIEEEE. 0T AR AR R, B R P

“TRRL” 1A T TR L R
(@) T LALbEE VR
(b) TTLAIC gk R
(© T LK VRO SRR 17 SR AE FLAAS B RGP LI CRgaf Tk « %
&) TR R, RRi%% VORHE SR04 17 15 % 2 40 19 B T 30A 13 B R 4
R BT
R SRS, J8
(a) UKD, R K E T Ay 196 T YEVEIE 5 1 9 4 B R IE 3 0 ARG
VR BB A2 BB BT B T BT I s A 3
(b) ST 150 2 B 05 T AE 5 PO 5% 4 SRR R TE 1510 A 10 ) L 2
N B I B AR AT I AN, SR B3 %
SR G T AT

“ECXTEERDRL” FEARRIARE I R h, RN DAL A PR AT ED R, %
NIVED R R SAZ AN N R e T 7 A 22 B 252

“TRIRME R ” BHH 311 FezE L.
“CHEB)” FREWIEGIEE 553 = (H TG %G .
CHHLL” JRIEN N Z AN AR Sk
“EWIBEK” B “FISIE” A FIBEAGIEE 08 & (MFBCE 40 FrigE Kz & o
“TANTERDRL” JR BT 2500 B rh B P AR i 25 28 2 B L
CONTFRERGEL” o lc % 55 0 R b PR A% S g 25 38 2 S R
“CAFTIER” 15:
() HRHEH T2 5 4B 28 22 AT ZAE 435
(b) HRAEHTA8 5 2156 22 2N AT 2 a7 . HE e 2 AR P 8]
() TG 34 2 iR ZAENL IS TR A8 A AT IEB 2 iE .

“CONTTRAENLR” FEARYE -T2 5 26 B2 21 N AT ZAZIENL R B 752 5 26 B 34 2% P
RAZUENLK o

“IEgR” RAEABEUT B, BB Ay B E 2 SR IR A A T B AR S
QE 30 e vl ig
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“BAEBEERAT” fER THATIET GBRAT) I, M E tPAIECARAT

IR FHATIES (DA BERATIESS (WD BLEZSERATIE B Z s ABEiE A, NS
Bfsk E sR83E0,  FE NI HOd S i A RAT UE TS 2 B Bl i 12 A RAT R B AR AT .

“EERRE F55 9.7 K HUE AR IR 2 AR A

“ElR ALY fBEEMARRTIE BT IR S R AL, HIZ AL BAET 9.64 5%
PR Z 75 I ARAIE o

“ANRM” fEHENRILAE 4k 1E
“OEREEE” R AR REAE A ZRIE S DAL At S B SRR SR R S

“B7 Rk “BE” Gl dEERESURIND R E BT BRI AL MRS, B0z N ECR A
ZAEITEEREFT

“HRASERIL” FEEEIB RS AR EILASE R

“rp AR 45 AR YR IE T Hongkong Post Root CA 2"FZ R I 4k AZUENLSGUESS, FRH T2
KA HEHBEOA AE

“BRRN” SRR AU AR
() TEIEIEF IR A B R R S E R RN
(b) CEARZIZIES;
© MFHATES GR1T) , $RFEFA BIZEB P AITFE AR B2 FA N RLZ N
d) ATEATIES (DA B (W), CERPUIZIEEICRATHFA 51ZE B AT
REREAENS ML 2 AN N E S AL o

TE: SAMEN AR K2 RANEERUA R “FrA 7 FRAER AN Z R T, LESTIIE
Forh R 2 BRI 2 N5 BEH %A N L -

“BRNANB” ERATIER (DA /1 (B 50T, fa &S BN —iE B2 &id A
ZI RS, ARG 1B NSRS A LUR AN . AEHRATIE TS CBRAT) 2 AR T,
BIZFIEBAZIUE S ICIRAT 5 & I R PG P T 810 NS 2 A A S AR HE
e

“RAMRG” BATE U TITA R RN A SRR
() HAGHEM e, TREZNL AL
(b) FTFPEATRI SRR S 1A BKE, AT DR PR IA) P PRAEIE A 2 a8 /R AR s
) EHE S S BT HEEIRGE: K
(d) WAl sz AR .

“RE” TRFFIREGAEZ SR

IR AE N (__';.
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FERE RN

2. FEAMENF, BRAFRTE AT TR, A AUE M BLT Z R .

2.1, PESESOIER B BOE M SR N R PR AR D 5 A SR OO A B O
BRI AR 2 B BT BECE AR, BRSO AR 1% 55 2 3K BT il
Hh 2 Bt g 1t S

22, WESIHZ B AR BN, RZIMR . WG T R FrE . 18]
W SN AFEAANA Dl ARBRE AR RAIRTZ MR R iRl
SRR TR T AFIRALERT)

23, FHZIREOSURETZHZHP), ST AR R A 5

24, PELFESCAEN R
() CIEITE BN T 230 2 B B SIS B ST DA
(b) ELFEANS BB e mlikh 78 5 2 0

25, BRR “RAIFBHEERAT” B BT S CHRIA” B ML s <RI it
MAFEZFENZ SGHAERISZ LN ITA B A N B AR IR 2 T A IR AR 2
N

26. K& CEUSITEC B, NAFELACHER RSB 321k N BT A B AR N B AT A
TEMZ FEAIREMRIZ N o ARiZEE N TR AR R AR kST $ it s

2.7, REARMENZ 30 SRR, BB AN, MNARAHEN 2 2630, P aiE
B

2.8, K VR . YR W NAFE M REAERZ I RIEEAR . KL A
21, M. MESLE. A FUWANERL DL RARAT O vk DL S ATk 2 F
¥

2.9, — RHRFEAN I ] B AR A HE I A] 5

210, A ABE A U E A NEE A H

211, ARAAT— T B BN I B USSR R AT LS5 AN VR ECE R T A DR AT A
T AR AL o AFART— 7 B B 0 2 BRI S 55 A A RE A S AR A 268 AT Bl A
Z 8 s

202, AFRFIEG . #FT AL AREAL SR ZUESIZRIT. HIEA . B NBUKIAE
ZARFIMEN . EL . BRBCE AME N ERE N ZE N LRy, EY). A
AMEN:

213, ESIHEBARR), REFEOE TIRBIE &5

214, “AFE” X—IEIEANIE TS BN 2R e E N R N B E AR T
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215, TAITEEE R I 0 RAE A HE N b e SCElih 51 R HAh E SR, %A R BRI
T EAZHAETE L b2 AL 5 2 i T R R
216, RN R NSRS IR RS, 35, AR E e DLR TR T Sk AT 2
VI ENRIRRCAS, LG DAFAR AT A A 25 2 T 2 S Il B S
217, TEEUEERK ‘w7 RAREFEIER AT
218, AUENZARAT NS ERAF T IR 4505 8 AR ANA R T B o T
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% B - IS HEBUERFTE H#% K
AP VIR B P 48 E TS Hongkong Post e-Cert CA 2 - 15 MR 3B ASHE NS K 2 ARATUE 5 2 4% 2o

A. WITIER DN EFH#ER
FRETR | EZELES
2B (Standardfield)
KR 2 (Version) X.500V3
5 (Serial number) [HEFEI R SR E]
ZEH 387 (Signature sha256RSA
Algorithm ID)
RITHE L (Issuer cn=Hongkong Post e-Cert CA 2 - 15,
Name) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
HH (Validity period) |[RNEF (Not  |[HHAUSHEBUR S 1% E ¥ UTC I [A])
before)
FIBRF Not  |[HFHBISBLRZ B E M UTC B H)]
after)

FEZF (Subject name)

e=[FLFHRAR ML) ot 2
ou=[BiL NS FE 5] (3D

c=HK

en=[FIC N TARAE S ICRIT B A FK] ik »

o=Hongkong Post Bank-Cert (XXX- Personal) (Fftif: 4>

EEAFELRATE (Subject public key
info)

%A (Algorithm ID): RSA
NIFEL R (Public key):

TR LA DN 2048-bit

R AGRAALZFR Issuer unique identifier)

AR

Bt N4 FR (Subject unique
identifier)

ARAEH

FRUEFEIHRAL (Standard extension) (i 5

)

PIRBBEBRAN LR | RITH cn=Hongkong Post Root CA 2,
(Authority key identifier) |(ssuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
75 (Serial  |[MRATHAIKE
number)
ZR AL AL IR FH (Key ANnHEds, BALE
usage)
(WFBN “kE” FBD
UEF R (Certificate [IEP B
policy) Policy Identifier = [444- IR AAD] (Hit 6)
[1,1]Policy Qualifier ID =CPS
Qualifier=www.hongkongpost.gov.hk
2JEH Bk -
Policy Identifier = [1.3.6.1.4.1.16030.1.4] Bt 7>
[2,1]Policy Qualifier ID=CPS
Qualifier=www.hongkongpost.gov.hk
EEHAM AR (Subject |1 DNS & ZAEEIRRITE THIEAZ S5 (i
Alternative name)
FEAEAE ML #ET (__';
F UM BURITIE D Hongkong Poste-Cert

201512 H7H
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FEBAK FBRAR
2 DNS WCARITSE ] (it 9
1" Directory  |en=F I AL TAZUE B CARAT 2 H LA FR (i 10
Name
1fc822 O R N BT HBFE R Ct 2
RITHE H AR IR ssuer FAdH
Alternative name)
FARRH] (Basic FhER ISR
constraints) (Subject type)
BRI EERR S |G
(Path
lengthconst
FEfe s R R 1) 45 RAEH
(Extended key usage)
IERHEBFES KRR OFR AR = [UE PR IE B4 R 5 URL] CHHE 1D
(CRL distribution point)

Netscape ZEMHFBt (Netscape extension) Kk 5)

Netscape EF5%EE! (Netscape cert type)  [SSL client,S/MIME

Netscape SSL AR #& 4 # (Netscape SSL |Af#

Serve mame)

Netscape #¥E (Netscape comment) A A

M -

L. G ANBIL FIZIEBCRIT 2 4, - B CRE) + 4 (il CHAN Tai Man David) -

2. HHE AT IR AL B IR A Rk 9 TR IR (e BT n A s R, b BUSE A

3. B ANSERS: 10 MEF

4. XXX bt B A dR AL LRAT 2K

5. BRUFHI RS AN, BT AR L 2 B K Netscape SEfFZB YN “JESCHE”  (Non-Critical).

6. A7 B O A E N A R 01 (Object Identifier, OID)o & T AHEN IR AIED, 1525 5 AHEN

10.

11.

1.1 %

TR —IEBFF 4 Adobe Approved Trust List (AATL)Z Z R IR ALY E 2 A S EAR T B o
BATRATZHIBA SN 58S (d_number) ¥ LLiZSE 5002 22 80{H Ccert_id_hash) B fig /7 TiE
T, HELHRIHEAZRANELRLEE,

cert_id_hash=SHA-256(RS Avivasteysta256 (id_number))
SHA-256 H— 4% MBI RSA W A2 E g

2t AL ST 2 B 2, MAE B ICIRATS T BRI U IR IT S B 2
WRHTENFILNE — LB, ZUEBIL AT RO L2 IR A F i I . 7EIR 2% L4 K
A, AR BICARAT RCR F E BRgm il ISO/IEC10646. MR SC LRI, LMK G T s
B

UEP U IE B9 & A URL M http://erl1.hongkongpost.gov.hk/crl/eCertCA2-15CRLL <xxxxx>.crl, B A4k
IEFS “Hongkong Post e-Cert CA 2 - 15”7 Bk T “ 43 EGE BREETE R . <oz — B BHZIERS
FEEE M AL T B HSISBUZIE &R 0= — Ao S0 B S 2 0 58 W —iuFE B e
AT, HAG B A A T AE RS TE 5.0 & 5 URL B E1=0E Bamdsis .

IR AE N (__';
F UM BURITIE D Hongkong Poste-Cert
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B. RATIEF (W) AEHH

E=TA S EELES
FrrETFER (Standard field)
KR A= (Version) X.500V3

FE5 (Serial number)

[ A R EOA AT AZIEN LR RSB

% E H 33579 (Signature sha256RSA
Algorithm ID)
RAITH % HRIssuer) cn=Hongkong Post e-Cert CA 2 - 15,

o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK

FRHA (Validityperiod) |H-FNot
before)

[HEWHBISEB R S E M UTC B 1H)]

AIRF(Not
after)

[HAEBIRE R S % E ) UTC i 1E)

KL (Subjectname)

en=[#Z R H P AL BILRAT Bl 2 AT (it D
e=[HL T HBAEHIbE] (b

ou=[ B AZFERT] (3D
ou=[{ZIEBICRITA T 2 e NFIHLHR B LA FR] (i
ou=[ B AN LFR] (i 5

ou=[E e ALK S 171011 K]

o=Hongkong Post Bank-Cert (XXX-Corporate) CHftiE 6>

c=HK

EERAFFELETR (Subject public key
info)

2G5 (AlgorithmID): RSA
NHEZELRL (Publickey): #5469 R BN 2048-bit

R ANGRAALZFR Issuer unique identifier)

AR

BEANERA LR (Subject unique
identifier)

AR

FRMEZEHfNL (Standard extension) CHHE 7)

PLREBLRANEHR | RITE
(Authority key identifier) |(Issuer)

cn=Hongkong Post Root CA 2,
o=Hongkong Post,

1=Hong Kong,
s=Hong Kong,
c=HK
JF5 (Serial [ H N A3 HR
number)
FR AL AL IR FH (Key NATHELE, SHhLE
usage)
(WFBN “kE” FBD
JEFBUR (Certificate [IEP B
policy) Policy Identifier = [4744- IR AAD] CFi 9

[1,1]Policy Qualifier ID =CPS
Qualifier=www.hongkongpost.gov.hk

2JEH Bk -

Policy Identifier = [1.3.6.1.4.1.16030.1.4] Bt 9>
[2,11Policy Qualifier ID=CPS
Qualifier=www.hongkongpost.gov.hk

FE AR ZFR(Subject |1 DNS

Alternative name)

Mg AESICHRITA THIEANZ S5 (i 100

2“DNS

WONERATZSE ] Gtk 1D

FZAEAE ML AE N

FUENP BRI TUE TS

201512 H7H
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TERARK TBRAK

1* Directory ~ |cn=3ZHBH P FAZIEZC 84T Z TR (i 12)

Name ou=Fit NHLAZ e 4 HR
ou=FBUH P o347 T T S K
1fc822 (A P 2 B IR FE R Cphv: 2
RAITH H A4 FRAssuer A
Alternative name)
Fe AR #1(Basic EXLS ] T &SR
constraints) (Subject type)
BEKEMS (6
(Path length
constraints)
L {1 25 R 1) 5 AL FH
(Extended keyusage)
IEBREEES KR YR SRR = OIF TG B K & URL] ik 13)
(CRL distribution point)

Netscape ZEfHHALL (Netscape extension) C(FHE: 7)

Netscape iEi¥g%] SSL client, S/MIME
(Netscape cert type)
Netscape SSL 17 Ik 28 & #x P
(Netscape SSL
Server name)
Netscape %% (Netscape AAdH
comment)
M -
1. BERHAPEZETRIESERITZ AR, - 2K CRE) + 4 (W CHAN Tai Man David) -
2. BEBUH P AT A 1 B R A Mo A T I (Canysc s B TR RS Hohk,  ERER SR )
3. BFiEANS2ERS: 10 VET
4, AE T E M R B B NH A 1 2 BE NAHSHR AR
5. WTNAFRXAHRZBATIUERZFIRNAR, BURARMEFSCATRE, KA LA a S BN

CRAMENE 3.1.6 %) »

6. XXX MR E it iEBICRIT LK.
7. BRERRIFSEAAL, BTE AR UEZEARAEAL K Netscape ZEAH BN “dEe4” (Non-Critical) JEMH 7B .
8. ARFEOAFEAUEN RIS (Object Identifier,0ID). F<TASHENI PRI, 1S 5 AUEN
1.1 %
9.  FTREAIEPBHE AATL ZERBE RG2S AERTEN.
10.  HATRATZEMHP 540559 (d_number) 4 LIUZZES 182 2B 5UEH (cert_id_hash) AW EAETE
BN, HFEERNAF ZHNEGRSE .
cert_id_hash=SHA-256(RS Asivackersn256 (id_number))
SHA-256 H— 1% R BT RSA W N%5E ok
1. 2 S5EEICRT 2 He 2, BIFEBICHITS T 2B A T s % 2 /.
12.  WSBRFEUH P F SRR IS N EVE — R SCARR, BAIE B IR ER AT UK R S BRI LA A IS IR
Bl ERBUZS LR, HAUEZ LR AT MR E bR igArdE ISONMEC10646. W RIRME L ZRE, 1%
L FRAGFIBE 5 PP 4 B 7 B R A A 2 S FR— g A7 T B
13, IEPHAEE RS K S URL A http://crll.hongkongpost.gov.hk/erl/eCertCA2-15CRL2.crl, A A 4k 3iF H
“Hongkong Post e-Cert CA 2 - 15”7 B i “ 438 AE BREE SR .
FEAEAE ML #ET
F UM BURITIE D (-:?fmgkong Poste-Cert 59
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C. BATIED (BT IEP#ER
ETE S | EEZTES
PR B (Standard field)

KR A= (Version) X.509V3

2 (Serial number)

(Hh AP R EOA AT AZUE LR RSB

2 H A7 (Signature sha2S6RSA
Algorithm ID)
RITH B R Issuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BRI (Validityperiod) |[ANETF®Not  |[HEFEBIEE RS BE R UTC KA
before)
TORTF(Not | & VBN B A G i B 1 UTC I a]]
after)

FEELZFR (Subjectname)

en=[FZALEALZ L FR] (b D
e=[H F R HAE] Co

ou=[ BB ANZE S| (D
ou=[BRN+CI/CR+HAth] ¢pit 4>

ou=[BATRZFR] (HHE 5

ou=[fRAT 7 1T/EB 1K)

o=Hongkong Post Bank-Cert (XXX-Bank) (ffti¥ 6>
c=HK

EERAFFELETR (Subject public key

F0E7 (Algorithm ID): RSA

identifier)

info) NG R (Public key): ZHE LK A 2048-bit
R AGRAZFR Issuer unique identifier) | f#
BEANERA LR (Subject unique HAF

FRMEZE{EfEAL (Standard extension) CHHE: 7

)

L2 RS R 42 FR
(Authority key identifier)

RATHE

(Issuer)

cn=Hongkong Post Root CA 2,
o=Hongkong Post,

1=Hong Kong,

s=Hong Kong,

c=HK

B (Serial
number)

(AR ANAEZRER)

ELRIEE A (Key

usage)

AT, BEE
(HFBUN “%8” FB)

IEHBUR (Certificate
policy)

[IEHBUE

Policy Identifier = [ IR AIRS] (i 8
[1,1]Policy Qualifier ID =CPS
Qualifier=www.hongkongpost.gov.hk
[2]F T 3 -

Policy Identifier = [1.3.6.1.4.1.16030.1.4] Bt 9>
[2,1]Policy Qualifier ID=CPS
Qualifier=www.hongkongpost.gov.hk

AR H A L& FR (Subject

Alternative name)

DNS

KA

FZAEAE ML AE N
FUENP BRI TUE TS
201512 H7H

Yiraaig: 1.3.6.1.4.1.16030.1.2.12

c?!mgkong Foste-Cert
FHBRETEE

60



FERAW FEAE
1*Directory  [cn=ARBURALZ TR GH 100
Name ou=HAT 2 ICH R
ou=tRAT AT AR T LA TR
1fc822 [N 2 B IR FEHBAE] Cpv: 2
RITHE H A4 FRIssuer FAEH
Alternative name)
FeA R #1(Basic R I &SR
constraints) (Subject type)
BRKEMRS |
(Path length
constraint)
i {1 25 0 R 1) {5 AT
(Extended keyusage)
IEBREEES KR YR SRR = [ TS B K &1 URL] Gk 1D
(CRL distribution point)

Netscape ZEfHHENL (Netscape extension) B 7)

Netscape EF5%EE! (Netscape cert type) |SSL client, S/MIME

Netscape SSL AR #& 4 # (Netscape SSL |Af#

Server name)
Netscape #¥E (Netscape comment) A A
i -
1. MAEBICHAT Z BB 2 2 FK, GRS BB, A AAZIE B C R AT .
2. KEEBCERAT 2 AL A PR AL A B BB AR M S FTEIE (B R A bk, A 2R A
3. BiEAZEHT: 10 M#HT
4. FEDEEICIE TS (Business Registration Certificate Number, BRND —4H 16 A&/ 6F [W R %A BRN,

EIIEE N 0], AFEICUE (Certificate of Incorporation, CID) /&1ciE (Certificate of Registration, CR) : —
4 8 P/ 78/ (W CUCR A%/ T 8 frky, LLOETE Fiadfdt. R %H CUCR W, &HHES 0].
HoAth: AR 30 HIE T (W, EWE .

5. SHFAE R AR ZARITIERBIC AL, s R 2 g, Bh e asElzBN (R
AUENERE 3.1.6 55 -
6. XXX AMZEE itk IR B ILHRT B R
7. BRERBIE SN, BTE BRUELEARELL K Netscape 2 B350 “HESCEE” (Non-Critical) 2E{H B .
8. ATFECEIEAUEN KM RATY (Object Identifier,0ID). & F AN IR AES, ES 1 ARUENZE
1.1 %
9.  FRFEIEPR/FE AATL ZERMUERAIEE S B S ERTBN.
10.  BAURLLARAT Z AR B ZAE Bl RAT AT e R B IR, st , IR A E bR i be
ISO/IEC10646.
1. IEPHAE RS K S URL AN http//erll.hongkongpost.gov.hk/erl/eCertCA2-15CRL2.crl , Ik Ay 4k 3IE 15
“Hongkong Post e-Cert CA 2 - 15”7 FrR R “/r#E BREE R .
ZAEAE M #E U
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Mi$&k C - HEBGE PR E F.(CRLME

A% C Hd A RHFZEIET “Hongkong Post e-Cert CA 2 - 15”7 Bt L T4 5 s i) 5
A 2 HE, DLSOZEE R g

A s WS BURE R =R B B AT R 3R U TS U TS B (BRI [R) 9 & ] 09:154 14:15 K&
19:00 CEPRARJEIE-FIF [GMT B¢ UTC] A 01:15+ 06:15 A& 11:000); UEFUEHTE LA R
I AAZAE AT b R U 77 327 I B B P ERA TR TS A B

a)  “OHIREDRMMER” Partitioned CRL) 5 70 4L I 17 B B HUHS UE 5 1) 5%
Ble AATTLLT Tk (URLs) FRECEES 70 F2CUE P AU 15 .

i. BATIER (DA -
http://crl]l.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl
H 48 uET5 “Hongkong Post e-Cert CA 2 - 15”7 Frk i, Hi <o NEHS
MF BT

ii. BATUER (WMD) PLUBRATIER (A7) -
http://crl1 . hongkongpost.gov.hk/crl/eCertCA2-15CRL2.c1l
H A 48 E T “Hongkong Post e-Cert CA 2 - 15”7 Ak it «

b) “BARIEREESEER” (Ful CRL) ©&F A B 44UET “Hongkong Post e-Cert CA 2 -
157 Bk WA S8R maY e CREHE B SR . AP TLLN URL 3RHEL “#4k
UE PSSR 5 R

http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1.crl 8%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1,0=Hongkong
Post,c=HK)

PR EBRAE A S YN M O B TR, AT TER CUE BRETE
B4y R 57 (CRL distribution point) #2457 P93 B (A2 1k (URL) 3R BUAH 9% IO AIE 30 7 ..

76 IE % o0, EBIE S TR RS, RYCE SO FE BRESE R A A . TEARET
R B OU R, 7 RS S I T AN A S i 2R 1 B 5 E S A T R R A AR
Fo ZWMMBBESAEATELAMERFNEMMELT, T &M BEMN T
http://www.hongkongpost.gov.hk/Z i % 78 11E F 504 7 5 o

B P 4RAEFS “Hongkong Post e-Cert CA 2 - 15”7 AR¥EAHEN] /& H 115381 3 R BARIE HETE £
-

FRUEFZ B (Standard field) [FEk SEFGEDREE [BAIERRSE |&E
(Sub-field) BRZBEAR |[RPBEAR
JRAS (Version) v2 B BRI TH IR I PR
IR AN X.509 28 —hK
2528 5 %A (Signature sha256RSA A LA DL EHIE 54
Algorithm ID) BT BRI SR R 3 ) R
KT (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15,  [MA2 B R E Kok HE+
o=Hongkong Post, T B Sk
1=Hong Kong,
s=Hong Kong,
c=HK
ZAEAE b 7 U
%‘%giﬁggiﬂi% (-:?fmgkong Poste-Cert 62
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BEYREEHT (This update) [UTC H}A]] A B R ASE P R 1 B
B 2 H AR IEHT
FUEHT (Next update) [UTC el FoR T UIE-B RS % T Bon
B H s AR (R KR
B, AT ERHIHINZ G
KHY o ARYE AR AR Y I 0
T, UEPHEE R R E T X
R
TS IIE 5 (Revoked HPIEP BEPFS] BEAEFH R AIE T 3
certificates) (User PR 7 S5 HEP R 7
certificate)
i H I [UTC I a]] SR BRI UE T H
(Revocation
date)
PR B (Standardfield) |FB¢ EGEREE |BAE RS | &E
(Sub-field) BERTBRAE BB
UE P HUESIE B s N B EE 7 BE(CRL entry extensions)
Ji PRIAR RS [ 2 ph 28 0 ) CBfHE D

(Reason code)

FRAELE(H B (Standard extension) CPfE 2)

ML B R 28 531 44 FR RATH cn=Hongkong Post Root CA 2, ARG Iy vk DAsR A 5 A
(Authority key identifier)  |(Issuer) o=Hongkong Post, 2 SEATE TH ARSI )
1=Hong Kong, N LT AN /N ]
s=Hong Kong, .
c=HK
75 (Serial [ H AR ER A5 WEEREE NEBRFS
number)
UE PR B 5 65(CRL [HIZIE RGP E, B—a20UET o EoniE P REE R4S,
number) FHEE R A S B2 ) %45 DU T 20 A
KNS KA Issuer [LL DER J7at4  |[RTEH]] AR AN 7 B U R I
Distribution point) B FIE TS 3 e T (LER
HA R ]
(kFBR “%
® 7R

SIS B H A AL TS ¥ (Authority Revocation List, ARL), i ¥ a5 7R IE
A YR D) oy B BF O B BRI 2 R RE P . RIS EON AFAE T N — K H 2 e LB
B AAHIHESE . B 2 WS Bl oL AL B A R .

http://crl1.hongkongpost.gov.hk/crl/RootCA2ARL.crl B,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post,c=HK)

B AP 4EiE TS “Hongkong Post Root CA 27 AR¥EAHEN] & Hi FIHL IS & g X

P B (Standard | P PSR FRAA #%¥(Remarks)
Fields) (Sub- (Field Contents of ARL)
fields)
FEAE Ml A )
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(Reason code)

e B (Standard | FFB PLRBSHE R FBA A #%¥(Remarks)
Fields) (Sub- (Field Contents of ARL)
fields)
A (Version) V2 BEAE BRI 2 ML 2
WA 9 X.509 5 —hR
2B 5 k) sha256RSA AL Fr F DA B LG T B 1
(Signature Algorithm RIS
D)
KAT# (Issuer name) cn=Hongkong Post Root CA 2, A B R E Kk AT I I R
o=Hongkong Post, I SE AR
1=Hong Kong,
s=Hong Kong,
c=HK
BEREHT (This [UTC Ha) A R RAE PR TSE B k H H
update) W GRIREE
TIRFEHT (Next [UTC B []] FooR T UGIE PRSI o T BoR i)
update) HI sz fir A (RO H
AT ERMHMZ FRH . REE
FZAEAEMVAE N R e, IE T4 s
LRSS [P
S IE 5 (Revoked FHPES [EHFS] BEA FE E S A R
certificates) (User PUIEF 75 HE IR T
certificate)
e H A [UTC B a]] A BRI UE S H B
(Revocation
date)
UEFS UG S s N B EE 7 BE(CRL entry
extensions)
Ji PRIAR A [ i o A CBHE 1

FRAELE (R 7B (Standard extension) CPfE 2)

WL L 38 5 42 RAT cn=Hongkong Post Root CA2 RS e Ty v LS ) 5 R RS
X (Authority key (Issuer) o=Hongkong Post, EAIE T TS
identifier) 1=Hong Kong FNFD R 2 A T2
s=Hong Kong, 4
c=HK
55 (Serial [ H A AR WAEERER NEBRFS
number)
UE B HGETE 558 [HZIE R G774 M BORIE B REE RS, %
(CRL number) G5 LI 272 A
KN4 R EIssuer Only Constraint Unser Certs=No

Distribution point)

Only Constraint CA Certs=Yes
Indirect CRL=No

(WFBAN “KeE “FBD

B :

1. PUROUAT A IE AR AL T 1 i 2 R A o

O=RAFE, [=FMETURSMNE, 2=ZIENI R TR NI, 3=k 52 E
A=UEFHPHUN, S=RZUENL R IEIEE, 6=UEHHCE I 4

T B N TSR PR E T R A, Bred “ BRI 7 2B “0” Ron (B “RiE

HH”)O

2. BRHEH WIS, P AR v AE R AL 2

113 5”53‘%%% »

(Non-Critical) ZEfH A2 A7 o

FZAEAE ML AE N
FUENP BRI TUE TS
201512 H7H
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fif=% D-Z BB BURITIE R i B

A BIFER P BITER WD FITER (BID
TN RIS AT A IR FLAEER 18 AL UL | EiEB LRSI RAE B0 h A AT | P R EAT I Z ] (ks 155 25) RAT
L L 1241 50 A L 12425 2T
UEF 2 BB P RN G ZAURB R RUE TR e % CRECE | fERIATIER (R 2imid 1T A4 E ik
) ZHUFIES (UKD 2N CEREMEL | 47, ERAMBMRITER GRAT) KR Ak
FAEA [ TT 2R GEAX Al ik P A% S P I 3R AL F
NEBE . BEERGgES . WG, %% A LEiF
PR UL
R PR 200,000 #57T
R NATEF £
JiC % 25 i Rk KN 2048-bit RSA
Wl B0 4RAT eSS B ESS | A&
o 35 i R 7 A R UF B O ARAT 7 AR B D
EHIERATIE BN Z Bl | W5 3.1 % WA 3% HRAE S 3.1 ZMN %S RAT 2 B DR ARAT

%se

REBUCERZ By

IS MF 5% RIEPBZ AL SICHATAN M2 150 | TS5 RIEBZAZEZICARTHX N Z I8 | AT 588 NATHN N 2 381058 5 R
(128 5y = tE AR iR 2 2 B 2% 8 (128 5y = E AR IR 2 2 B %8 AT A A B
EPRaEEZBiLAGE o Bt A4, o BT A4, o HUTHK;
o MAFBICHRATA THI— N EIE NIRA 4 o BRUHS WA R T RR A s o BURALZ ZFRUA L HETIRR AR
R, ZAREHINE N AERIE o HMEBIEAL A FEIEASESY )
(hash value); (SRND ; o HFBIB RS A2 Bl NS HE S
. EFARFE b, PR . BAEBICARATE T 10— B NSGR (SRND ; K
o HEBIBASGTEZFILASE ST MRk LUK o HRATZAFINLS BT R
(SRND . o MAEBCHRITA THI— AR iR
GRS ZBFR N — A
(hash value).
BAL o RATE CRAHENI B % E S g — 50D
WEFA R IEPERIYIM 1 ER 5 FERE | EBA R 1 3] 5 FA% | AR 1 3] 5 FAR%
TR ML #ET
F UM BRATUE ; 65
2015 12 A 7 H (2’0@2%;?;:?,;;
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fit% E -E MU BURITUE BRI ZCRAT AN B2 8 B IR 5 44 B

BRATUEFRAY BAEBIERATAR | AR HHANZ S it #E
BATIER (DA | & LR FRAT 1-5 4 PATIEBZ B MENRFEANE BT | FiE DL AT AR AT | RS IE AN A HE al
AIRAF SR EPERTREE, SR TORL | AU Bl ST E R, IS 1B RO IS
SHLIETT. ResE ARTUHE, JIf FHATA IR A A L AHE R
MAZEFAZAEE ICHRAT S AT HiE fa 2 5 AN TAE H s
SR EOCE] T i%55
BATIER (DA | EAMITAERA A 1-5 4 PATIEBZ WM FEANE BT | EERITAERAFBICIA | AELCHEE LA Z S HE sl
MELEFER TR, ZEETEL | AEILRATE I L HRIE AR AT
EHLETT. KemcE NRTHHE, Jf PR 2w A ZEN B HE 5 2
MAZEERZUE AL HRAT AT 5 AN AE H AT R0 A R
B TS
BATUER (MAD | AKEBERAT AR A A 1-5 4 PATIEBZ B MNMENHEANE T | KERATH R "L A AT
REPERTRE, RER TR | AEILRATE
ST, KenE ANRMHE, Jf
MAZEF AL HRAT SO
BATIER (DA | i EARMRAT Bty 1-5 4 RATIE PR Z B NMEAHEAE T | PERVARITRAARA T L | FEARBEE 0 A Z U g R
AIRAT MEEPERTREE, BERTERL | AT Bl AT E R AR 7 B FH 3 I e [ A AR
EHLGETT. KemcE NRMHHE, Jf AT AR A PR 7 HEWE
MAZEFIZAEF ICHRAT S AT FiE Ja 2 5 AN TAE H s i
AR BU R 1 5
BATIES (W) | & RECFERAT 1-5 4 PATIEBZ B NMENEEANE T | FE LFCERAT AR AT | A IE N A HE sk
AIRAF REFERTRE, RERTIREZ | AU LR AIT IS 1y FR I I A
ST, KenE ANRMHE, Jf FHUT A IR A T LAHEWCE]
MAZEFRZAE L HRAT S AT HiE fE 2 5 A LAE H s %N
AR B R 1 5
BATUER (WL | AT AR A A 1-5 4 RATIEB 2 FILMENEEAE—B T | HARTERAR MBI | AL IC N A H s Bk

REPERTEE, ZERTIREL
SHLIETT. RemE AR TIE, Jf
MAZERZAUE L RAT ST

A BT B,

I 8 R I E AR HRAT
PR 2 A ZRAE SR R i 5 2
5 ANTTAE H A R0 A A IR

FZAUE ML AE N
F UM BRITUETS
201512 H7H
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BRATUEFRAY BAEBIERAT AR | AR HHANZ S BicHk #E
Wz 1 %55 g
BATUER (WD | KERRAT AR A A 1-5 4 BATIEB 2 FICMENHEANE— T | KERATH R FL A B
SCE LR TR, SR TEL | AR RATE
SHLIETT. RemE AR TE, Jf
MAZEFRZUE L HRAT S A
BATUER (WL) | ARV ARAT 6y 1-5 4 RATUE R EIWCNMEAHEANE—R T | PERVARITRA AR AR L | FEALERE DA Z S8 i R
AIRAF REPFERTRE, BERTXREL | AU Sl AT B B 138 FR 13 A e b AR
ST, KenE ANRMHE, Jf AT AR A PR A ] L AAE R
MAZEF AL L HRAT S AT HiE fE 2 5 A LAE H s s
A IS ECR T %5 B
BATIER GBRAT) | & L FERAT 1-5 4 VENIZAE B C AT ity L FRAT AR A 72
AIRAF TS BT B P AT BB
PATAE R TSR B AR E, TR
AT AT
ENEIEA:
x
BATIER GRAT) | EAMITAERAF 1-5 4 VE AL E CRAT TEAESRAT A IR~ "L A AT BT
B HRAITE R,
BATAE T SOR PSSR 8, IR
AT AT
TEREIEA
g
BATUE GBRAT) | AKEERATA R A A 1-5 4 VERNZAEE L HRAT K BERAT A IR A 76 AS e

PUATAE T 3OR P ARS8, IR
AT S

TEREIEA:
&

A BT B,

FZAUE ML AE N
F UM BRITUETS
201512 H7H
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BRATUEFRAY BAEBIERAT AR | AR HHANZ S it #E
BATIER GRAT) | EARMVARAT ety 1-5 4 VENIZAE B C AT Hh B A M ARAT B A R 2 )
AIRAF IS T E AL P AT BB

BRATAE 7 SOR B AR5, IR
AT A

TEREIEA:
x

FZAUE ML AE N
F UM BRITUETS
201512 H7H
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