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Xof S5 R
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AR AT Z Gz N+, H T8 5 2 e 200 Meas s i mas & As g
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¢) AATUIZIE S LT K H C BATIE B T AN B ol T2 %R S0 T 4
5510 2 $5 RS 5 2 AN H BT, B S HEECA X a4 N L AR AT AR D3R Bl T PR 53
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d) JBATHE 9.6.4 A ZHTAITN.
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FE s BN B0 N 2 B T FH A HE I 12 5 B0 N LB R A MU R IE 2 &4 2 25k 4T
5E SR PR
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RN, A AEGE o BARE AT LA R AR JEAT )

a) MFFARIEHRAT RO 16 26 CHEBVAAER 155 5D RATHIA RUART IR O HRAT 32 R
AT UEFS B

b) ACEARATUESS (HRAT) HIE;

c) JERN TS NGOG AL HE IR AR 4 1 F A
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e) TN B B IR S B A AT SR E S O o K
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TAMEN 2 WARE .
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17 FHuRORAE FRIEUE TSI AR AOBR IR HERR T 1R 2 5
b) INAT— 25 A H G BB AR T N AATERATUE P i A7 2 BORE, BT 7 P S fis
17 E A AATZEE TR

2232 e AXNE

TEASFE M A HE A 0N PO e 1 HA XSS RTER T, HRATIET GRAT) Z Bl AXTEA

GIRCE i

a) [FIEZIEEICRAT, ERR e B AR S IC R AT A BT N IR 5 R ARE IE N = A AT
X 20 2

b) EEARAENFLE A RIE P 2 B IRRiE S 2 2T .

c) RIFREEIC N TR ZAUE A T, 2 AT AT AR B Bl R AR BRI A AL Z AT AR B 17 B
JE A HE R

d) Wik AATTFEAFEE 5] REBUE A WS BURYE T S5 4.3 S Bl fves uE 1 1,
IS 37 B8 0 2 s IS

e) ME—&KHEEEEZEY, RMEFBIEBLRIE, FFrprafais N LRE, FiEfde
AROHIA], 5 9.6.3 SRHHZ A ORIE T8 LS. HERG A e B TP IG IR LS. MR AT
#,

) TEETC N B R0 08 2 s WIS SRR % 14 DU 4% K vl e i DAY BN o B BSOS R P 2 AR I
fHOLR, BCEMNERITBULRIZE 4.3 MU e EMIEL T, AR S E
FHAESS;

g) AE B ENAFAE AT DA 75 s M 4t DAY B 1 A BV UE B AR R I 5 L, 8 id A e
ZAEHREERE, SO NEASHTBR EIEE @ A, 27 RIS 5 ST i 5 K
ZAEMA Gz A N, AT G2 R B RGeS (hEsmmEE g DBk, Ff
BRI B, TEBLIETE N N AN 3028 5 i far i izl 1

2.3 Wk
Fil AT ER U S e NBZAE SRR AT SO . SRYTIE P2 W BT IER E
DIAZAE B CRAT B MONbR 2 557 . B A ISEOOR B AN o % ST 2 e S AT B 2
LXSRT -

2.4 A B RAE PR
TRYE R BN HE , FHEMEEAERE — A, WA IR AUHEN RS & FF 4 &0 N2 IIIE
FIE S BOFUEBRESE . FHSITEUA FF R 2 . AR SCAR S B — 13 DA S 5 A HE U
HRBATUE T 2 HAB TR« RPN 2 B4EAE I R S A5, 617 R AN R
BH 24 /NiEL B 7 HIF. FHHBEBIS L 8 e N B2 FHa A HE N &t PR TIE T,
JRRAEEAE A A AT . B HSIBEUE A7 FE T & ik URL 24

http://www.eCert.gov.hk

Idap://1dapl.eCert.gov.hk

o
http://www.hongkongpost.gov.hk
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3. HPHRERAEER

3.1 HIKHIE
3.1.1 HEANEREERITIER (DA BRFTIES Bl

KT HHNFERATIES (DA SERATIET (WD, HiE NI ZIEE I RIT 2%
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B 25 B LA RAZ 25 SR T 2% AT AT T ek S i 701 R e B AR AR 51 B RN R T 2 &
AT RPUH AR ZR . IR EICRAT WARIT e B M TR e B el
SRBIA L ESCPT iR 4R 51 2 BOR DL SE I N2 By CAnFR s A —HLR, U FE SRR
MR Z 53 ) AEARUEN R, “ TR R B “KYC” R 4R1% 55 6 i A
BSE

312 MATIER (A B (Bk) EFIHEEIE ALK
B B AR LRR, ORKE ERIR AW ¢ T RBIRNE T SRR S N2 i
Yo ATHRRAATIES (DA 2 (I il N2 H 7

3.1.3 BHEER LT B E IR TE

3.1.3.1 SRATIEAS CBRAT) IIHIE, 20t SR AR 25 B i B8 R 1 7 s WS B A i
b T P MRS € 2 WAL TS, F R SRR o S IE ]

3.1.3.2 SRYTIEFS CBRAT) ZHE, 2N H HE N Z SRR SR B BIHR E 2 A i S Ak
it B At A s S A5 5 2 WLAR) ALk o AT S T ) A% 5 3R A8, SRAAURR IR AT s He 7
SRR I . A BREOAT 15 B VF HE AN A HRI R R AAUR RS & 1 A i B (3 IE B
PREIA, ABFRERRICE S PHETLL, IS () BICHER R HIFH A
UEZARI AR B0y, BLRGZIRIRAUARR B 1% 0 17 I 256 B B8 3 (10 7 P WAL Pl 5
HoA A AR EE € Z WA FTIZ L S 75 Je(o) A & BB X R IBURER K & 9y,
In 2 FL G 5 A% S8 B O BN A AR L R IR A R R B IREE . A IR A PRBE 1 15 DL
&, B RHIR

3.1.3.3 S A e GBRAT) Z BN A LT SO

a) MHENESEREN, HALmFERN IEMLER £8 1 EdE e
Sy SEER, HRPERRBURERYE S 1C N 263K LS A HE N FRIE RATIE S (4R
170, FRFHEPRLAGE R AN TR B Bc B . B E Y AHRATIE S 2
Al CH& D MEFTBRIA; 5

b) ZhEHIHIE NN 2 A MG HIAEH NESL. SN, SEPERRPUCERRYE E i
NI R A S A HE N S ARATIE TS (BRAT), FFIR P RBUALAGR G A 1 15 9]
MIAZ Zy e B B/ GE S ARATUE R 2 BOM (A& D 1 32 R R 32 4
= R

¢) IRBUCKRKIAEE S IriEsdr a4, &

d) BEWSUERTHTE AONMRE CBRATZR01) CERIRIEMREE 155 %) BOLK), FRAUH TemhE s
RRERIEILR, FgamEsas B8R M u 2 fpRAT LS

e) HIH NSRRI ZINZEZ PG LRI . %G LM AR LA & &
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a5 5.

3.14 BATIEH (BR1T)

BEREP B T LT ER AR (TR B WD, mHRAEYTIES GRIT) &

WWAZE 73

a) BN TIRIEHAT RG] CEHREES 155 ) 5 16 T RS HRAT A RGRAT MU _L i eRAT
Ko

3.1.5 RIBAURR KA P

PREACR A BIRA LA L FRIEEATIES (HUH) 2 Nd:, SRR Z LR A 24
FERTEIEDS b o ARSI RAT NI I 2R 7R 2 21 2 38 4 v il B H Al R AR BT ARAT
R 2 AT SO RAZ SRR R AR ARATUE S (WD Z B AR, F4i FEAHAE DI DA
SOFIRNI L %A, Bl At (BB ZARRATIES:, FHaT UIE e vz A&
ERARATIE T (LD AT 2 B — 4RI 5 2 @l EIR (@ iDD . SREUTIESS (L
) FH VAR R AL GUE FZAE A 3B K AR T e dg 2O RPN . X
WRAE ISR HRATIE S (WMD) WFZ )R, AR B il B0 RAT B 1E 1 R AT
FEFRENEREFRIEZ G, fAERTERR E OB ZA% U S CRAT H 2 35 B
I Zy A FERATIESS (WU o X T4 R AT ARERZ AL AT 1 W 128 5 A AT 4
BURHRE AZAE S0 BRAT S HAh AT AT 2 TR S AT HE -« BUTIET (B AR S AR
AT AR AR AU 7 B0 AR AN F 2 AR 2 BRATIESS (LD .

MFHATIES GRAT), BR T HRIRBUCR ST IZIE SR AT RIS BRATIE S RAT) 4, ik
RREA — MZAUEBACBRAT IR BURAL A B IZSFRATIE S RAT) R I3 % e
B BEMZEFHRATIER GRAT.

3.1.6 XA K

P BATIE B SO AT E 2 05 BIL A4 (RS a)#80, RIZESILANA
T SCAARR HLi%a5 P SCA AR R AZAIE AL R AT (E R I SR ke 7 A B AR, FERE i A PR FEfihan
BB AT, R EAAEF AR, 5F CAMRMHER L A IE SR AT IR« TR
B ORER, OSTEATIZ S

3.1.7 BRI R R B AR
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3.1.8 IEBIFA T NERDRLZ T 1%
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3.1.9.2 #XPARHMARORSE T ZBATIE (RAT) 2 &IC N, BBIEECE KECTRATIE
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Bl (FFHREEREE 155 ) RATHIA BT B ARG . BOESICRAT X 3R IBURTE I
RN (AR BRAGHEATIZSE LN . 5 IR SER ISR ARAT RIAFAE, AR
BOTARAEAAEN S 4.3.1 2 MI5K CEIN B AU IE 15 ) 20 IR i i BRI i 4 I A
AT KIS o
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3.2 IEFEH

3.2.1 BITIESH (A RATIET (WlHD 2:4
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F N BEUTIER (W) Sl HTE . iR NVH SR, RS G HRAT RE
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A2 oy 2 B ERR (& DD o R SR RAT RARYE 25 7 KUK, Frsle (AT “ 1 AR
e ” ®tz, ARIZEFZESRIIRASHES. ZEEWHFZLUADPEZREANZ L
AT, P LARI I 5 DA s I B e RN 22 B4 JE AT
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B AUREN e . HIE SR BTG RT3 A2 SE IS SR AT S 40 b g S HiE 2 &
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3.2.3 BERITIETS 2 A 200

s M BOR A AbA7 B Th AT T A L B A N M AP SR, R
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4. BEEXK

4.1 BATIER (M) BBRATIES W)
BrRprml AR AN, AR A1 FTAEUEER THATIES (DA REATIER (WD B HTE
AR

4.1.1 iEHHIF

4111 FAHEN CERPIFEEND FIFHRITIET CPAD SEATIETS (B GEIEILER
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WER R, FEZEATIES (DA BURITUES (WD BIEIC AR WHiEA
NAL, W R 3.1.5 885 321 % GRIERHOLE) EORZ BAEUEIZ i Hiig AR
Ao ZUEBACHATREARR BT A SE il IR AR B N [ B A IS B A2 T

4112 —ZAZIESFICHRATIEZRATIE R HE, s AN R SIS ICRAT R R E 2
ANBERE CATRITE AN NN S At A IE B IC AR AT IR I SRR b 45 BB MR, FFAUR A
HN A B S HE, 8 R S0 RAT A I BRSO Sk s 4 R 2l sk, i
T B LR S ARAT IR S K 7 sUAE B R SURATIE S (W3 FRF D o ARYE N iR % 4.1.1.3
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ANZ B sHiE GRATIES CHLED IRBUH 1 S B B0 CE R EE BL 2] 2 1
B RELTARYEE 4.3.2.3 2 FIEREHN X BN S 2258 (R R AR AR B AL
AP, BRI EICRAT IR B BB MR B DR, A HE I NIk 4 AR P A4 S ) L SE
VeSS 5E B, R AR SR ARAT A AR A 70 B DA R B HE NI B 2 5 20 73 PR AR O SE AN /8
%o HARTPRIARAL, AR AL HRAT 58T A A 0 R 22 I8 LI R (20 4 22 HE s RS 1255 B
M2k, RS ICHRAT R R B RE A AF & A0 AR IZIE SR RAT 2 RE . 5 ikis
FRAZEE 73 P LA, A SOk B SO AZ I 1L AT L RATUE T 2 BOM . FE AN R 2% 1) 5
40 FAERIKIZ LY, BB HRER NG O F kL, R A S AT T RE— 2P A%
SE, E B ISEUCRARYE H I RS2 TR
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CE B
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IR

412 RHIEH

4121 RIEEEDAZSMEERNIER, RIESICRIT i 8 a =B AERIEN, T
R TCHRAT AL F P AR BEE A 22 AL ZH M0 22 2 (YA 7 A R 5 R N AR R N 0 AL AT 2
PRE o AZUEECHRAT T DT A R AL N RS AN L 2L

4,122 HAEBICHATIET & A EBAER B EANEZIEFICRIT AT N — BT R RS
NIREE e A A TR R 2 RAE B R (Certificate Signing Request, CSR), K2k
UEPE SR BAZUESIC AT G 6 A EMAT I — D AbH,

4,123 B IAZEDE— 0T AR NS S A XML Interface File), & XAHFEET
AN TR, S AN E W APE st BT &8 A Z AN RIE R E R, aTy-
JEFRRIE T FEH S 1 A 48 B S IS o

4124 —BEMZIEZBCHRAT V)G G 7o BB AR 2K, A i WRECR I8 A & 1
ON T B RO A AIE 15 28 44 17 SR 2R b R B30 6 2 SR A SEAZAUE 65 10 HRAT 7 A 2 AR AL N 3
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BB AT SRR I BERAZA 2RI TS
SARZIES T %A

“ECXTERDRL” RIS MRERD RS, AN AR EARSR A TT R A, T
N TT R AT AL S AN N B L Pl P A 2 B 23

“TRRARNE P P 311 AHE LS L
“HPI” AETULPIN 553 % CLTLHHB).
“UR” RN LI LA
“EWITEK” R EWUBC U FIE 08 ¥ CIEUCERGD FrHEEKL S L.
“Fo NEFRBAL” JHIUA SRRk R A 2 2 A
“AFFERRL” HRRA L P K B 2 B L
“IATHER” 4:
(o) ARAEFL TR A 20 H kT 2T

(b) HRHRE T3 5 26 B 55 22 2 INTT A8 . S s 2 B B
() HTALHZFBIER 34 K PNAZAEN IR T A H R WO AATIE B Z AE .

COTTAENLR” $RIRGE -T2 5 56 BIEE 21 ZNTT ZAZUENL R B 152 5 56 B 34 2%
RAZUEHL R o

R FRAEARES Bl s AT S 2 Rk, IR E A AR i T B AR
FATRE B AL SR 2 Bk

“BAEBILRAT” FRRTHUTIES GRAT) I, B E ol BT .

FZAEAE ML #E T > 53
F I MBURTTIE T Co Hongkong Foste-Cert
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W THUTIES (A SRFAUTIES (WL DLEZSHUTIES 2 i AT A, 1
U B AU, S MBI S ST VD 2 S R - 2 A
7.

“EYERAT” 155 9.7 XM M AHEILE T 2 SR A

“EEAL” A ARERATIER TS 2 B2 AL, HIZ A LAY 5 9.64 %
e 2 I RIIE

“ANRM” R N RITE 2 551t
“REFFRE” AR IR AR FH R ZRIE S DL A SR FA R BTR Z BER R S

“%7 K “BF7 DR EESUKIAND B ST BCR N ARMRT S, BUZ A ECR
M Z AR 5L BT o

“BIRASHERIL” IREBIEBRG AN — ML ASH R

“rrgkE” §8 AR JRIE T "Hongkong Post Root CA 2"ATZ & B HR ZkAZAENLSIESS, FHH T
25 92 25 HEHR BOA T E 5

AV =K =R EIDNE
(a) TEIEIEP 44 BRI SR A e BN 5
(b) XL
© MFHRATIES RAT), f8f5f SIZIEBH AT E MR N Z RN AR N
() XTHRATIER (DA Bl (WD, CARPUZIEE ICRAT A 5IZE B AT %
R R AT N 22 AL RS L o

TE: SAMEN IR L Z R NERSRAR R Z “RiT 7 TRAMERR N 222 T, LA IE
o 42 BRI 2 N5 REfE AL N S L

“BRRANB” ERATIET (DD 7 (B BT, faEBIBUNE —IEBZ Fid A
Z IR, A dE 7B AC NSRRI A LA AHEN o AEARATIER GIRAT) ZHBOLT,
FRZSFE B ST 5 &M B M B, e BLFE 7 B E NS 5% A DL A v
IR

“RIMRR” RS LT IrA KA BAE AR
() BASHMZ e, TREZNR AR HE;
(b) ATAVERIATSEVEIR B 7 & BOKAE,  H AT DR & B 8] A PRUE IR 2 2 VR
() FHMES 5EATHE IR K
(d) WAIE N2 w4 JH

“RE” MG RE L AT

BZATARAAE N - 54
WM BURTTIE TS Ca Hongkong Poste-Cert
20264F10H 1 H S 0T
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FERE R

2. FEAMENR, BRARRTESCHA PR, AU LR 2 RN .

2.1, FRIOCIEA R BOCTE A 2K 2 N N R N 5 R S TR B Ok
BRI AR Z B BT BEER AR, H RO AR %55 2% 3 i
o B 8 1

2.2, WESI Az B8 AR BN, IR WG T RS Fra . 18]
B YN AFEEAANAN Dl AFRBCRE A TR 2S5k CRg2 i
SLEGR R TR T A R SLARST )

23, FRAKZAENUAE T2 2 HE, W1 AE N 2 fE R A 52005

24, ISR
(a) CUFEFTA I T2 30 A B SFNESE SR DA
(b) CUFEAB P LB 7 G 2%

2.5, K RZUEELEAT” B CBIEN B CHRTENY B iR N7 B ORI B
MALFELZTENZ EHHERISZ RN A B AN B AR AR I N A IR AR 2
N

2.6, PRI CHFUBHBE B, NAREEHAE A UMY SZ b FTA Ak R N BE AT AT
FEMZ NEGIRENFIZN . ARIZEN & B AEA ISR P o S ks

2.7, WREARAENZ 5530, MR ERT, BRAFRI S AL, RIABAHEN 2 2530, MR B
B A2

2.8, HRELK CYEREET. VER BN AR BAER B IR RA . AL,
Wl MESIES A AUARTE R LB AT AR B vk DA R i~ 2 A

2.9, —RHHIEAN I ] B A R A

2.10. LA HECE A R AR RN TR AT H

211, AR —T7 e B0 T B LSS A AR A X 55 AT R VF B 0T A IR 2 AT N B A
T ULB AL o ATART— 77 B B 0 2 AR S 55 LRk R A LSRR 26 AT Bl i
Z 8k s

212, ARFJEG . #VFRT AL ARBEEAL AR ZUERICRAT . HIEA . B ANEBUKIAR
ZARFIMEN &L BRBE NMEARE R ZEN AR EY). A
AMEN;

2.13.  NETIHFE AR, NREEAE TIREAZ &5

214, “EFE” X—IE AR D IR MRS E N R R B AR E AR T

FZAEAE b ) o 55

F I MBURTTIE T Co Hongkong Foste-Cert
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2.15.  TAE B R I 2 SRAE AR U TR e B 51 HAt e SR, 1A RN BRI
FUREAR A% HAE TS b2 AR DL R 5 2 i T AR 2 RT3

2,16, FA AT BT BRI R, . B EECE DIl N T2
VB BRI R A, A4 DA Al o] DA A 25 2 2 2 I Bl B I

2.17. T FERE “T7 AR EFBIEE S ETT;

218, AUENZARAT N A ERASHE A TR 40155 8 TR AR 3 Bl 0 T i
HRBUIAL S FTAE BCEARATAU ) AT B T AR 2 JBAT -

FZAEAE ML AE ] Ko 56
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Fix B -B R BURITIE %X

AP SR VEIR P 4K UE S Hongkong Post e-Cert CA 2 - 15 MR A HE NS 2 BATIE 2 K% X

A, BWFER DN R
E TR EETES
RSB (Standardfield)
KR A (Version) X.509V3
K% (Serial number) (HEFBIE AL X E]
B EH A RF (Signature sha256RSA
Algorithm ID)
RAITHE LR (Issuer cn=Hongkong Post e-Cert CA 2 - 15,
Name) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
AR (Validity period) | AE-TF Mot [[HEBINE RS W E 1 UTC IA]]
before)
FIBRF Not |[HFHEHBERA W E R UTC WA
after)

FELFK (Subject name)

en=[ I N TFHIZAEBICRAT EIL 2 B FR] (i D
e=[ LT HEFEHbtE] oty

ou=[EILASZFERT] M3

o=Hongkong Post Bank-Cert (XXX- Personal) (B 4>
c=HK

FAEAFEILALE (Subject public key

IR A] (Algorithm ID): RSA

identifier)

info) AFFFERLRL (Public key): FERSRLIK Ny 2048-bit
RHENRAIAFR Issuer unique identifier) | f#
Bt NRBIZFR (Subject unique AAd

FrvESEiRfE AL (Standard extension) (PR 5)

PLRERLRANEHR | KT cn=Hongkong Post Root CA 2,
(Authority key identifier) [(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
75 (Serial [N ERATE A IRN]
number)
AL RE K% FH (Key ANuHEYy, By E
usage)
(HFBA “XRE” FBD
UEFBBUE (Certificate [IEFEGE:
policy) Policy Identifier = [#44 IR AR (i 6)
[1,1]Policy Qualifier ID =CPS
Qualifier= [{EVHEN] URL]
[2JUF PS5
Policy Identifier = [1.3.6.1.4.1.16030.1.4] (k7
[2,1]1Policy Qualifier ID=CPS
Qualifier=[fEML#EN] URL]
FZUEAE ML AE T -
Fr M EARTAE TS Co Hongkong Foste-Cert

20264F 10 H 1 H
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TR FBRARK
EHHA LI Subject  |1st DNS e (BAESIEITE THIEAZ S5 ahes
Alternative name)
2nd DNS WCNRATSHER] i 9
Ist Directory  [cn="10 A B TAZIE B0 8RAT 2 FXCH AR (e 100
Name
fc822 GEPEA NHBETFHRF L] (o
BATE H A A FRssuer FAd
Alternative name)
FARH] (Basic iR S XIN
constraints) (Subject type)
BERKERS T
(Path
lengthconst
FEA DR {5 A
(Extended key usage)
IERREEES KRR IR AR = [EPBRUESTE 550 K AU URL] GfE 1D
(CRL distribution point)
Netscape FEfHB (Netscape extension) CPE 5)
Netscape IEFHEHE! (Netscape cert type)  [SSL client,S/MIME
Netscape SSL AR 284 #% (Netscape SSL | A f#
Serve rname)
Netscape #¥E (Netscape comment) A A
M -
1. HiE NS TRZIESILBIT 2 2, - #IKk CRE) + 4 (i CHAN Tai Man David)»
2. FRE NPT e r B IR FE b v el ae T (e s IR AE s, BB .
3. B ANE2FERT: 10 8T
4. XXX AR B HicE 2 e S e ARAT B FR
5. Br il B AN, BT bR UERE (7 BE . Netscape ZEMH BN “dESREE”  (Non-Critical)
6. A B VLG ARHE N IR RS (Object Identifier, OID)o KT AUEMI I LEFANG, &S5 AHEN
11 %
7. FRH—IEH1FA Adobe Approved Trust List (AATL) Z ZR MRS B LA S EAT BN .
8 AT RATZ FEN S0 50 (id_number) 4 DUXSE 502 2= 800 (cert_id hash) T& = #E 617 TiE
PBH, HoL&PiEANZRNEILEE,
cert_id_hash=SHA-256(RS Astivecersuz256 (id_number))
SHA-256 N BN RSA W %53 o 81
9. it SR EICHRIT 2 e e, BAEEICHRITE T BT HUCNRITS E 2 A
10. R FIENBAENAE —H LR, AZIEBICARAT MoK P ST A R IR LA A MR . AER I 2 L AR
B, A% EALERAT RCR A E PramiddrfE ISO/EC10646. WIRIREEFSCATRNT, %AW 7 T =
B
11, VEBREE R K S URL A http://erll.eCert.gov.hk/erl/eCertCA2-15CRL1_<xxxxx>.crl, WA 4kiE 45
“Hongkong Post e-Cert CA 2 - 15”7 FrR AT “4rE1GE BREEE R 7. <o — B HZIERSG 7 E
MaMHF/ 8. (g 2009 48 7 H 1| HZiAKHEWIEBHMEER > K S URL A
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl)o s MBEUAZIE & 877 4 — AN o | IE
PREETE RS 1S . R IR MBS, HAS BB A0 T AOUE TS5 .9 & = URL
bR R P R S
FZAEAE b ) )
F I MBURTTIE T Co Hongkong Foste-Cert
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B. RAFIET (W) EFHEK

F LR [FBAZE
P B (Standard field)
WR A (Version) X.500V3

K5 (Serial number)

[Eh A R BB AT AZUEN LR R G B

%2 5 AR5 (Signature sha2S6RSA
Algorithm ID)
RATHE B FRIssuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
B (Validityperiod) |[REF@Mot |[HEHEIIBIRS X E K UTC K]
before)
FIBRF(Not [HFE G RSB E R UTC ITE)
after)

E&KLZFR (Subjectname)

en=[FAUH P EZAESICHRIT B IC 2 4] (i D
e=[HFHBFHhEE] o 2

ou=[BILASFERT] (W3

ou=[{ZUE B ICARAT 4 T 2 Bd NI SR FR] (i 0
ou=[F I AW AFR] (ot 5

ou=[F i AW 73 17/E8 11 44 FR)

o=Hongkong Post Bank-Cert (XXX-Corporate) (FiF 6>

c=HK

info)

EERAFFEIGRTRL (Subject public key

HxURA) (AlgorithmID): RSA
ANTFEIGR (Publickey): ZFRY ALK 2N 2048-bit

RHENRHIAFR Issuer unique identifier)

ARAEH

identifier)

BC NRBIZFR (Subject unique

ARAEH

FREZEHAE AL (Standard extension) (PR 7)

PRFELERRHEHR | RITE cn=Hongkong Post Root CA 2,
(Authority key identifier) |(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
5 (Serial [N AR 3REN
number)
XA RE K% FH (Key R4, Y E
usage)
(BN “R@” ZBD
UEFBBUE (Certificate [IEFEGE:
policy) Policy Identifier = [ IR AIAS] (ot 8
[1,1]Policy Qualifier ID =CPS
Qualifier=[{EMk#EM URL]
[2]FHBUK
Policy Identifier = [1.3.6.1.4.1.16030.1.4] CFE 9>
[2,1]Policy Qualifier ID=CPS
Qualifier=[fEML#EN URL]
EAHEAMAZFR(Subject  |1st DNS % BAESICRITE T HIEAZ 56 51 (i 10)
Alternative name)
FZAEAE ML #E T =
Fr M EARTAE TS Co Hongkong Foste-Cert

20264F 10 H 1 H
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TEAR TBRAK

2nd DNS (SCRERATZHE ] (it 1D
Ist Directory  [cn=FALH P FAZIE &0 HRAT 2 A (it 12)
Name ou=Fit AR L 2 Hxk
ou=TZAL R o3 AT 1R 1T H ST AR
fc822 (B P 2 B IR AR MR cr 2
RITEH AL FR ssuer KA H
Alternative name)
FA R #1 (Basic EREER B &SR
constraints) (Subject type)
BRKERS (1
(Path length
constraints)
FiE A 2550 R B {5 AL
(Extended keyusage)
U BHSE RS R A YR IARR = [E RS 2 & 5 URL] (W 13)
(CRL distribution point)

Netscape ZEMHF#AI (Netscape extension) (HHE 7)

Netscape HFF54E% SSL client, SIMIME
(Netscape cert type)
Netscape SSL 1Ak 24 #% A H
(Netscape SSL
Server name)
Netscape #&7F (Netscape AAd
comment)
FiE -
1. WRHPEBETRIESICRITZ A, thin- K CRE) + 4 (i CHAN Tai Man David)-
2. BAUHP PR AR E AR Rl A TR T (A H AR AR sk, RS SR )
3. FieA2FEgT: 10 MET
4, REfE R I R BB N R 2 B 2 BAd NH LU AR .
5. XNTNUEFXARZBATIEREIC AL, SR Rath e s, b xiambsa s 7wt B n

CRAHEIEE 3.1.6 55D

6. XXX AMFEE hicE 2B ICARIT LR
7. BREEBIFE AN, FTAARAE AL & Netscape SE{H 7B “AECEE” (Non-Critical) ZE{H 7 Bt

8. ATFBCAIEAUEN KR SIS (Object Identifier,0ID). J<TAUEN FIM R SIES, 1555k AHAEN
1%

9.  FARFEAAFERRHE AATL ZERIMGRBIL B EERTEA.

10.  WITRITZIRBA P 54051 (id_number) B LLiZZ S0 2 245008 Ccert_id hash) JER M iE77 1L
PN, FESLRBUH P ZHNEE A E,

cert_id_hash=SHA-256(RS Avsvackerstu2ss (id_number))
SHA-256 F— 7= 3% MBI RSA W25 s

11. & 5AES RT3 %H, LS ILmITS T 2 BB T UV RIT S E 2 /.

12 WERBAH PR SCARA/BCE L NG — R LR FR, AR B ILRAT R o 302 R (i 45 A s 1S
Bl TERRANZE LIRS, ZEBI0 MR T MR E BRgmidAniE ISOMEC10646. 1SR4t SC 7RI, 1%
SRR 5 R R T BUR A 2 AR — R A T b B

13.  EFHEESE R R s URL A http//erlL.eCert.gov.hk/erl/eCertCA2-15CRL2.crl, A 4EIESS “Hongkong
Post e-Cert CA 2 - 15”7 BrRHH “ %1 :0E BRUEE R 7. 8k 2019 4 7 A 1 B Z 80Kk H FE B RuEE
B9 m URL A http://erl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) o

AZAEAE 7 )

. U o9 60
A IS BURATIE 15 & Hongkong Poste~-Cert
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

C. AT GRAT) EHRR

ETR S | [FBAZE
P B (Standard field)
hR A (Version) X.500V3

5 (Serial number)

[FH A HEHBEOA AT AZUEN LR RSB E )

%2 5 AR5 (Signature sha2S6RSA
Algorithm ID)
RATHE B FRIssuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
AR (Validityperiod) [RE-FNot  |[FHEUEMSER S E 1 UTC B[]
before)
RNBTWNot |[HEFHISBRS W E M UTC W &)
after)

E&KLZFR (Subjectname)

en=[FAUANLZ ZFR] (ki D
e=[FLFHRAR M IE] (i 2
ou=[FILANZFERT] (D
ou=[BRN+CI/CR+FEAth] cph 4>

ou=[#RAT A IR] (5

ou=[FRAT /1T ARI 1K)

o=Hongkong Post Bank-Cert (XXX-Bank) (ki 6)
c=HK

info)

FAEAFELAYE (Subject public key

HUiRA (Algorithm ID): RSA
NHFEZEL R (Public key): ZEMSREK A 2048-bit

RHENRHIAFR Issuer unique identifier)

ARAEH

identifier)

BC NRBIZFR (Subject unique

ARAEH

PRUESEMFREAL (Standard extension) ik 7

)

PRFELERRHEHR | RITE cn=Hongkong Post Root CA 2,
(Authority key identifier) |(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
F#'5 (Serial [ R H A AR SR
number)
FHLRLKIE A (Key AR, LR
usage)
(BN “R@” ZBD
UEFBR (Certificate (IR :
policy) Policy Identifier = [ IR AIAS] (ot 8
[1,1]Policy Qualifier ID =CPS
Qualifier=[{EMk#EM URL]
[21UE P 3K
Policy Identifier = [1.3.6.1.4.1.16030.1.4] CHftiE 9>
[2,171Policy Qualifier ID=CPS
Qualifier=[{EMk#EM URL]
FaHEALLFR(Subject  |DNS F A
Alternative name)
FZAEAE ML #E T -
BB B C Hongkong Poste-Cert

20264F 10 H 1 H
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ELEZFS EETCE-
Ist Directory  |cn=BLELALZ I SCATR G 100
Name ou=ARAT Z LK
ou=ARAT AT AT T ST A
fc822 (BT 2 BT IRAR HbE] Cotg 2
BATH H AL R Issuer A
Alternative name)
F AR #1 (Basic EREER B &SR
constraints) (Subject type)
BRKERS (1
(Path length
constraint)
FiE A 2550 R B {5 AL
(Extended keyusage)
EBEHEBERI RS YR BT = QIEUEIE 4 K a5 URL] (HbE 1D
(CRL distribution point)

Netscape ZEfHfMAL (Netscape extension) (B 7)

Netscape IEHIEA! (Netscape cert type) |SSL client, S'MIME

Netscape SSL fAI IR 224 #% (Netscape SSL |4 f#

Server name)
Netscape &¥vE (Netscape comment) AAd
ipac
1. HAEBCRIT ZRBUAAL 2 AR, WRSE AN, AL AL B0 8R1T
2. RRUFBCARAT Z R TR AE I R AE HO R N R T (AN TR AE Hh L, ARG SR )
3. BiA2ERS: 10 VEF
4, FMEICIER S (Business Registration Certificate Number, BRND —4H 16 frEu /78 [W %A BRN,

AR S N 0], AR BICIE (Certificate of Incorporation, CID /ZICHE (Certificate of Registration, CR): —
H 8 iE Rk (W CUCR AT 8 Ariy, DL OJAS Tltisih. WA CI/CR 1, &HIHESE 0].
HAth: ASEI 30 AL/ 6 (and, BaO.

5. WNTANAEHR XL ZBATIERBICANAL, SRR SCaRRE, B CamBsasmtsBin (L
AUENEE 3.1.6 250

6. XXX NHEFE B Hid# 2 AZUE S RAT AR

7. BRERRIFE AL, BTE AR ZE (AR AL Netscape JEH BN “dERE#” (Non-Critical) ZEfH 7Bt .

8.  ATFEDEFEAUEN YIRS (Object Identifier,OID). T AN AR AED, ES 1 AHENZE
1.1%.

9.  RREAEBFE AATL ZERMYMFRAEEL U ETEARATRN.

10, FBCRAFERAT 2 SCAFR IR S0 4RAT BAT Yo R A 1R, Wi ptss, A0R A E xR dn i br i
ISO/MIEC10646-

1. iEBHEEERS KA URL N http:/erll.eCert.gov.hk/erl/eCertCA2-15CRL2.crl, B A ZEIE+H “Hongkong
Post e-Cert CA 2 - 15”7 BRI “I=0EBHEEEHE R 7. O 2019 47 A 1 HZ A1 & H IR HgHEIE 5
4 & 8 URL A http://erl L.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)»

FZAEAE ML #E T > 62

B PN ECERATIE TS Ce Hongkong Foste-Cert
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

B3R C -FF W AIRBUIE 8415 B (CRLYAS AT & HE IR B B T L (ARL)FE

AP C VA I HHZRIES “Hongkong Post e-Cert CA 2 - 157 Bt & H FOAIE 0 76 # 1 5
Bz 22 f1E, PRz R Hoagk

A S R R R = IR BT S AT R IR FE 4 s . CRRI T 9 &3S 18] 09:154 14:15 &
19:00 CRIA%ARJEIE-FIF [GMT B UTC] BIE] 01:15+ 06:15 A2 11:000); UEFS RIS B8 A 1R
I8 AAZ AT b R DU T 32 I % 6 BRI PR ERA TR A5 R B

a)  “OFIREHRMHETER” Partitioned CRL) 5 7> 4L T I 7 8 B0 C AU IE F 1 5%
e AAATLAT Rk s (URLs) SREUCEES 70 B AE P s

i. BATIER (D AD:
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl
HH4KIE+ “Hongkong Post e-Cert CA 2 - 157 Frk i, HA <xxxxx> B S
MNP T E . Gk 2019 4 7 H 1 HZHK H RS RIS 50 K S
URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_ <xxxxx>.crl)o

ii. BATUED (WA DUARHATIES CRAT):
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl
I ZKIET “Hongkong Post e-Cert CA 2 - 15” Frkit. (8t 201947 H 1 HZ
ok B O uE B OBO® OB % 4 K R URL A
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) -

b) “EBAREPREANER” @ull CRL) & A B 44iET “Hongkong Post e-Cert CA 2 -
157 Fik BEFTA 8BS CRUSIE B ER. AAF T LU URL 3REC “#14k
UE P S

http://crl1.eCert.gov.hk/crl/eCertCA2-15CRL1.crl B%,
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA2 - 15 CRL1, o=Hongkong
Post, c=HK))

IRWE BREETE RA S N M CREE B RORL, AR TE B CUE BT
B4y R 7 (CRL distribution point) A=467 P B BALIE(URL) SR B 2 FOE P30 T8 5.

EIE O, BBIESTEHNEE, RYCEscH e B EEsE R Am. EREET
DR T5 BERIEOU R 5 A S MRS ] A AR S 88 2801 70 B 5 3R S B 3 B 1 B R S A A R
J¥. BB E SR FTELAMEFEHEMAEL T, T & 40BN T
http://www.eCert.gov.hk A7 #b 78 k5 HUESIH 5. o

B A 4kiE$ “Hongkong Post e-Cert CA 2 - 157 RIEASHEN & H 173 31 2 K BARE B E 3
-

FrfEF B (Standard field) |[FFEB SEINIEREE | BISIERESEE |&E
(Sub-field) BFERZERAR |[BEFEBRARE
JRAS (Version) v2 IR B AE P I I A
ATy X.509 5 /i
268 H AR A (Signature sha2S6RSA B AL Y DA IR 54T
Algorithm ID) BT B BT IR RS
LN (R o 63
F I MBURTTIE T Co Hongkong Foste-Cert
206810 H 1 H 8 R
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
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