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1) FEE (FE ) B
W e78 WECTH
/AR () B F 18 * Y
%‘* FE ()
FEYER (Standard field)
454 (Version) X.509 V3
H.B (Serial number) [F Fliﬁﬁﬁﬁf ﬁr%fﬁ]
FHET=VBHI (Signature shalRSA
algorithm ID)
5% =¥ (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
3584 (Validity period) |1 (Not [leFﬁ?%F,éB??F%@l'EIUUTC 1]
before)
—1‘1%7" (Not [E Fliﬁﬁﬁﬂ?{; IJUTC Eﬁf
after)
= & €78 (Subject name) cn= [F“?%F Sy s E1l (D) cn= [F“?%F Vi EEE Eil (D)
e—[?*4 ﬁﬁrp“’ﬁﬁ] (FifE2) e-[?*4 ﬁﬁrp“’ﬁﬁ] (FifE2)
ou= [{5{ Sel A3 s’f] (JifF3) ou= [{5{ Sel A3 s’f] (Jif3)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) ()
c=HK

= F S BIRTRRERYR] (Subject public key | £1= ]l (Algorithm ID) * RSA
info) 22 BHARRS (Public key) © RIS = £51024-bit

B A B €78 (ssuer unique identifier) | "]

FiF* * Ml €78 (Subject unique Ll
identifier)
RYESHWE (Standard extension) (fif55)

BRERSEBH €% |BH* (Issuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
HuBB (Serial  [[fA2 L0 ~ &V
number)
HRRFYRE] (Key TR B R
usage)
CIFHES” RRSE" )
PP (Certificate Policyldentifier = (41 HIfE] (s )
policy) PolicyQualifierID = CPS
Qualifier = [#} 7 (= ¥E[JFYURL)
= FEEJIEI f Ebﬁﬂ (Subject |DNS [—hA L‘F, I~ J%EF J/[;}—ﬂgj 5] ugﬁ—ﬁgw)
alternative name)
rfc822 [REFHF] ) * F 2pssa] i)
5 HEH 9 €7 (Issuer R
alternative name)
i Il (Basic = sz [ER S
constraints) (Subject type)
B l+i’1’$l‘5ﬁﬁjﬂ =
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1 Hlﬁ% aRES ?ﬁfﬁ?“: b ffﬁ?“‘ SR (CNED) + f) (19 CHAN Tai Man David )

2 H'ﬁ% ~ AR T ST (U e ST ﬁﬁ“ﬁﬂﬁ’ﬁ?’ﬂ‘)

3. ﬁfﬁ' ~ %j%‘w*r’}%’%— 10 A0 Bip

4. “e-Cert (Personal/Minon)” 73 15 * FEEELGETH I A 4 18 o8 (BLAAIRE TR REIBY 3112 15
5 B??IE%F’/T?EF'EJ » BT RS IR Netscape S #5985 2 ﬁﬁ%%@ (Non-Critical) = -

6

A1 G AR TP IE (Object dentifier, OID) - Féfaif??ti‘iEJlJB@#’ﬂfﬁWIJﬁ% ’ ﬁ%?f%rkﬁi%ﬁﬁﬁr
INRE

i '@? ) TR BT U0 0 hiid_number R ] PRSI O RIS A
FE=PIN(T) cert_hkid_hash #3-)i » & ag?{ :

cert_hkid_hash = SHA-1 ( RSApvaeey, w1 ( hkid_number ) )
SHA-I¥%~ 5 FrHeii) RSAR K8 A s

7 PETRABISIOSEPHE | > hikid_number Pl 7 75 WSS | S EIHER W 0 207 RO ) RS
(S SHA-1 ( RS Ao ( kid_mumber )) > FFSHEITH * G074 P I A S -

%ﬁ{ g 173 3 RFURL 3 http://erl1.hongkongpost.gov.hk/erl/eCertCAICRLI_<xxxxx>.crl, # Fl T <xxxxx> b 757 #
Sl fi}ﬁ 5 G 5 RO Iy o 2@ iy © o HIS I M - =1 p ﬁ%ﬁig?&g’ﬁi?ﬁ
U %ﬁ"‘# i

RV (i S BRI B R R ) A I )

“ﬁ?ﬁ?ﬂﬁ’?ﬁi'%?i i ¢l
007 £ 5F] 4 [1

E]

46

. 8lLlongkongPoste-cert
(RIS : 1.3.6.1.4.1.16030.1.1.12 EEBHTT IS




2) FEE (19191%) FE=

R £ L-EIRFS
TEYEH (Standard field)

454 (Version) X.509 V3

H-87 (Serial number) [T VB 2l
EEETVBH (Signature shalRSA
algorithm ID)
3% =¥ (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
¥ %59 (Validity period) |15 Mot [[{1 621 B0 TC FIA]
before)
TS (Not [Hlﬁiﬁ,ﬂf*?& [FIUTC 5 f)
after)

= # £ (Subject name)

cn=[#EA# 7| M1l ] (gD

e—[?“—* SR ()

ou=[§ rﬂ" M B (PR3
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W o i |

ou=[FT R * 49 €] Ciniges)

ou=[} {jﬁl L*ﬁ“‘ﬂ?m W/%BF'F 1%d)

o:Hongkong Post e-Cert (Organisational)

T
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c=HK
= 7 BHASEE TR (Subject public key | f1 Al (Algorithm ID) © RSA
info) 22 BHARRS (Public key) © RIS = £51024-bit
B A B €78 (ssuer unique identifier) | ffli "]
FE - Wl €78 (Subject unique ENEl

identifier)

BT (Standard extension) (fif=6)

Wﬁﬁﬂ‘fﬁﬁ@ﬂﬂﬂ 7 |#HY*~ (Issuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

HuBB (Serial  [[fAE L0 ~ &V

number)
R E] ey T AR BfEae G T
usage)

(P B )
PP (Certificate PolicyIdentifier =[{ #HIHE] Clisge 7)
policy) PolicyQualifierID = CPS
Qualifier = [F} 7 (= ¥E[JFYURL)

= JIE P £/78 (Subject  [DNS N
alternative name)

rfc822 [REFHF] ) * F 2pssa] )
5 HEH 9 €7 (Issuer R
alternative name)
35 ) (Basic SERE R
constraints) (Subject type)

CEETIEETIE

(Path length
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R F e
(Extended key usage)
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e e WL IH

R TR T BRI Nﬁgﬁl B = [ a7 RTURLL (it

C

distribution point)

Netscape J= {1 (Netscape extension) (fifz:6)

Netscape & 5] (Netscape cert type)  |SSL client, SIMIME

Netscape SSLffilfF;# 78 (Netscape SSL | ffl1 ']

server name)

Netscape ﬁFJrT,;‘E (Netscape comment) N

FI'TF:EZ

JORE 71 S L < I?Ff‘*“ %“'JWF‘* e (NED) + 8 (T CHAN Tai Man David)

2. R lF’ﬁfQﬂ“fﬂ” FFpEad (e i 2l Hﬁ“ﬁﬂ—jﬁ”ﬂ“

3. {Jf:'c' Y3 frT}EFF 10 g

4 F:ﬁffgf”%f 19" if;%'* *il {16 '*Eﬂ T (1L g 8 rj,%%r&igﬂ RS [vﬂ;ﬁ%fiézﬁg A0
?‘E’ﬁqﬁ'i'fﬁf‘%ﬁ( “0” ﬁ‘ HF, Ft'aajn W AR Y 8 BB [ i? 2 {Fﬁﬁy i
PR AR = IR 07 )], i I"j ?ﬁqﬁ'* x%f 230 MBS AT o F HIJWﬂrlffl':ﬁ”g‘?Z N %Ji’
ﬁ?g'i%ib %F'J%?Hﬁ? JF' RS = % BV 707 ) > fTF'FﬁW(ﬂ?UHKP@ SN ?ﬁﬁﬁﬁ)f{ o

5. PUEIIY B BRIV ‘Eﬁﬁg'm’/%’ﬁi HEHET ﬁri“ﬁ“ﬁ (B CBUR MR B 2T 3,117 f5) -

6. [#ZELS Hﬁ:t P B AR lﬁ;ﬁ'*b Netscape J{f{ g 5 £ ‘thr JH}A% (Non-Critical) J{HHE

7o AR TR IE T R HIFS (Object Identifier, OID) « Tﬁiﬁt VR BIARE - B Y 1L
i

8.
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3) FREE () =0

W g7 | EIRF]
FEYERE (Standard field)

451 (Version) X.509 V3

H-87 (Serial number) [T VB 2l
EEETVBH (Signature shalRSA
algorithm ID)
3% =¥ (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
¥ %59 (Validity period) |15 Mot [[{1 621 B0 TC FIA]
before)
TEHS Not  |[f" F[?g‘ﬁmﬂ%&l FYUTC Eﬁf
after)

= # £ (Subject name)

b & F

cn=[FLABHT A0 E7E] (D)

e—[?“—* SR ()

ou= [{a i T (BIT“i%)

ou= [FF9§‘{TFI” ; }L?F+:tPJaaj 1 FFIEEJ? A ] (i)
ou=[FT R * 49 €] Ciniges)

ou=[} ch' S BF’F 1%d)
o—Hongkong Post e-Cert (Encipherment)

—m

c=HK
= 7 BHASEETYR] (Subject public key | f1 Al (Algorithm ID) © RSA
info) 22 BHARRS (Public key) © RIS = £51024-bit
B A B €78 (ssuer unique identifier) | ffli "]
FE - Wl €78 (Subject unique ENEl

identifier)

BT (Standard extension) (fif=6)

Wﬁﬁﬂ‘fﬁﬁ@ﬂﬂﬂ 7 |#HY*~ (Issuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

HuBB (Serial  [[fAE L0 ~ &V

number)
HIRRORIE] Key P A IR
usage)

(PSR B )
PP (Certificate Policyldentifier = [ HIfE] (s 7)
policy) PolicyQualifierID = CPS
Qualifier = [F} 7 (= ¥E[JFYURL)

= JIE P £/78 (Subject  [DNS F ]
alternative name)

rfc822 [REFHH] ) * o 2pssa] )
5 HEH 9 €7 (Issuer R
alternative name)
35 ) (Basic SHRE [
constraints) (Subject type)

CEETIEETIE

(Path length

constraints)
R F e
(Extended key usage)
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*ﬁ ¢ L ?1’
,Wﬁ?ﬂ;’?éﬁ%ﬁr néi |c| ‘{ﬁ(ﬁﬁ?ﬁ?ﬂﬁ?%’i%ﬁﬂml (i)
(CRL distribution point)

Netscape 31+ (Netscape extension) ([fifz6)

Netscape & 5] (Netscape cert type)  |SSL client, SIMIME
Netscape SSL[ﬁJ’-}F’;%E £/78 (Netscape SSL |4 {17
server name)

Netscape ﬁFJrT,;‘E (Netscape comment) (fif§:9)

This e-Cert is used ONLY (1) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (ii1) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

B SRR il
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§

|
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3. AR 10 g
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J 0 )) A l:{# ﬂrl jA l[%%l? ’Wﬁ - f“g i g /4 ”Ei/ i ;FE uJF fﬁf%’
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5. BUEPHIY EPEES P URE Y EPRTEG FLVAE - PR @ R R LSRR SRR 3117 O -

6.  BRZERS \/fﬁ:f P FE R Iﬁﬁ fib 7 Netscape éfﬂFllﬁ;ﬁ =] @ —JE‘TJ%@ (Non-Critical) #={f{H 5

T BAESTSE R EHEOPERSIE Obiect dentifier, OID) « M4 SRR i - fsBi 43 I3Y 11 % -

8. y%{ﬁ(ﬁﬁu A 113 SR URL £ hitp://erll hongkongpost.gov.hk/erl/eCertCAICRL2.crl
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4) FREF (EIRHR) 5=

W & | LRI
FEYERE (Standard field)

454 (Version) X.509 V3

H-8% (Serial number)

[ B 7 ]

I
EEETVBH (Signature shalRSA
algorithm ID)
3% =¥ (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
E[#54 (Validity period) | TRUFF (Not (/1 %?ﬁwﬁﬁfﬁijTC )
before)
&S (Not [Hlﬁfﬁ,ﬂﬁﬁfﬁfﬁfmTC )
after)

= # £ (Subject name)

en=[ ffil Ty ¥ £7#1] (gD

ou=[ i & b ERHIRIBE] ()

ou=[HF 7 R A T R AR EL ) (i)
ou=[ ¥ :_E:' IR ] ()

ou=[ {7 & B3 AT £ 78]

o=Hongkong Post e-Cert (Server)

c=HK

I

it

2 H 2 BTTRRERYR] (Subject public key

info)

FI=V80] (Algorithm ID) * RSA
2 HTHARIE (Public key) * RS "% £51024-bit

SR * S5 €778 (Issuer unique identifier)

F o]

}_ﬁ =t~ 3B €78 (Subject unique

identifier)

ENT

FEYEFH WP (Standard extension) (JitF:6)

W%ﬁiﬁﬁﬁ%ﬁ&ﬂﬂ £ |3 * (Issuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

HBf (Serial  [[fEIEL S IEV)

number)
FREEFIRT] (Key R
usage)

(FfgEs” RS AR )
%3?{17}’” ﬁ- (Certificate Policyldentifier = [$[%F el (T 6)
policy) PolicyQualifierID = CPS
Qualifier = [#fq& = ¥&[[FIVURL]

= PRI 9 £78 (Subject  |DNS F 1=
alternative name)

1c822 F ]
5 HEH ¢ €78 (Issuer N
alternative name)
3 H ] (Basic R R
constraints) (Subject type)

CEECYCTRES

(Path length

constraints)
FARERRREpYR =] F ]
(Extended key usage)
AR BEE ) ﬁ%i!r 73 3& %ﬁ?ﬁﬁ = [a%?{ s Y éﬁi%ﬁURL] (FifET)
(CRL distribution point)
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W 78 | [ P

Netscape $H1f (Netscape extension) ([fiz:6)

Netscape &3 K] (Netscape cert type)  |SSL Server

Netscape SSL {43 7% (Netscape SSL | ff"']

server name)

Netscape ﬁFJrT,;‘E (Netscape comment) N

[‘fﬁf:

1. ﬁf::'a "iﬁ‘g}‘#ﬁ I/I qF\J/ g [l :[J}‘FII qﬁ%&ﬂﬂsﬁ it ’E”ﬁﬁ(Domam Name))

2 \’?FTE' * %*51?}?’? 10 gy

3 " "??% {1’??”?’ )ﬁqﬁ'* i& 16 ”‘E‘?’J AR P L SR PR F:t'C*’is”F) | QIS F? ﬁi?ﬁ ”f@?‘?
ﬁ“ﬁ"‘i’ﬁ%ﬁﬁf VD) A TJFl f F EEF”F}EFF fart . - f“g he S H rjbﬂ*“:t{l ﬂ ; %';FEEFF
w03, P i s 9 oty R gt
IR T S %a@—jt ﬁﬁ’* “?‘m%( 0" ) TR (91 HKPO £C3 AP0 6 W T
R e F

PUE I EERS P Y £ Eﬁ%’l*ﬁ“ﬂ% »HEFET ﬁvﬂ”ﬁfﬁ[ A (LA AR =BT 3,117 %) »
=2Ep) Vfﬁ:t P o AE T P % Netscape 3{{ it 15 F “? Ef,jd% (Non-Critical) {1
AR A A SRR RIS (Object Identifier, OID) « Wf”i SERIFVP IR - % BHEY 11 [ -
EeS F | jﬁ(@ﬁj{%?f 53 3R URL £5 http://erl1.hongkongpost.gov.hk/erl/eCertCA1CRL2. crl
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FiF~.C -

FiH SIS M T CRLfS =

I’J?%EI-SLJJA\_‘ TRPIETR \TJW P %? WJ{%?H (Elﬁ?ﬁﬁf Jtﬁ,ﬁﬁﬁ.ﬁﬁ

fife&.C

109:15 ~ 14:15 ¥ 19:00 ([} gﬁ:‘

I IGMTY BT 01:15 ~ 06:15 2 11:00)) & G254 MUSf A U 1970 = YU s i

f JF u%?'{ FUEYR

2 FEEET ) (Partitioned CRL) & A, JiAe Y )lh??ﬁﬁ f

a)
gjﬁ'ﬁ’ ] %F I T 3R Fé‘ﬁ(CRL dlstnbutlon point) |

iEHT -

b) iﬁﬁﬂlﬁﬁ‘h (Full CRL) & 517 | =171 oy g = e

*r(/ @Z‘ﬁgyrlﬁﬁﬁua?&

http://crll.hongkongpost.gov.hk/crl/eCertCAICRL1.crl;ﬁ‘}
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK) -

E T
jrins

I3 3=§IFIJ[FFE P

ST
e et SRR 2 S

o3 = b R A AR

yﬁd‘

ﬁ%h Y =R 2 PR -

:tFIF fiY URL 7 Uﬁl

ﬁ UErR| o

—\E}I ljJ_/\rj
M- ;:Lﬁ [
o ol r[ ﬂ?[

SBFRT Y URL Y

> B POR R PR REE R ) (LR =BT 2.5 15

algorithm ID)

REHEMAN (Standard field) |~ AR (Sub-field) |53 #[=VFErF sfivg |l fdiE H U-FJ]%
WHREC I mer
54 (Version) v2 R G T
ot 5 xsoE s
aE RV (Signature shalRSA PP T B R

?ﬂ f J;‘Wi f J%&Wﬁ?

ST~ (Issuer name)

CN=Hongkong Post e-Cert CA 1
O=Hongkong Post

I i TR NEE LA T mgﬂﬁﬁfgj
R

C-HK
=% P17 (This update) [UTC [ 1] IF=figg. 4 miwj SRR
{E G P
“h TR P1#r (Next update) [UTC FFel] FA R R B
BRI Hﬂf[& JEEL O R
;9?) T G R Y T i
El e T‘H%&ﬂ’faa k= S|/iE 2
\_ R F |WW%?H£_JKE[¥?}V
é@ Ll I
T (Revoked IR (User [ﬁ%?; B i RN 6 J%‘F‘{j r
cert1f1ca[es) cert1f1ca[e) SRR
FEiE 1] [UTC [T R i o 1
(Revocation date)
ﬁ'f? t R g
¥R e
(CRL entry
extensions)
f(f; (Sl (Reason |[FFEIZE I IFSH[II] (B 1)

P BB €75

(Authority key identifier)

FEVEGHH M (Standard extension) (i 2)

F~ (Issuer)

CN=Hongkong Post Root CA 1
O=Hongkong Post
C=HK

lF*?ﬁ“ﬁ?EAﬁ E*H %HU” l‘p
SRR R
%F' VIS ‘F'af BIRRE -
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FEIYERAE (Standard field) | ="k (Sub-field) |55 HI=V R A | R i “-FJﬁ%t
e P e P
number)
7| PG TR (CRL [ ik g 1] Wﬁ%ﬂyjﬁﬁﬁﬁwl
number) B ﬁ/ﬁ:,j?ﬁf? T
FEEN* 57 3ER (ssuer [! JDER ﬂ‘ﬁ”ﬂﬁ?ﬂj K 7&1%5##%&5% =t f N
distribution point) y ]ﬁ’zﬁijgﬁg‘b NS Ho=T -
%(Enooded CRL
Distribution Point)]
(P s
m:‘f )
l‘l"TﬁéEi
L R RS 1 I
0="FFP 1= RN © 2= M5 TJEH“WHF‘J 3= qusz%‘El ;
4= @HHIE 5= wm%wxwmﬁ6 A AT ff g
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T%D Fﬁﬁ‘ﬁm Fﬂ —ﬂ?,

ff&#<D
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