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PR S AR A

PR fEESC AR THURRAL B A R AL (I S T2 S MBIV 158 E (PRE) /Y
FANEHEGRL -

THERF" RS A 2 RS E S ¢ TS sC MR Z L S e B3 TR S A B E T38E
(H&fE) AURLNETSRL - pl B AIE CAREZ G50 ARSI BD R AR -

TERSIEE” PR R A IR T S E FUE B AT AT E AT A BB R TP S T R

BB IR TS SRR S -

“WRrE PRI RERT R S5 TR R I AR RO B (A T DU B A R ReaZ i
e -
BE N ETEE EOOUTATASRHZLR ¢
a) LSRR R s BB 2 2 H AV S8 T2 B 2 R B R R A R E O A s L B 7y B
il E TR
b)  EkAIEE HACHR LR -
o) IEHEGHAERGICIRE
d) BERIERGLRE A FEIEE | 1
) B AZESIRIIEE -

“BRRBIESEAEA B “HERT {ERZEE R S DUE A S S IR (A 2 (RS B e 2 2B
HERSEE YEEERD N EFE EIR AT E S AR SRS (SEAMEREE) &k -
“BEY fEEEEIETI I 2 T B BULERRIR M G4 DR 2012 424 A 1 HE 01843 A 31 H
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SRR A VSR AR I B A R e B BB BULE IR < s S 28 - R VIR 2 2019 23 A 31 Hik -

I RAIEE TS ARAE RESHRE (DIEHERE > EREE) - EREEEBURERE i 8
SERSTRIZE 3.2 R RERA > MBS > BB BEBUEE S 4 R BB B SO 2 RS R 4R -

B SRALASRABIEIRTT S - f5F— RO AR -

SERSFR F5EHEUG AR S LER OIS 33 6 T A5 2 BT A S -

WEEE HE TN SR ETEE  RE BT A R A T PR
BEE - (R AR RSB BT BB 2 AR ETER S A

(o) BEIE IR FRELET A > APIEERCEE Y LA BIBR A © LUK

(b) EEAE BB » JFUR 2 B TR E AR -

GBI RS I PR E A SO -

‘BT 5 R TSR (E NSRS - SRS ELUTE: () SERRAERS s B st bk oy o
(ICANN) » (i) Bz B - 24 Gil) 8Es R0 (EfRH D SovE - s - R~ BfEE=EEEAD) -

“BTEEEERR b RERET EEFE TSI -

“ETEEMEE USB” & USB HPOECIERE > EfEFE TEEMNEGEEE - B ETSEHEE USB [ERGE
T HREEAE E http://www.eCert.gov.hk 2N °

“ETREREER 5N PINE T REEEE REE T EEE USB > NG TS E LA
2t .

“BTALH R REE I BIEIP A2  TIRZACER
() FEEERASNEASE - EER R EE RS HERARG I
(b)  REREFEENARSBEHME A -

“BTEE {5UE O DA B IP 2 F  FhE  BE R RTSE - A E TR - TR
» BH AR RS BURRE %A ik BV E T BRI

“‘BlrE fEHEERITEEBUS AREBRE LT RS - SFEERES I -
B EREER S0 BB BERETS - SIS R AR -

“ERARER TEFFE LT ATERIZ 2808 ¢
(@ mEEEH
(b) “CEREEN
© REFIFEERRCH A ER SRR Z B RN - BREF (I &AL S A DA 5 R B 5 )
@) REFITERERERCN G4 T A H A A EZ AN BHE RS AL AR Z B AR ) -

‘BN IR EE TOHN S 0 fRM A - BAEREEEZACH - SO M A R

‘MBS EEIN SRS (FRBSIRET) (55 112 25)/m 8y Btk il R iR R StV 28 wik - B R254%R
SRETRUES J5 1] FR SRV TS A PR o B AG  LE RE ST R P £

n%um-l" /AT: ‘%ﬁ%ﬁ%— , ?E
() BEZEE > NERZEEC SR EZEE NS Lo R a7 E I ARERR - BAIZA ¢ 5

(b) FrZE SR EE SR ELE S N oGn R e B ANE BRI - MRS
o AREMZEETZAEM

“MCEIEHSRL” (EIEH T ES LA - RN EER S HAER SR AR 2 AR - Tk ABR B R M A% B & AL
NG R 2 B 25 -

“EReRg IR R RN R W BUR ARy (EERME T A E LA THY (ERE T E A E L

a7
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http://www.ecert.gov.hk/
http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

) o

“ORgC ALsRETRE (EA) SETHEE () TS @ eGS0 /B RE R E RIBUT iy (EEE
TS Haona o o ) (EREE ] T BB RIS -

BB FEEAEGIE 553 B (BFLHEE) -

“MEABE" f5 I RERE A P Y 7385 R HAL N SR 2 -

‘BT MUIEE TN S fERHBUEE AR o Rl A RS AR AR - AT A

‘PKCSH#11 REEEE" 15 THEE (PR ) FRAIEEFEE TS RESIRIIEIRESN - I & H RSA HEEE A
A AFRETERLINEAEAE (PKCS) AR 11 SARHIIZEEE /M RIS - TIRZ B EELS FIPS 140-2 55 4=k bl EAY

sy7a7¢
Poag

“BRERER EEEENE 8 = (HEERG) FHEEE -
FLNEEHGRL” fERCH R b AR A Bs 2 st -
“NFAEERRL” fERCH ISR T R E I E R R L hRL -
‘REEE 5
(a) MUBRETRSEROIE 22 R 2583
(b)  JEHRIZET LA EREISE 22 R8T ZagE 2 ~ BHIsES 2 583 © 5
(c)  BTRGUREIE 34 fRATINZEIERIFT S LR Rl TRe & 2 & -
“COEIZEERRE T TSI EE T SRS 21 (FREE T LSRR B 34 RATIIZESH%RE -

G FSEETIR LR B R R 0 IS B TR R T RS Y 2B R
o

BB R EREEGEE - (R BRI EULE AR T E R o MR B USRI
Z AR -

“EHBAL" - BMEETT - FEEEHHIRACE - (RENZEEN (B0 MEETEREE T

“RHBIRET fElEE TR A R SR IRAR -

“BEE" AR S D EAM B AR N AR A

“BEAR" MAGEHETS - SR A RO ARS8 a2 -

B R BE OREHNEERSE SRS B S T B AR RITE - B AN SR AR AR o

“BRERRE EUNETESERARTNEGE -
‘i E” fE B E Hongkong Post Root CA 1"Frs % BRI E - WHINEHEHBEHBEIES -
“BEINHR” BB ETEBARA EIRERNIENE - STELPHIE IF -
“BECAN" RS LN
() fEHEEENTE AR A R g &

(i) ERFZEEE &
(i) FFABSIZEEE N A BHE SRUEE AN EHERL -
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BEAGR EHECAREBEBETIIAVER - WETEH R YA EEC AR R R AZEEE SRR

K
BRCAMET IE(E RSN  MHIERERCEZT AR - ARSI (EEAEA -
A S I TREE A

AT R R

RERS HTCLUTITATR T 2 BT - #ihRAe
(@ EHtZEREZ AMRERAEER
(b) AERBEERTEIL ~ AISEME KA AAE N S BRI N MR IERE ST R S HKCY

) EHMESHTHEEIRE @ &
@) ffERE Rz Z2F A -

‘ERLM EEERAEATIER

RATET GG MFBIHHEET2RIINEEEN 2 AREBRGIRE - MAEE BT AREEA
Rz B & Ao R EE -
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ffifk B - BB E TEEHEI

ENURFGESINEE R FoE

K% B

Hongkong Post e-Cert CA 1 - 10"IRIE ARG EZEAER U%éﬁﬂﬁ%%z’é%ff%ﬁ

o WNAK T i FH B B ENE A T 48 B BURIZ A AZFE (E R R B S8 - FHIRIEE
TEEE VR HAE " EEBGE ) WA RINS - BRI LS (AR -
) BFEEF (EA) BX
Wiz 78 LARESS
BFEE (EA) BFEE (EAN) “BER  |BHTFREIGEALN
R BrEE (EA)
FEAER (Standard fields)
R4 (Version) X.509 V3
9% (Serial [FHEBE B AR BN = e TN E R
number)
HEERA A shalRSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
R REF Not |[HEF BB S EAYUTC FHH]
(Validity period) |before)
B Not |[HEF BB M EAYUTC K]
after)
TR n=[EBE I EA] (D n=[FHES{HEELER] (iED
(Subject name) =[EETEFEHHE] () =[EFEFEHHE] (rse2)
=[7ﬁ<§a)\%%éﬁ%ﬁ%] (HtsE3) =[§‘§B)\%§%€ﬁ%}ﬁ] (HtsE3)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (kfsE4)
c=HK

FRAFETERLER (Subject
public key info)

B350 (Algorithm ID) @ RSA
INBREHERE (Public key) © #HBRLRIE B2048i17T

B AR AIHE (Issuer AREH
unique identifier)

SO AR 4478 (Subject AREH
unique identifier)

T IE(RIRIAL (Standard extension) (Hsks)

R EIERLER | HA cn=Hongkong Post Root CA 1,
il (ssuer) o=Hongkong Post,
(Authority key c=HK
identifier)
FF9% (Serial  |[#E5&H ABETERY
number)
TGRS F AOTER > BIEEE > B [N oE > BubEE FHERE > BB EE » i
7% (Key usage) RN Sy
(SR “BRSE” MO0 (DR “BRSE” N0 (DR “BASE” WAL
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U e AR
BrEE (EA) BFEE (EAN) ‘B |BHTPRWIEHEALN
hiR” BFEE (EAN)
BEE Policy Identifier = [#1{4:5% A |Policy Identifier = [#7{F5%B] |Policy Identifier = [#){4-5% HIE]
(Certificate ] s 6) T NGGEID) (HEE6)
policy) Policy Qualifier ID=CPS  |Policy Qualifier ID=CPS ~ |Policy Qualifie} D =CPS
Qualifier : [fZ /RN |Qualifier : (8 FsEteRyy | Qualifier : (G FAEAERIY
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2012.
1.0 (k)
Policy Qudhﬁer ID=CPS
Qualifier : [IZz8EAERINY
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 (Ff:8)
Policy Qualifier ID = CPS
Qualifier : [fZzG FEEAERNRY
URL]
FRRAE DNS (BB E S (sE5RHE] (E9)
(Subject
alternative name)
rfc822 FEERANETEFHE) ()
FHAR% ENEDE
(Issuer
alternative name)
FA TR FRER  |RAEE
(Basic (Subject type)
constraints)
PEREEIR |fi
il (Path
length
constraint)
FEfREEIERLEE ENEDE
Rk
(Extended key
usage)
HERSHER SR = (RS A By S BEURL] (HtE10)
&%k (CRL
distribution
point)

Netscape ZE{H#{z (Netscape extension) (FifzE5)

Netscape 25487 (Netscape
cert type)

SSL client, SSMIME

Netscape SSL{EIRE8-2F%

(Netscape SSL server name)

KM

Netscape #is¥ (Netscape
comment)

K

fifsE:

L HEEAEAE FOUE- K CKF) + 4 (F140 CHAN Tai Man David )

FAEH A PR LAY EE FEE AL (WA BT EEhHE - R ) -

2
3. BEASEREIE
4

X BT EFEHAL AR -

10 A8
“e-Cert (Personal/Minor)” R EHFE AFMESHEEEIF AN 18 5% (A AL IEEAERIZE 3.1.1.2 %)
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FRIESSINERT - FrA AR A (R AR K Netscape E(H{iIS R “JERHSE” (Non-Critical) fEfHHiL -
AR EFE AL FE E HEE IET (35185 (Object 1dentifier, OID) » BEAAERI AT HIRS » SESRIALERIES 1.1

e -
RISl F SRR S S AR LU & T S s T B e -
RIE {8 %5 Adobe PDF B-44H9M) BB -

B a5 AT S sEseiB (R FESE A S (DL hkid number Z5m)EFer gk BHEE A HTFA N BB AL S i | Ay —
FEEEUE (DL cert_hkid_hash Fm)1% » IEASEE ¢

cert_hkid_hash = SHA-7 ( RSAmieter, 21 ( hkid_number ) )
SHA-IEy— e SR BT RSARI By 3 B eh B

FEARELETERLA L > hkid_number A& ER AEBUE AT (UEREI 5% - WAL CEBNEES (RG9S
FVHEREUE SHA-1 ( RSAmiaer, 21 (hkid_number ) ) » 5247 BilE & ARG E PR AERARAL -

BER SR S8 URL & htp://crll.hongkongpost.gov.hk/erl/eCertCA1-10CRL] <xxxxx>.crl, 45 =E
"Hongkong Post e-Cert CA 1 - 10"AT&H, » Hrf <xxxxs> By BEFBEH B L4 ELE - B8 S ERFHFINTS - &
BEEEAMAS T B FGEEREEE - DU MY EER  SEZSE HERY AR B
MO NI E Y B SR SR AN AT -
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_%3cxxxxx%3e.crl

D) WFEE (HH) Ht
i fivy A i VAN
BFEE () lmrmE () TR
TEXERS (Standard fields)
R (Version) X.509 V3
FFa% (Serial number) [HE B E B A E N = A 7N T
FZEA A (Signature shalRSA
algorithm ID)
2 (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c¢=HK
B (Validity period) [FRER Not  [[FHEBE 245 EHIUTC FERE)
before)
REF Not  |[HEBEBASSENUTC FifE)
after)
FEEZAE (Subject name) en=[IFEM P44 artsED

[Ea%ir%aiﬁziﬂ:] (HsE2)
u=[SECASFEREIR] (x3)
ou=[(BE B R BRI H2E wmID+ L M E S50
*1F4)
u=SEC AR ATE] (irEs)
=[BRS TP ATE] (sxs)
o= Hongkong Post e-Cert (Organisational)
c¢=HK

SEERIREAM] (it

FREAFFETERLE R (Subject public key
info)

B A (Algorithm ID) : RSA
INBHEZHERL (Public key) © ZEHERL-EE H2048A17T

B A SRBI42H% (ssuer unique identifier)

ENEIE

B0 A48 (Subject unique
identifier)

KA

FEREFE(RRIAL (Standard extension) (fifsE6)

BRI ERR B2 |83 A (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c¢=HK
PSR (Serial  |[fE8¢H AESERY
number)
FEERLEE I 74 (Key AOTER > BEEE > BRSNS BT
usage)
(@ 1) (DbR “BRSE” ML)
HEBOR (Certificate Policy Identifier =[4/{4F35%A185] (kisx  |Policy Identifier =[¥HA-SkBITE] (Wizk7)
policy) n . Policy Qualifier ID = CPS
Policy Qualifier ID = CPS Qualifier : [{%2B{EE£EHHIURL]
Qualifier : [{Zag {FZEAERIHIURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2012.1.0 (ktz:8)
Policy Qualifier ID = CPS
Qualifier : [#Zag FZEAEAIHIURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (k3
9)
Policy Qualifier ID = CPS
Qualifier : [fZzEEFEAERIRYURL]
F 714 (Subject DNS [0- 1045 FE FHARBE] (itzk10)
alternative name)
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FRfiL 78 WAL
BTHE () lmrEE () TR
E—HEAIE |ou=[BEC AN CATE] (Es)
(First ou=[SEC AMEE S T/ FTHSC TR (itss)
Directory
Name)
fc822 FEERFAANETEFERIE] )
2 A B4 (Issuer AREA
alternative name)
FHAFRH] (Basic EREsER RAERS
constraints) (Subject type)
PR IR |
(Path length
constraint)
FEfR TSR 70 SSL client, SIMIME
(Extended key usage)
HERSEES B SrEEBE T = REERSHEE S EURL] (k1)
(CRL distribution point)
Netscape ZE{EHHNAL (Netscape extension) (ffizE6)
Netscape FESEAY (Netscape cert type) | SSL client, SIMIME
Netscape SSL{FIRES A8 Netscape SSL | AR fHH
server name)
Netscape fsE (Netscape comment) AfEH
F&E::
1. IFERPHE 3080 - 4EK (KRE) +44 (f140 CHAN Tai Man David )
2. IRFEFPRTROLE FEFSHAE (AN AR FEFHAE o IR SR ) > 2R TR R AR E -
3. BREASERE - 10 IHF
4 “FEESRCRT ST ML . — R 16 BT/ TR [RGB etas E Rt M2 AZ( 07 )] - AR

10.
11

RS R 3 LEAVREI S ARRIA > DU RESEEECERIA - Al "R S RC SR W g ammaEy s Rty

—& 3 LT/ TR RS SRR FIRER 8 (HZ('0") - “FEMESE / BRCSET M —& 8 Ii¥T /v
CanEEmE s / SacdEmat s 8 LB/ w6 > geoftpiEZ( 0" ) WEGEMRES / SEC8EH Rt - Mz

BZE(C 0" )Y, “HA M —&ERE 30 BT/ R) - EERRITEEBUFEITY BRI K
T /SR E M EEAZ( "07 ) - EFIRERE (B HKPO UREBEBOER A “HAh™ M -

HAH TR ESC RS - THEAYAATE T+ CHINESE NAME ONLY*** | {¥fiie e Rt RS M - TR

BT EE ARt T SO S F B L A G T BRI AT — H $% 78 (First Directory

Name)ffL BT (RARZGEESRAEAIES 3.1.1.6 i) - T SCRZER A ISOMEC 10646 BIFERGRIHIEAE -

FRIESSHNERT - FrA e AR R & Netscape ZEfRIAI9 R “JERESE™  (Non-Critical) ZE(HHREAL -

AR EFE AL 5 S EIH)35% 31185 (Object Identifier, OID) » BHRAAAERIRTIERRANE - sESBIAERISS 1.1

-

AREC G h— (1 E RS SRS SRS - LSRRI & Ealad RIS I S e & -

ARAT IS HI—{EZHF Adobe PDF Z5ATA4HITE -

R E A 2 R e FE P ARt e (LR A T % - (RMTek HD

S E By 4585 URL B http://erl Lhongkongpost.gov.hk/erl/eCertCA1-10CRL2.crl - [t By -5 "Hongkong Post
e-Cert CA 1 - 10"FT88HAY " EIEERER -
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

5 BFEE (RE) B
AL 275 | |ﬁﬁ£l7‘.1§
TEAERY (Standard fields)
R (Version) X.509 V3
FFa% (Serial number) [FHE BB AR BN = el R
FZEA A (Signature shalRSA
algorithm ID)
A (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c¢=HK
R (Validity period) [ FREFR Not  |[FHEBENI 245 EHIUTC FERH)
before)
FER Not  |[HEBEE LACENTUTC BEfE)
after)
FEEZHE (Subject name) en=[{ZHEBE ML ATE] (D)

e=[€'€%§ﬁ%§ HHE] (i)

u=FEASERSE] (i)

=[PSR T S SR E R A (s
u=E A REAE] (isEs)

=[S EC AR S T/BTF 441

o= Hongkong Post e-Cert (Encipherment)

c=HK

ou

info)

FREAFFETERLE R (Subject public key

B A (Algorithm ID) : RSA
INBHEZHERL (Public key) © ZEHERL-EE H2048A17T

B A SRBI42H% (ssuer unique identifier)

ENEIE

identifier)

BEC AR AI4HE (Subject unique

ENEIE

FEREFE(RRIAL (Standard extension) (fifsE6)

BRI IERR B2 |83 A (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c¢=HK
FF9% (Serial  |[#E55H ABETERY
number)
FEERLEE I 74 (Key BOEEE > HUERLINE
usage)
(BEMRs “BRSE™ WRfL)
HEPBUR (Certificate Policy Identifier = [ A1ES] sz 7)
policy) Policy Qualifier ID = CPS
Qualifier : [Zas {EZEAEHIITURL)
8R4 (Subject DNS ENES|
alternative name)
1fc822 FEEFFA ANETEREMIE] (i)
2 A R4 (Issuer ENEJ:E]
alternative name)
FAPRH (Basic FaEER RAEE
constraints) (Subject type)
PRAR R RERRA] | fit
(Path length
constraint)
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L e AR

FEfRETERLEE T 7A A

(Extended key usage)

HERONERE B TR = EERSHARE S EURL] (i)
(CRL distribution point)

Netscape ZEfEHAL (Netscape extension) (fffzt6)

Netscape FEEIEAY (Netscape cert type) | SSL client, SIMIME

Netscape SSL{eIik 2545 (Netscape SSL | A (HEH

server name)

Netscape ffiz¥ (Netscape comment) (Fi#3: | This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

9 Organisation; (ii) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

Fet::

1. BEC AW I REER AT

2. FREEEAFRPTIRALAYE TE L

3. BREASEE 10 HF

4, “PERETELEEmSY WAL — 3 16 BT/ [ E S ERmTT - M2 AZC 07 )Y, "M

&G E Wi — 8 ST/ TR (WSS / B aes RO 8 (U BT /FEE  RyRiEZ=( 07 )
M MRS / SR E R MU EAZ( "0" )], “HM" Wi —SE5R 30 UETF/TFE WH) - HE
FIMTHEBUNE M st K HMEE / SaE MUl sZC 0" ) - EMiEHE (Fn
HKPO RFEEFBEBOERA “HAr™ L -

5. HAEYRSCATEEC AR SCRTBE SR e . A A S EIMNEUR (RAGEEE BRI 3.1.1.6 %) -

6.  BRIESSNEEE > FrE AR AE AL K2 Netscape ZE{HM#{E B “JERASE”  (Non-Critical) ZEfRAL -

7. AECEFEAAERIYEERATEE (Object Identifier, OID) » B AAERIA 5% 5165 » S5SRIAMEAIE 1.1 /& -

8.  EEERIBYHEESYEEEE URL A http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » [ By 425" Hongkong Post

e-Cert CA 1 - 10"FT88HAY " EIEEREYER -

9. ETFHEEEEATSCEY - OB NS R SORM RS IR SRR A R > RIDIESCAR

RS E S RIEG) M 2 BETEE T ER A © () B8 NG SR R Gi)
BT B AR S R E B I BB 3 B LA s U S5 A By 0 DUGE IR E
WrEZ A Z (5 B - A R RVE (0 FH L A8 2 BT RR - 35 2B T7E hitp://www.hongkongpost.gov.hk
MR BV T B (R -
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http://www.hongkongpost.gov.hk/
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://www/

wigk C

ik C - BEAEEERSRINFECRL) « AR
BUEXTEREHA E(ARLFEZ

Atk C 5¥ A B 485535 "Hongkong Post e-Cert CA 1 - 10" & VS ZHISH & B DL K B BTN BE RERL
PEOR BV R T AR FIEAS 2 > DA “Hongkong Post Root CA 17 Fird& A RZHERISH)E BE.(ARL) AV EE
R AL FERIEAR S -

EBREBER =T R AT MRS E R A B (FORTRF S Ry & BIRFE] 00:15 ~ 14:15 K 19:00 CRIF8HA[E
JEPHF[GMT 2% UTC] H5fE 01:15 ~ 06:15 K2 11:00)) & 56E HEH A B A fRIE AL RS (F S 248 FI T iR 13 S 2
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