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TERSTER” PR A IR T S E FUE B AT AT E M S A B A R P S T 2 R

BB IR A TS SR S -

“WRrE IR RERT R S5 TR R I AR RO B (A T LU BRI R Rl
e -
BE N ETEE EOTOUTATASRAZLR
a) LSRR R s BB 2 2 H AV S8 T2 B 2 R B R R A R E O A s L B 7y B
il E TR
b)  EkAIEE HACHR LR -
o) IEHEGHAERGICIRE
d) BERIERGLRE A FEIEE | 1
) B AZESIRIIEE -

BRRBIESEAEAT B “ZERT {ERZEE R S DUE I EAE S S R (A 2 (RS B e 2 2B
HERSER YBEEERN N EFE FIR AT E MRS AR S (SEMEREE) &
“BEY EEEEIEATI I 2 T B BULERRIR MG YT DIREARRRE 2012 424 A 1 HE 01843 A 31 H
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SRR A VSR AR I B A R e B BB UL IR < s ) 28 - R VR IIEEER 2 2019 - 12 A 31 Hik -

I RS E TS ARAE RESGHRE (DIEHERE > SRED) o EREEEBURERE i 8
SERSTRIZE 3.2 R RERA > MBS > BB BEBUEE S 4 R BB B SO 2 RS R 4R -

B SRALASRABIEISATT S - f5F— RO AR -

SERSFR F5 e AR S LEROISS 33 R T A5 2 R PTRG R A r -

“WEEE HE TN SR ETEE  E BT A R A T PR
BEE - (R AR RIS B BT BB 2 AR ETER S A

(o) BEIE IR FRELET A > APIEERCEE Y LA BIBR A © LUK

(b) EEAE BB » JFUR 2 B TR E AR -

BAEBITN” RS R PR E A SO -

‘BT 5 AT A(E NSRS - SRS LU E: () SEPRAERS s B st bk oy o
(ICANN) » (i) Bz B - 24 Gil) 8Es R0 (EfRH D SovE - s - R~ BfEE=EEEAD) -

“BTEEEERR B RERET EEFE TSI -

“ETEEMEE USB”  H—fE USB HPECIERE > EfEFE TEEMNEGEEE - By E TS EHEE USB [ERGE
EHEFEAE E http://www.eCert.gov.hk 23 »

“ETRERERER 5N PINE T REEEE R E T EEZE USB > NG TS E LA
2t .

“BTALH RN RESZBIEIPA ZOH  TIRZACER ¢
() FEEERASNEASE - EER R EE RS HERARG I
(b)  REREFEENARSBEHME A -

“BTEE {5UE O DA RSP 8 A  BE R RTSE - A E TR - TR
» BH AR RS BURRE %A ik BV E T BRI

‘Bl fEHEERITEEBUS AREBRE LT RS - SFEERES I -
B EREER S0 BB BERETS - SIS R AR -

BB AT ATERIZ 2808 ¢
(@ mEEEH
(b) “CEREEN
© REFIFEERRCH A ER SRR Z B RN - BREF (I &AL S A DA 5 R B 5 )
@) REFITERERERCN G4 T A H A A EZ AN BHE RS AL AR Z B AR ) -

‘BN IR EE TOHN S o fRRM A - BAEREEEZACH - SO M A s

‘MBS EEIN EESERE (FBIRET) (55 112 Z2)/m 8y Btk il FR s iR R AtV 28 ik - B R254%R
SRETRUES J5 1] FR SRV TS A PR o B AG  LE RE ST R P £

n%um-l" /AT: ‘%ﬁ%ﬁ%— , ?E
() BEZEE > NERZEEC SR EZEE NS Lo R a7 E I ARERR - BAIZA ¢ 5

(b) FrZE SR EE SR ELE S N oGn R e B ANE BRI - MRS
o AREMZEETZAEM

“MCEIEHSRL” (EIEHTE LA - RN EER S HAEREE AR 2 AR - Tk ABR B R I A% B % AL
NG R 2 B 25 -

“EReRgEIRE TR R W BUR ARy (EERIME T A E LR E) TR (ERE T E A E O
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http://www.ecert.gov.hk/
http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

) o

“ORBC ALRETEE (EA) SETHEE (R IS - eGS0 &/ BRE R RO BUT sy (EEE
TS Haona o o ) (EREE ] T BB RIS -

BB FEEAAGIE 553 B (BFCHEE) -

“TEABHE" f5 I ORERE M P YR 7385 R HAL AN SR 2 -

‘BT MR TN S 0 fERHBUEE AR o R A RS AR AR - AT A

‘PKCSH#I1 REEEE" 15 THEE (PIOERER) > FRAJEEFE TR E R SRIIEIRESN - IR & RSA EERE M
A AFRETERLINEAEAE (PKCS) AR 11 SARHIIZEEE /M RIS - TIRZ B EELS FIPS 140-2 55 4=k bl EAY

sy7a7¢
Poag

“BRERER EEEENE 8 = (HEERG) FHEEE -
FANEEHGRL” FERCH R b FI (R A B 2 st -
“NFAEEERL” fERCHEIE R T R E R R hRL -
‘REEE 5
(a) MUBRETRSEROIE 22 R 2583
(b)  JEHRIZET LA EREISE 22 R8T ZagE 2 ~ BHIsES 2 583 © 5
(c)  BTRGUREIE 34 fRATINZEIERIFT S LR Rl TRe & 2 & -
“COEIZEERRE T TSI EE T SRS 21 (FREE T I ALEE TR B 34 RATIIZ S %A -

G FSIEETILR LR - B T R 2 R - IS B TR R T RS Y 2B R
S

BB R EREEGEE - (R BRI EULE AR T E R o MR A E B USRI
Z AR -

“EHBAL" - BMEETT - FEEEHIRACE - (RENZEEN (B0 MEETEREE T E S

“RHBIRET fElEE TR A R SRR IRAE -

“BEE" AR S D EA B AR A AR A -

“BEAR" MAGEHETS - SR A RO ARS8 a2 -

B R BE OREHNEERSE SRS B RS T B AR RIRTE - SR AN R AR AR o

“BRERRE EUNETESERARTNEGE -
“h@RE" T EEERREE A S T EGEIRRIREE o WA R R TR EEGE IS
“BEIDHR BB ETEBARA ERERNIENE - STELPHIE IF -
“BECAN" RS LU TSR
() fEHEEENTE AR A R g &

(i) ERFZEEE &
(i) FFABSIZEEE N A BHE SRUEE AN EHERL -
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BEAGR EHECAREBEBETIIAVER - WETEH R YA EEC AR R R AZEEE AR

K
BRCAMET IE(E RSN ISR RCEBT AR - RARBIAZEE (EEAER -
A S I TREE A

AT R R

RERS HTCLUTATATRT 2 BIEEEE - #ihRAe
(@ EHtZEREZ AMRERAEER
(b) AERBEERTEIL ~ AISEME KA AAE N S BRI N MR IERE ST R S HKCY

) EHMESHTHEEIRE @ &
@) ffERE Rz Z2F A -

‘ERLM EEERAEATIER -

RATET GG MFBIHEET2RIINEEEN 2 AREBRGIRE - MAEE BT AREEA
Rz B & Z A R P EE -
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Ki#E B

(i B - BAEEE TEEHHI

AT gk EE Al B TP 4 553 "Hongkong Post e-Cert CA 1 - 10", “Hongkong Post e-Cert CA 2 - 157 &
“Hongkong Post e-Cert CA 2 - 17" RIS FERERZHHAVET Eﬁ‘%i‘%ﬁ WA T fift FH A AR ED

P EA e E R I A AL (R B A g s T8 E 8 SR E & s HEA

ok T EEERER ) NI AES - B EIE BRI S E 2R -

) BFEE (EA) BX

1.1 #RJEE8E “Hongkong Post Root CA1” 27|

DL Ayt F A B 4458 2 "Hongkong Post e-Cert CA 1-107 DU S pR 8 SHA-1 3% H 1K) 5 T35

=z (EAN) -
Ui e LLARESS
BErEE (EA) BrEE (BEAN) ‘G |BHTPRWIEALH
hR” BEFEE (EAN)
PR (Standard fields)
RKA (Version) X.509 V3
5% (Serial [T BRI S B A = T /N R
number)
EEREAFG shalRSA
(Signature
algorithm ID)
A (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B AER Not |[HHEBEIAFAERVUTC FFiH)
(Validity period) |before)
B Mot |[FHEBEE AMEENUTC B
after)
FREE n=[EFEG ] (D en=[EAG A D
(Subject name) e= [%%ﬂ’%aiﬂzﬁt 1 ChfE2) =[EEFEFE ML) (s
ou=[EFCASH ] (Hax3) (B AL ()
o=Hongkong Post e-Cert (Personal) —Hongkong Post e-Cert
c=HK (Personal/Minor) (kfsE4)
c=HK

TRAFREIERLE R (Subject | H=E%HA (Algorithm ID) @ RSA
public key info) AFAZEHERL (Public key) @ ZHERL-EE R2048A17T

B AR B1FE [ssuer ENEdE!

unique identifier)

SCASRA1HE (Subject K

unique identifier)

FEESE(RIFIAL (Standard extension) (fifs:s)

HWRAEIERER (BHA cn=Hongkong Post Root CA 1,

il (ssuer) o=Hongkong Post,
(Authority key c=HK
identifier)

FPo% (Serial  |[{iE3% H A\ EHY]

number)
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U e AR
BrEE (EA) BTHE (EA) “BR  |SHTPREISHEALN
hi” BFEE (EAN)
SRR AOIERE > BIEEE > B | ARl BiEEE AOER > BiEHE > B
7% (Key usage) RENIE RENnE
(IR “BRSE” A0 (IR “BRSE fWfr) (s “BRSE WRAL)
HEDER Policy Identifier = [#{4%51 |Policy Identifier = [#1¢Fs#%71 |Policy Identifier = [#){4-5%31/6]
(Certificate ] s 6) T NCHEAD) (HEE6)
policy) Policy Qualifier ID = CPS Policy Qualifier ID = CPS Policy Qualifier ID = CPS
Qualifier : [FZ3E(FEAERIN | Qualifier : [t Esteryy  |Qualifier : [(FXaG {FEERIAY
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.
RN D)
Policy Qualifier Id = User
Notice
Qualifier : Notice Text=[ &1
FNZTT 2w (s o)
Policy Qualifier ID = CPS
Qualifier : [(Za8EZEAEAITY
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 (kfzt9)
Policy Qualifier ID = CPS
Qualifier : [fZzEEEXERIHY
URL]
TR DNS (IS BS (REstis] (10)
(Subject rfc822 CEEFTA N T BRI ()
alternative name)
FHARI% ENEDE
(Issuer
alternative name)
FA PR FREA | RAEE
(Basic (Subject type)
constraints)
PEREER |fi
il (Path
length
constraint)
FEfREETSRLSE ENES|
Rk
(Extended key
usage)
HERGER Sy BT = FEERHA B EURL] (k1D
5788k (CRL
distribution
point)
Netscape ZE{EHEAL Netscape extension) (FifzEs)
Netscape S5EJEAY (Netscape  |SSL client, S/MIME
cert type)
Netscape SSL{EIfR83-27% KEH
(Netscape SSL server name)
Netscape #5E (Netscape AREA
comment)
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1.2 fRJEZEE  “Hongkong Post Root CA2” Z°F

DL Agied FH 7 B A 4 75 3 "Hongkong Post e-Cert CA 2-177 L% 22 pR 8 SHA-256 %% H 1 5 F

seE (EAD -
U (e AR
BFEE (EA) [BHTRERALHNETSE (EA)
TEEA (Standard fields)
R (Version) X.509 V3
FF3% (Serial (A& B EIB A e B A — e/ 7]
number)
FHERA A Sha256RSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B AEF Mot |[HEBE AGMENUTC B
(Validity period) [before)
B Not |[HEF BB S EAVUTC FHH]
after)
TR n=[EBE I EA] (D en=[EBG ] i)
(Subject name) [ ETEFEIAE] () e=[ETEFHAE] (Hrar2)
ou:[ﬁéa)\z}%éﬁ%] C(HtE3) =[BEASFERIR] (i)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor) (s
c=HK 4
c=HK

R \BR A EEREER} (Subject [E =31 (Algorithm ID) : RSA

public key info) INBHZERERE (Public key) @ BMBRLEE A2048 7T
A SAI4478 [ssuer RIEH
unique identifier)
BEC AR 4478 (Subject ENEDE
unique identifier)
FEEREFE(RRIAL (Standard extension) (fifsEs)
R EIERLER | RHA cn=Hongkong Post e-Cert CA 2
RlTE (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
FF9% (Serial  |[#E55H APETERY
number)
TGRS F AOTER > BiEEHE - HERLINE
& (Key usage) (DtRR “BESR” MEfr)
HEBGR Policy Identifier = [#J{438AIEE] (Hizk6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [#Zz8 F2ELERIAYURL]
FHRI= DNS [ IEIEES (575 (HE10)
(Sublect 1c822 CEERA NETERH] ()
alternative name)
FHARI%E ENE
(Issuer
alternative name)
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U e AR
Bras (EA) [BHTRERALNETEE (BEA)
FARRS FHEES |RAER
(Basic (Subgct type)
constraints)
il (Path
length
constraint)
JEfhHRRE R SSL Client, S'MIME
7k
(Extended key
usage)
HERGER SRR = EEHENE B EBURL] (nh12)
53888 (CRL
distribution
point)
Netscape ZE{H#{z (Netscape extension) (FifiEs)
Netscape sBE Y (Netscape | AR fHH
cert type)
Netscape SSLEIARES 1B AREH
(Netscape SSL server name)
Netscape #55F (Netscape KEH
commen
U\T:ﬁ'jl_ﬁﬁ JA H P 42 75 3 "Hongkong Post e-Cert CA 2-15 LA bR SHA-256 %5 H 11 58+
HJAEI ({.}\> “:EL; }# 7o
Wit 78 Wiz Nz
TEXER (Standard fields)
kA (Version) X.509 V3
5% (Serial [HEBE S B A TN EHE
number)
FERAFA] Sha256RSA
(Signature
algorithm ID)
FH A (ssuer) cn=Hongkong Post Root CA 2 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B AR Mot |[HEBEE ZMEEEUTC B
(Validity period) |before)
'R Not |[HEEBER AL ERUTC FFHE)
after)
TR en=[E BSOS (D
(Subject name) e=[BEF L] a2
ou=[EEASF LRI (iHz3)
o=Hongkong Post e-Cert (Personal)
c=HK

ERAFREIERLER (Subject
public key info)

TG (Algorthm ID) * RSA
AFHEHERL (Public key) * ZEHBRLRFE £52048(11 7T

B NS 14478 (Issuer

unique identifier)

R

BRI TEE e (ERAEA]
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iz 27 L TVASES

BRC AR (Subject R

unique identifier)

fEXEZEfREr (Standard extension) C(FizES)

HRHEIERL (A cn=Hongkong Post e-Cert CA 2

B (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK

FFo% (Serial [ A EIERY

number)
EUSRLEE R FEER > BlEEHE
7% (Key usage) (HLhRs “BRSE" MWL)
HEDER Policy Identifier = (¥4 10E] (Hfst6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [fZzEFZEERIRYURL]

Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice

Qualifier : Notice Text=[ 5153 2t% 17 2\ 4w 5] (Note 8)
Policy Qualifier Id = CPS

Qualifier : [#%z& FFEAERIAYURL]

Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : [#%z8 FFEAERIHYURL]

TR DNS (BRI E S (8555 (E10)
(Subject 1c822 EEFA N T ERICAL] (i)
alternative name)
FHARI% ENEDE
(Tssuer
alternative name)
FA PR FREA | RAERE
(Basic (Subject type)
constraints)
PEREER |fi
il (Path
length
constraint)
FEfh AR RLfE SSL Client, SSMIME
Rk
(Extended key
usage)
HERSER SR = (RS A By S BEURL] (tE13)
5788k (CRL
distribution
point)

Netscape ZE{HH#{z (Netscape extension) (FifzE5)

Netscape s5E4ER (Netscape | A{HEFH
cert type)

Netscape SSL{EIfR 23-47% KEH

(Netscape SSL server name)

Netscape ¥ (Netscape AREA

commen

Ik

THEETEE s
201942 A1 H
YR IR ¢ 1.3.6.1.4.1.16030.1.1.43
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S W

10.

11

12.

13.

FEE A RS TS - IR (KE) + 44 (5140 CHAN Tai Man David )
HEE AT FEEthal (WUSABETEMMNL - ISRz BT ERHIE R E -
BEASHEET ¢ 10 18T

“e-Cert (Personal/Minor)”  Fr~ HIEE NAES HTEEIFAN 18 5k (SRAMZESFREAEREE 3.1.1.2 %) .
BRIELIINERA - PP e (R i K Netscape ZE(RM{i35 fy  “JERASE” (Non-Critical) ZEfHiHHi{ir -
AHE ERE AL S EZE AP435 (Object Identifier, OID)  BHIAAXERIEYIA-E RS - sESRAZERISS

IRECE
ARSI —(E s E RIS ATk AES - DASRBIRT & Ealas B RS s s -

AMHESGHI— (BRI D wp S E s E RS %7 Gt - LRI A RO A ER > NIFoREEAE
B Stz AR Tt E RS “A" FrERNS EFE%IT20

AT I—{EZFF Adobe PDF #0993 R 1S -

F 3% AT ) SIS 3R OB hlid_mumber 2080 € 48R 3 A MR RS RL S BRI L 7
— BB, cert_hkid_hash Fr)f% » 17 A °

cert_hkid_hash = SHA-7 ( RSAmietey, 1 ( hkid_number ) )
SHA-1Fs— = B0 RSAR By % B bl 8

FEARELETERLATHBIE > hkid_number RIEEF AEBUE AT (BB 5% - WAL CEBNEHES (5G9
FERBUE SHA-1 ( RSAmaiey 51 (hkid_number ) ) » 3= BE S A S E AAEE AL -

BER SR S8 URL & htp://crll.hongkongpost.gov.hk/erl/eCertCA1-10CRL] <xxxxx>.crl, 45 =E
"Hongkong Post e-Cert CA 1 - 10"Fr&&H, » Hrf <xxxxx> By BEFBE B L4ELE > B8 S ERFHFINTS - &F
BEEE NS T EFEEEREERE | - YR mEEeRsZE R s SEREE SR
AL NEEEAE Y Bl E R AR N A -

BER SR S B URL & htp://crll.hongkongpost.gov.hk/erl/eCertCA2-17CRL1 <xxxxx>.crl, 45 =E
"Hongkong Post e-Cert CA2 - 17"FT#$H - Hrr <xxxx> By BEFBEH B L4ELE - BE S ERFHFINTSE - &F
BEEE NS T EFEEEREEERE | - O mEEEERS SIS s HERE AR SR
AN EEEARIE Y B SR AR N A -

BERSHEE %% URL & http://crll.hongkongpost.gov.hk/erl/eCertCA2-15CRLIL <xxxxx>.crl, A4 z5E
"Hongkong Post e-Cert CA2 - 15"FT&$H - Hrr <xxxx> By BEFBEH B L4ELE - BE S ERFHFINTSE - &F
BEEEAS T EFEEEREEEE | - O mIEEHERSETER T HERE AR SR
AR N EEEARIE Y B SR AR N A -
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http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_%3cxxxxx%3e.crl

2)

BTEE (8) B8

2.1 TRJEZE  “Hongkong Post Root CA 17 Z°F

LJTf%i_ﬁHE’:\ H LRES
rp 4 S BFEE () BREE (88 “ERR
"Hongkong Post e-
Cert CA 1-10” A%
R ESHA-1 3% H
E/] E@;%nﬂ = ( *ﬁ%
1) -Htrams
TEXER (Standard fields)
R (Version) X.509 V3
JF9% (Serial number) [T EEE RS a B N = AL e 7S HE
FHEEAHA (Signature shalRSA
algorithm ID)
2 (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK

B3 (Validity period) [REF Not  |[HHEEEF A L% BEAIUTC FiRT)

before)

R Not  |[HEBEE LA EUTC FERE)

after)
FHEAE (Subject name) en=[fZMEF F4EA] (s

e=[€'-§%$|3%§ﬂti¢] CBfEE2)
=[S ASFRIR] (H3)

ou=[(FE B BRI BN B S RIS E B s BRI+ =AM (et
IA)
u=[E 50 A AARE] (isEs)
u=[SFC AR 77T T4 T8 (sEs)
o= Hongkong Post e-Cert (Organisational)
c¢=HK
FERAFAFETERLE R (Subject public key |H=(a#H! (Algorithm ID) * RSA
info) INBAEEHERE (Public key) * ZEHERERE F5204817 7T
B A Bk 5478 Jssuer unique identifier) | {dEH
SO A48 (Subject unique FFH
identifier)
FEAETE(FARAL (Standard extension) (ffit6)
BERR SRR 2R |88 A ssuen) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5% (Serial [ 3EH ABETERY)
number)
FEERLEE R 74 (Key AOIER > BiEEE > BRSNS SRS
usage)
(SR “BRSE” MO0 (DER “BRSE” 0L
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OUF AT WP
g 2 BTHE () TTHE (M) TR
"Hongkong Post e-
Cert CA 1-10” A%
R %&SHA 135 H
E/J EE;% IS A El ( *ﬁ%
) it as
FBEBGE (Certificate Policy Identifier =[#){4-5% A% (it |Policy Identifier =[#1{4-2% B8] (kizx 7)
policy) 7) Policy Qualifier ID = CPS
Policy Qualifier ID = CPS Qualifier : [I%8{E 2 #ERIHTURL]
Qualifier : [Za8 {EZEAEAITIYURL)
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.1.1 (i3t 8)
Policy Qualifier ID = CPS
Qualifier : [fZa8EE#ERIHIURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (s
9)
Policy Qualifier ID = CPS
Qualifier : [FZE8EE#EAIATURL]
FHAI (Subject DNS [0-10FFE FEFH4REE] (ktzt10)
alternative name)
g Eﬁw@ﬁﬁ% =[BRS anrEs)
(First =[S AMERE ST T/EF TR S48 (ies)
Directory
Name)
rfc822 FEERFAANETEFERIE] o)
AR (ssuer ENEJE
alternative name)
HARRF] (Basic FEE AT
constraints) (Subject type)
PERRRPERRA | fit
(Path length
constraint)
A AR ERRLAE A T 0% SSL client, SIMIME
(Extended key usage)
HERSHEES SR SR = (R RS A B S BEURL] (k1)
(CRL distribution point)
Netscape ZE{EHAr (Netscape extension) (Fifz6)
Netscape F5EIEAY (Netscape cert type) | SSL client, SIMIME
Netscape SSLIEIARES44F8 (Netscape SSL | A fsHHH
Server name)
Netscape ¥ (Netscape comment) AEA

2.2 FRJESE  “Hongkong Post Root CA2” Z°F

Us T)é‘ji;ﬁﬁ J7A H A 42 75 3 "Hongkong Post e-Cert CA 2-177 LA%# 22 pR 8 SHA-256 % 1) 58+
sEE (HERE) -
i fivey i TIVAAESS
PR (Standard fields)
RS (Version) X.509 V3
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WRLER WA
5% (Serial number) [FH & A E B B Al 7 RIS T
25351 (Signature sha256RSA
algorithm ID)
& A (Issuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c¢=HK
EREA (Validity period) | REF Not  |[HEAEEE 24 B AYUTC BERHT]
before)
FEF Not  |[HEBEBASSENUTC FfE)
after)
F % (Subject name) en=[FER PR (it

e=[€'€¥ﬂ%§ HHE] CHrsE2)
U=[SELASFERIR] ()
ou=[(BE R B RIS B2 BRI+ M E S B w2 M o
*1F4)
u=SEC AR ATE] (irEs)
=[BRS TP ATE] (sxs)
o= Hongkong Post e-Cert (Organisational)
c=HK

FRAFIFEERLE R} (Subject public key
info)

H A (Algorithm ID) * RSA
NFAHERL (Public key) © #HBRLRE K204817T

B A SRBI4ZH% (ssuer unique identifier)

ENEIE

B0 ASA14478 (Subject unique
identifier)

ENEIE

FEEEFE(RRIAL (Standard extension) (fE6)

R FIERLRAIZHE | & A Jssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
9% (Serial  |[{E88H APRFER)
number)
FEERLAEF 74 (Key AOTER  BEERE - FUERLINE
usage)
(BEMRs “BRSE™ WRAL)
HEPBUR (Certificate Policy Identifier =[#)¢FHI8S] Cktsx 7)
policy) Policy Qualifier ID = CPS
Qualifier : [(fZEB/EE#ERIHIURL]
FHERIE (Subject DNS [0-10F5 € FEFH4mES] (HizE10)
altemative name) B kT8 |ou=[Bl AR T L 2AE] (i)
(First ou=[EFC AR - 1T/ERF TR (itsts)
Directory
Name)
1fc822 FEEFFA ANETEREMIE] (i)
2 A2 (Issuer ENES:E|
alternative name)
FAPRH (Basic FaEER RAEE
constraints) (Subgct type)
PRAR R RERRA] | fit
(Path length
constraint)
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FRfiL 78 WAL E

JEEERERLE R T4 SSL client, S/MIME

(Extended key usage)

HERCH AR Sy EEBLATE = FEERDYEEE 8 BEURL] (k1)
(CRL distribution point)

Netscape ZEfE 411z (Netscape extension) jftz:6)

Netscape 25585 (Netscape cert type) | AfHH
Netscape SSL{eIAK 234478 (Netscape SSL | A H
Server name)

Netscape fzE (Netscape comment) Pa

DL 238 P A B P 42 5% 2 "Hongkong Post e-Cert CA 2-157 PAZEVE pR 85 SHA-256 #% H ) /& T

aeer (BERE ) “HWR” -

EIREZT WL
1EXER (Standard fields)
RiZ% (Version) X.509 V3
JF3% (Serial number) [FHE ABEI RSB Ao 7S EH
FHEEAHA (Signature sha2S6RSA
algorithm ID)
2 (ssuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c¢=HK
BEREA (Validity period) | FEF Not  |[HHEBEE ZHEIUTC FEfE)
before)
RER Not  |[HEBEE ZAEAIUTC B HE]
after)
TR (Subject name) cnz[ﬁ%ﬁﬁ ISEANGEI
=[BT EFEHAE] ()
=[S ASFEREIR] (E3)
ou=[(FFE B S BRI BN B2 R+ M E S srss B m I+ =AM (et
EM
u=[E 50 A AATE] (isEs)
ou=[EEC MRS TT/ERFTAT8) (ntEs)
o=Hongkong Post e-Cert (Organisational)
c=HK

ERBAFEIERLENR (Subject public key

BT (Algorithm ID) : RSA

info) AFAEHERE (Public key) © ZATERLRE F52048i1 7T
B A Sk B142%8  ssuer unique identifier) |AR{sE
S0 ABRBI47E (Subject unique G

identifier)

P FEGRREAL (Standard extension) (fifzE6)

HRAEERLER A2 | BH A dssuer) [cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
FF3% (Serial FrisEt N2 3iN)
number)

HEHEHNETEE
201942 A1 H
YR IR ¢ 1.3.6.1.4.1.16030.1.1.43
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ez WP
FHSRLEE AT A Key ENGIES v e
usage)
(AR “BEsE” W00
FBEPE (Certificate Policy Identifier =} A10E] (host7)
policy) Policy Qualifier ID = CPS
Qualifier : [fZz81FEAERIHIURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier : [BEC AT TT/EFT L 44H8]
Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier : [BEC A TT/ATFTH S 47E]
A% (Subject DNS [0-10F-E FEFI 4R (Kixx10)
altemative name) %—Eﬁ%ﬁ '”EA&%¢X%% ] CHizEs)
(First =[BECANERE 7T/ R SCATE] (tks)
Directory
Name)
1fc822 [FEERA ANBTEFEE] ()
2 A B4  ssuer REA
alternative name)
HARRF] (Basic FgEn A E
constraints) (Subject type)
PERRRAERRA | fi
(Path length
constraint)
A RS RLEE A T304 SSL client, SIMIME
(Extended key usage)
HERSEES R S ERAE = (R RGN A B S REURL] (tsk13)
(CRL distribution point)
Netscape ZE{EHEML (Netscape extension) (ffzE6)
Netscape FE4ERY (Netscape cert type) | A(FH
Netscape SSL{=IAk 2345 (Netscape SSL | A(#HH
Server name)
Netscape =¥ (Netscape comment) P REDE]

fizi:

L R P ST FOOEE - #ER (KR) + 4 (140 CHAN Tai Man David)
FHER FRTHRELIE TR A TR - I %) R TR RS -

2.
3. BERASEE -
4

10 fir ¥+

PSR EELAEE I WL — & 16 BT/ i (YRR SRR R - MR R 07 )] MR

RS R LA

— & 8 (BT REZ B 2 S s R R EHY 8 [E#Z('0") -
(st ies & / SalsEE ot e 8 (/w54 -

BEC0 )],
EEME | S

SUSCRRIA > DB SRS acERIA > A PSR BT Mg R I SR Y
HEMEEE  SRlEET ML & 8 /i
SRIRATEZ( 0" ) - WfEEE S "i/ Bl SRt Wi
HAh R — PR 30 BT/ (0A) - FERITEREBUFEFTZ PR RCRETT &
R =8 R “0" ) - BEFIRERE (B2 HKPO AFREBEBEOE A “HAith”

ff -

5. AEWSCATRIEES A TERRIARE T eCHINESE NAME ONLY*** | st e Rty s 478 - FE(Ef

f%/ﬁ

Neame)W iz BT (AR

EECAEIRA T P B R B BULE A g i R 50— H #k44M8 (First Directory
TESEAERNSE 3.1.1.6 7% ) Bt SCRABEER ] ISOMEC 10646 B 4RABATRLE -

6. FRIESSNFBE » PR R AE (R s f2 Netscape ZE{FN7I9 5 “JERESE” (Non-Critical) ZE{HfH(r -
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10.
11

12.

13.

AR EFE AL S (E A AR5 5%S (Object Identifier, OID) © BHIAAERIFTYIRAIES » s5SBIAMERIZE 1.1

(G

ARHERE I (8 PR RS I (a8 - DLEATT & alad S RIS S A RE = -
AREC G HI—{E 2 HF Adobe PDF ZZAVY)435HIT -

R EREF T R E e RS e ELE R A T e R - (ISR HD

SRS A B Sy 38 %5 URL & http://crl Lhongkongpost.gov.hk/erl/eCertCAL-10CRL2.crl - [ B 4552 Hongkong Post
e-Cert CA 1 - 10"FTEHHAY Ty EIE R0y EE | -
SRS A B Sy 38 BE URL & http://crl Lhongkongpost.gov.hk/erl/eCertCA2-17CRL2.crl - [ B 455 Hongkong Post
e-Cert CA 2 - 17"FTE&HHAY T oy EIE Ry EE | -

SRS A BE Sy 38 8E URL & http://crl Lhongkongpost.gov.hk/erl/eCertCA2-1SCRL2.crl - [H: B 4552 Hongkong Post
e-Cert CA 2 - 15"FTEHHAY T oy &= E R0y EE | -
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

3) BFHEE (RE) BX
3.1 t{RJFZESE  “Hongkong Post Root CA 1”7 Z°F

DL Ay F A B 458 2 "Hongkong Post e-Cert CA 1-107 LU ZE bR 8 SHA-1 3% H ) 5 T35
=z RE) -

(BBEEZEEMERY B 2019 £ 2 H 1 HiLEZ (44553 " Hongkong Post e-Cert CA 1
-10" WEBEFEE RE) ©)

Wit 75 | TS
R (Standard fields)
R (Version) X.509 V3
9% (Serial number) [ EBEB LS BN = AT 7 EHIE T
#HERAFEA (Signature shalRSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
F3EA (Validity period) [ FREH Not  |[HEHEE AR EAUTC FH)]
before)
REF Not  |[HEAEL A ENIUTC B
after)
TRETE (Subject name) en=[fZREEEAL 7] (s
e=[€'€%$|3$§ﬂti¢] (HtsE2)
u=[BELASFELREIR] (x3)
ou=[FE S EE BT e E/ S eradE dmat+HAM] ()
u=E A REARE] (isEs)
u=[E A 1 TABFIAAE] (ises)
o= Hongkong Post e-Cert (Encipherment)
c=HK
EREN\FAREEREER] (Subject public key |E A (Algorithm ID) © RSA
info) NFHEHERE (Public key) © ZHBRERIS F5204811 7T

B A SR B142%8  ssuer unique identifier) |AR{siF

SO A48 (Subject unique FFH
identifier)

T FE{RIRIAL (Standard extension) (zk6)

HERAERESR A2 T8 |82 A  ssuen) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
FF9% (Serial  |[fE3&H ABETERY
number)
FEERLEE 74 (Key BOEEE > HUERLINE
usage)
(BEMR “BRSE™ WRfL)
FHEPBUR (Certificate Policy Identifier = [#J{55AI05] (st 7)
policy) Policy Qualifier ID = CPS
Qualifier : [(FZzE1EFEAERIFYURL]
TR (Subject DNS ENE|
alternative name)
1fc822 FEEFFA ANETERMIE] rs)

63
EHBMETEE e

200942 5 1H (‘:l)ﬁw.u‘,"/mulh-:o-Cmt
YR IR ¢ 1.3.6.1.4.1.16030.1.1.43 i sz



L e LA
B A4 (Issuer A
alternative name)
FARRH] (Basic EREsER RS ERS
constraints) (Subgct type)

BERREERRA | f

(Path length

constraint)
FEREISRLEE R TTA ENESE|
(Extended key usage)
HERGH AR SRR SR BT = EERCHARSEREURL] (i)
(CRL distribution point)

Netscape ZEfH {1z (Netscape extension) (fftz:6)

Netscape F5E3EAY (Netscape cert type) | SSL client, SIMIME

Netscape SSLEJAR 234278 (Netscape SSL | R (EHEH

server name)
Netscape ffiz¥ (Netscape comment) (Fi#3: | This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
10) Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to

permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

3.2 MR8 E  “Hongkong Post Root CA2” Z°F

U\??%i‘_ﬁﬁﬁ’\‘ﬁﬂ b 455 & "Hongkong Post e-Cert CA 2-177 PAZEE R 8 SHA-256 4% 1) &

HE ( 1%44 -
Wit 7% | [EARES
FEXER (Standard fields)
RiZs (Version) X.509 V3
F75% (Serial number) IR as O Iy iV Sl A il e
F=EHEAFA (Signature sha256RSA
algorithm ID)
FH A (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
B (Validity period) | FAEFY Mot |[FHEBEE Z4ECENIUTC BERE)
before)
AR Not  |[HEBEE AMECENIUTC EBERE)
after)
TR (Subject name) en=[FZREBR L 48] (tzen)
e=[BEF L] s2)
ou=[EECASF IR (iH:3)
ou=[FE B LB BRI+ e H/ BErrEE w2 (o)
ou=[EEC AMEIEAHE] (ises)
ou=[EEC AT T/ERFTHTE] (tsks)
o=Hongkong Post e-Cert (Encipherment)
c=HK
T A\FHEEEREER (Subject public key |ELZ0E% A1 (Algorithm ID) : RSA
info) \FAEHSGRL (Public key)  ZAHHREFE F52048117 7T
B A SR B142H% [ssuer unique identifier) |
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http://www.hongkongpost.gov.hk/

L e | AR
BEC A7 (Subject unique A
identifier)
FEREFE(ARAr (Standard extension) (fffz¥6)
B IERLRAZFE |8 A (ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c=HK
FFo% (Serial | [{fe 3 A EIERY
number)
FEHERLEATE Key BESRE > HHERLIIE
usage)
(BER “BRSE" AL
HEBUR (Certificate Policy Identifier = (#{A=8ARE] Chitst 7
policy) Policy Qualiﬁer ID=CPS
Qualifier : [Zs& FE2EHIATURL)
A% (Subject DNS ENESE|
alternative name)
1fc822 [FEERA ANBTEFEE] ()
2 R4 (Issuer ENEJ:E|
alternative name)
HARRF] (Basic Framn RAE
constraints) (Subject type)
PERRRAERRA | fi
(Path length
constraint)
AR RLEE A T304 SSL Client, S/MIME
(Extended key usage)
HERBEE S BR FRRGTE = (ESHEHEESERURL] (:x9)
(CRL distribution point)
Netscape ZE{EHEML (Netscape extension) ([fzE6)
Netscape FE4ERY (Netscape cert type) | A(FH
Netscape SSL{=IAk 2345 (Netscape SSL | A(#HH
server name)
Netscape fiz¥ Netscape comment) (Fifst | A f5ER
9)
B aE:

L B AR A
2. FEHEA KRR TR AL
5. BRASHES 10 iy
4

Fﬁ%’“ﬂ:’é Gmit” MAGL —& 16 B iE (RS ec BRI > M= HZ( 07 )Y, “FEiEE
I EECEEE" ML — & 8B/ (WM E Sl E Rt O 8 (/70 eSS Z( 07 )
#D IEEMREE / BeCBERT > MR 07 )Y, “HM" M —R2 30 BT/ E WR) - BE
FrRTBEBUFEFI 2 P Eecamst K “HEMEEE [ SacsE Ml AZEC 0" ) - BFIEHE (Fn

HKPO (UREBEBOSEHA “HA" L -

BRIESISNERA - AR i R bz Netscape FEMHRAIIT R “JERAGE"

© =N o oW

A E R AE IR RS (Object Identifier, OID)  BERAAERIGTYIFER AR - &5
BB R 2885 URL A http://erl].hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

e-Cert CA 1 - 10"ty " &G ERBIHE -

9.  EEERENEESEEL URL A http://crll.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl »

PR SCAEE R P OB E S 2 HAB A SN BT (AR EEAERISE 3.1.1.6 /%) -
(Non-Critical) ZE{H#{ir -
SRR 1.1 1%

435 =E"Hongkong Post

435 =E"Hongkong Post

THEETEE s
201942 A1 H
Pk RIEE ¢ 1.3.6.1.4.1.16030.1.1.43
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl

e-Cert CA 2 - 17"Fd& iy " &I ERBIEE -

10.  EFEEE RS o DUIT AR ARSI SCARMUEESE > i A SR S A IR A - RIDISESOR

MRS E R AEGQ #EIE 2 ETEETELAERE © () B AR HE BT (i)

B SRR SE B IS B i eSS T I Sss A S 5 DURGE LT E

WEZ R (5 1B, - A BEARAE (0 LR 2 RSk 55 2B o] 12 http://www.hongkongpost.gov.hk

AR BE N E T asE e e ARl -
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http://www/

wigk C

ik C - BAEEERSREF E(CRL) KEHBE
BUEXTEREHE E(ARLFEZ

AMt 8% C st B F b 4855 2 "Hongkong Post e-Cert CA 1- 10" » "Hongkong Post e-Cert CA 2 - 15" > "Hongkong
Post e-Cert CA 2 - 17"Fir&s H VRS 008 5 B DA R & B B B RETRISH 5 BRI B R A ZeHERI AR =0 DUR
H “Hongkong Post Root CA 17 Jz"Hongkong Post Root CA 2" T AT FFRERISY & BE(ARL) AYEE 3T B2 MG
BEFIEAE -

BB R = TS R A TR K H TR B S50 09115 ~ 14:15 % 19:00 (EREHHE
SEPIFIGMT = UTC) 5 01:15 ~ 06:15 % 11:00)) S a8 i A LA st (e BT A0 17

AR E TR EAYERN

a)  "OEIAEEREER ) (Partitioned CRL) f & 7y 4HAYE I MR MEHEERIER - SRR
AArHE(URLFERUHBARY T 2 B EREEE ) -

. FHHP 453 "Hongkong Post e-Cert CA 1 - 10" tHEEFE6E (EA) :
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRLI1 <xxxxx>.crl
Hrp <oxoxx> RS 5 (HEF ST R T -

ii. P 4s5="Hongkong Post e-Cert CA 2 - 17"Fr#¢ HHEFEE (HA):
http://crll.hongkongpost.gov.hk/crl/eCertCA2-17CRL1  <xxxxx>.crl
Hrp <oxoxx> RS 5 (HEF ST R Ta -

i, HH %5 "Hongkong Post e-Cert CA 2 - 15" thEE 56 (EA) “AsPAR"
http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl
Horpr <xxxxx> FyBlE S M EF RIS o

iv.  FH4:5E Hongkong Post e-Cert CA 1 - 10"AT8¢ HHEE T8 (&%) NETHE (RE):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

v. B9 455E Hongkong Post e-Cert CA 2 - 17"Frsg HEE T36E (fH8) METHEE (%)
http://crll.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl

vi.  EH4E35E Hongkong Post e-Cert CA 2 - 15"Fras HE T35E (H#fE) “HIIR”
http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

b) TEREEERSIEE | (Full CRL) B&47 5 4855 E Hongkong Post e-Cert CA 1 - 10" » "Hongkong
Post e-Cert CA 2- 15" » "Hongkong Post e-Cert CA 2 - 17"Fr&& I FT A B8 1 m S s E B EATE R -
INFA SRR iz ik (URLJERY " #epE s BRIy A |

i H 4582 "Hongkong Post e-Cert CA 1 - 10"Frag HHyEE= ¢
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 2%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong

Post, c=HK)
i, Hy 48552 "Hongkong Post e-Cert CA 2 - 15"Fi2é HAYEEE -

http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL1.crl B¢
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_%3cxxxxx%3e.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1_%3cxxxxx%3e.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_%3cxxxxx%3e.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1.crl

Post, c=HK)
1il.

F 48552 "Hongkong Post e-Cert CA 2 - 17"Fraé AV -

http://crll.hongkongpost.gov.hk/crl/eCertCA2-17CRL1.crl B,

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong

Post, c=HK)

Al E RS A S T T S R E &R
distribution point) iz PIEE IR IE(URL) SERUH R HUREZ RIH A -

SN R T S E RS 3R ) (CRL

FEIEH BT BAHBERENREE - SRS R E A - AR RAREDN

15 T EAEEC] N ES FTE R s E R
BRAMEEREAER T - INEAEESEE http://www.eCert.gov.hk T

N=4=c

THE

BT e AR - BBt AR
AU B o

(D E948:8E "Hongkong Post e-Cert CA 1 - 10"fRIBAZERIEF H A3 S0 B RB E ROy A BA -

TR (Standard Fields) | TR0z (Sub-fields) |7E=0EEEHENE | BIESEROIER |FHE

k== VA NEA Lic AR

R (Version) v2 IR REE SRS B =
RRAS By X.509 55 —hR

FEE kA (Signature shalRSA DL DA S B E RS

algorithm ID) BV EL AR A

ZEHL A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 IR g B N 2 S B R

o=Hongkong Post T BRI IR
c=HK

2T (This update) [UTC HEf5] DB R A S B A BR3¢
HiHEA CGEZREH)

TEHr (Next update) [UTC HEf5) FoRN RS EREYA EREE
RHYHIAEZ Bt (TR
¥ o MAERERHIZ %
S o MRIBAZES R AEAIATHR
TE S ER A EREREN
P&l

FEH=5E (Revoked S (User REZEF98] IR E R E R B

certificates) certificate) i

FsEH A [UTC ] IR RIS S Y

(Revocation date)

SHERE A BEERIE I (CRL entry extensions)

JFRRHS (Reason

code)

(A FH R 5]

(BfFaE 1)

FEAEFE(ARIAL (Standard extension) (FTEE2)

AR R N (Issuer) cn=Hongkong Post Root CA 1 I A R R LSRR A TE
(Authority key identifier) o=Hongkong Post ST E RN BRI S
c=HK rREHIHC E A PR SRL -
Fi% (Serial number) |[38 A GEEF5E] I35 e PN = 3
SHERS S SRS (CRL [HIZEE R 4] IR E R B4R
number) % 0 ARt LERFE = E AL -
A 53858 (Tssuer [ DER Jizt4mHE |REEA] AR R B G ERE S
distribution point) R i DA s BAEA -
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code)

(AR FH R 5]

(BfFEE 1)
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258 (Encoded
CRL Distribution
Point)]
(SR “mas”
i Tiv)

(I

FH 48583 "Hongkong Post e-Cert CA 2 - 17"MRIBAAE RIS AT 55 B30 5 B pl e = ey 75 BAE =X -

FEAERGAL (Standard Fields)
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FEAERANT (Standard Fields)

Rz (Sub-fields)

oy B EREAE
BRIAE

BRGSS SRR
NS

st

ZZ2EEA (Signature

sha256RSA

EMERE R DL s B A

(Revocation date)

algorithm ID) BRAERAT B
2 A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, IR g B N s e E RSN
o=Hongkong Post, 5 BRI
1=Hong Kong,
s=Hong Kong,
c=HK
[FEZREEHT (This update) [UTC B ] B A E R E S
H HEH (B REEHD
TREHT (Next update) [UTC B ] FToRN RS ERSE HAR
RIYH A mrEs (PR
B0 0 MAGRERHIZ %
- MRS R
E o B ER A EEEREN
r&iian
FEH5E (Revoked F P83 (User EEERFT L E RS S E
certificates) certificate) i
HeHHIA [UTC B IR RIS E A

SHEREE S BB R HIAL (CRL entry extensions)

JFERHS (Reason

code)

(R i )

(BfFEE 1)

FEAEFE(ARIAL (Standard extension) (F¥EE2)
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HEEY NI E A
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R By X.500 55—k
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algorithm ID) B ELERY S A
A (Issuer name) cn=Hongkong Post Root CA 1 JIaW i N YN ant i & ]
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c=HK
JEEZEE 7 (This update) [UTC B DB R A RE R A B 35
H HEE (B REEHD
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RIYH A mrgs (PR
¥ o MAgRERIHEEZ %
o MRS R
TE o RS R EE T
Jr&iqant
s E Revoked FiF83 (User T8 Y HE RSB E NS E
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HsEH A [UTC B DL RS 0 HF Y

SHEREE S BEERHE AL (CRL entry extensions)

JFERHS (Reason

code)

(R i )

(BfFEE 1)

FEAEFE(ARIAL (Standard extension) (¥EE2)

number)

A s g Ry A (Issuer) cn=Hongkong Post Root CA 1 IEisR A B R LA TR
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9% (Serial number) |[# A ZEEAVT R DR RS B A GEE Tt
SHERES SRS (CRL [HIZEE RS 4] DRI RS Y 4R
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2N 53388 (Issuer

distribution point)
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HRA (Version)
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(@ E )

it
Lo DU R TR AL 51 LA R sl -
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