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SFRIARAR A S 4 I R R B B B B A SO o] 2 IR S B A

IR ERIEETEBARAFARHE AR (FIERISRF - SRR - HREEEIEIRER i e
EBSFAIS 3.2 BRFTREZRHEA - IR SRR - Rl BEEUS R 4 B BB BULE IR Z I K 247 -

“HIFET AN BABETBRLN S - fEEE IR -

SRR 15 BURE NP EERRBISE 33 (R T AR 2 58 AT R SE s <Al -

BIFHEE METLORNS  HRBAZETHS  LHEHIFEH SN 2GRN B % BTk FEIR 2R
EA - (BRFAFRAREEIR SR 2 BT NRE AN 2 AR E RS SE R ILHEE -
() ZEIEB R ST N2 AR SR E N B R L © DU
(b) EEABIEEREL - [RAZBETLHREEREER -

WRATICN" SRR I REA A S

“BAAEEMEET AT (E SR - SRS ELUT R () GEFRAERS AATE B il o) e A
(ICANN) - (i) Bz B M > 2 (i) 48R a0 CRfRR D Soids « R - (% - @EESESEA) -

“ETHEEMEE USB” &1 USB HPICIREE > BHEGFE TEENRGEEES - B E B3R USB ERgHE
FEHEEAEE http://www.eCert.gov.hk M o

‘BT EEMTPER" 5 SR fINE TEEESE USB > ARG E TR E KA EER -

BT HENARRES 2 BEIPAZO Tz
(@ AEERNRFNEASHE - EEARREEE S &R I
(b)  BEREFAEERR AL EHAARES A -

“BTEE EHE TSR EAAR  BESY A 2R R BEH TR - TR EER T
» B H TR RadsE BORKREZ A HIVETLE R

BNE IS TREET SRS - SRS -
B CEER - SCF AR BT - R B R -

“GRARS TG TSR Z 24 ¢
() FHEER
(b) “CEREER
(© FEFIFEEENECH BN AL (R 2 B ARG - BRE A FR &AL T R A A T2 2 © K
@) FERFleRERCN % F &N SR AN EAEAR SR L (e 2 &R -

‘BN BHRPEE MM S o B AR - BERE LA o SO ACHR R LRI A R

‘MBRSERER EE0BERE FRBSIREI) (55 112 25)[ R ISt R R R (i 2 5 RI% - MRS EE
SR RS e 1] R e S b PR R L AR S R R O

BT BEEENS 5
() BUEZEE  ARFZEE B ENRINEZ S E Vs A EGk | RSB ARTEN > BARZA ¢ 5
(b) eSS E E SRR RS E e A EGRh | RIE SR G E I ARTER > BRI A MRS
& MEREMZEETZAEM

“BoHEWA" IR EIARLT - LN EER R AR BER FAHRH 2 AFEHERL - T3 AP ISR L E % AL
NEEHEREFTE A4 2 B 25

“OrRagEoREg” A BB WM BT AR (EERIM E T S e S LR A ) TH (EUEE T E LS E L
A et ) o
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http://www.ecert.gov.hk/
http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

“HRRIR BT (A SCE T ) T2 SRl & s TR T (856
FHELUH LRI ) - (EHE0] AT S BT -

BB HEEAIEDISS 553 7 (BTRANEH) -

TNGETE 5 ARG A P T T RS A TSR 5T -

“IE" BUEE AT  IESHE AR - R A BRI - NI A -

“PKCS#11 seAEE" 5 EEE (FINERER)  FRAFFEETES RIRIEDRESN - IFEH RSA HERE A1
HYABHEHERINERELE (PKCS)TER 11 IHARIIE#ACE S MEFEERIARAS » M EIEES FIPS 140-2 55 =4 ekLL £/

a7
n/yl::{uﬂ °

“BHEREE EEEOE 08 5 (HEEEN) FHEEE -
“PANGEERL” FlCE H Bk I A B B B
“APIRTERL” T R (L S B B -
T 4 -
(a)  TRIBEETACHIRMIE 22 Rt ol 5%
(b)  IBHRAETE T4 RIS 22 et sy 2 000 - BRI 38t ¢ o
()  TTAR GBI 34 FEATIZ B EBF S e Rl rT it it -
SRR 15 RIS T S DI 21 (R T ISR 34 [P SR R -

CH AR LT - SR REE 2 FR ML TR R TR SRR 2 B
-

BRSBTS EEUEE - (AREBEBULEERREIT T — MRt - IR &R E 5 TR
Z R -

“BHEALT - BT - fEEEEHIRCE o (RENZEEN (30 S svE T &4 -

“RHEIRER et ATRE E AR TR 2 R A -

‘R fE AR RS E D R B AR E AR

“BEAR" MIHALEHEITS - SR ARG A RS | = S -

‘B BE OEHEERE SRS HRE &5 TSR ZERIRRE - B N AR AR T ABRE T

BRSO T TR AL P -
PR JHE S E R TR R R © SR F R SRR T -
CHUPHRE ETBE TR ARA SRR TSP -
BRA” AU AR
() AERBPE AR B O
(i) Dzt R

(it)) FFABLFIH 56 E Y A BHE TSR TE 2 AL L

“BEABR BB A REBEBET A - B EE R LIRSS AR R AR RSB

K -
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CBEARE IR RE AN | TSR REHE SN RIS IR ERRA R S 7
A58 T4 2 <

RERS O TATA R EISHERE - B RIET
() EHtZEREZARKAELM
(b) AEREEREN - TR IR S BN R IS T2 R S A
() EHMEGHITHEFREDLRE @ &
d) KBRS Rz 2 Ze g F A -

“ERARE EEENAERTER -

RBTETRAME > OIHBIHBEET2RIINEESENZ AREHESUKE  MEAEEZETAREEA
A Es B EEE -
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ffifsk B - FAEEETREIEI

AW A o

Hongkong Post e-Cert CA 1 - 10",

“Hongkong Post e-Cert CA 2 - 17" IRIBEARZE(EEAEAIZ B0 E T
B At th 4 5 BRI A A RS T E A Al 3 B 1
= TREECR ) NS o &R BE AL

D BrEE (EA) B#X

1.1 #RJEZEE “Hongkong Post Root CA1” 2|

o

2=

Hi#% B

“Hongkong Post e-Cert CA 2 - 157 &

B o AR T AR AR ED
= FERIBE TR E LAY H
fESEAEAL -

DL Ay F A B+ 42558 3 "Hongkong Post e-Cert CA 1-107 VA% pRi 8 SHA-1 25 1 78 7 7%

=z (EN) -
A 275 L AARNES
EBEFEE (EA) BEFEE (EAN) ‘AR |[BHTREIBHRALAR
hR” BFEE (EAN)
TZEZEMH (Standard fields)
KA (Version) X.509 V3
FF3% (Serial [FHEBEB M BN = Ao F N S
number)
H=FEFEAEA shalRSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
AR AR Not ([HEBEEAGARENUTC 1HE)]
(Validity period) |before)
RER Not |[HEBE AMEENIUTC FER)
after)
FRRELHE en=[EABS A D en=[EHB G (FEEEEA] (D
(Subject name) e=[BTEFEHENE] CHize2) e=[E T EFHNNE] ()
ou=[BECASFRIK] (3 ou=[EECASFEEmIR] (k3D
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (fffzt4)
c=HK
FRAFFIHBRER (Subject |F =G (Algorithm ID) : RSA
public key info) ANBAZERERE (Public key) @ BMERL-EE 204841 7T
BH AR Issuer ERESEE!
unique identifier)
BRI (Subject ERESE!

unique identifier)

TR ZE{RRAL (Standard extension) (fftsES)

W IR |BHA cn=Hongkong Post Root CA 1,
illEoyi: (Issuer) o=Hongkong Post,
(Authority key c=HK
identifier)
P9k (Serial | ({45 H ABRERY
number)

EREBETHE &aa R

223 7H1H

YIS AIRE ¢ 1.3.6.1.4.1.16030.1.1.48
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Wt tE L IAREN]
ErEE (EAN) ETEE (EA) “BiE [BHTFRMISHEALLY
IR BFEE (EAN)
FUSRLE R T AEER > BUEFE > 5 | RN Ee0 - BEsE AOERD > EEEE > B
7% (Key usage) REHNZ RENNE
(IR “BESE” MO0 (BEfE “BRSRE” WAL (BB “BRSE” WAL
HEBER Policy Identifier = (#1551  |Policy Identifier = [#){4-3%7 |Policy Identifier = [#{Fa% A 6E]
(Certificate CANCGED) INGED) (HE6)
policy) Policy Qualifier ID = CPS Policy Qualifier ID = CPS Policy Qualifier ID = CPS
Qualifier : [IXZ8{E ARG |Qualifier : [fzfEesteyy  |Qualifier : [RXEE(FSRAERIY
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.
1.1 (BaE7)
Policy Qualifier Id = User
Notice
Qualifier : Notice Text=[G{7
FNZTTERE] (s 9)
Policy Qualifier ID = CPS
Qualifier : [fZ=81EZEAEAIRY
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 (Iffz£9)
Policy Qualifier ID = CPS
Qualifier : [fZz8EZEZEHITY
URL]
B -4ilE DNS (IS B S ] (HE0)
(Subject rfc822 FEERA NG T BRI (M)
alternative name)
FH AR ENEd
(Issuer
alternative name)
AR THREN |(REER
(Basic (Subject type)
constraints)
BEREER |
1 (Path
length
constraint)
FEA ARG ENE
7%
(Extended key
usage)
HEREE SreE R = REEHEH AR SEBEURL] (k1)
53858k (CRL
distribution
point)
Netscape ZE{EHH#Ifiz (Netscape extension) CFitzEs)
Netscape SBE=IEHE! (Netscape  |SSL client, S/MIME
cert type)
Netscape SSL{EIFR 5478 ENEE!
(Netscape SSL server name)
Netscape & (Netscape ENEE!
comment)

I ETEE R
202347 A1 H
YIS AIRE ¢ 1.3.6.1.4.1.16030.1.1.48
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1.2 fRJFEZEE “Hongkong Post Root CA2” ZF

DL Ay FH A B 42 7% 3 "Hongkong Post e-Cert CA 2-17" LA 25 pR 85 SHA-256 95 H & T

E (A -
ey L AARNES
BrmE (EA) [BHTFRESBRAANETRE (EL)
FE#ERH (Standard fields)
RRA (Version) X.509 V3
F59% (Serial [HE B BASER BN ol HEfI ]
number)
H=HEFEAFA Sha256RSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BROH AER Not ([HEBE A EEAVUTC K]
(Validity period) |before)
'R Not |[HEBEH ASEEAIUTC FHH)
after)
FRERE en=[EFHEG ] (D n=[E B HEEEHA] D
(Subject name) e=[BEFEFEHIE] (st @%ﬁ%ﬁﬂﬁiﬁ] (WE2)
ou=[FELASFEmIR] (x3) =[BEASFHEI] (W)
o=Hongkong Post e-Cert (Personal) o= Hongkong Post e-Cert (Personal/Minor) (3%
c=HK 4
c=HK
FERAFEISREE R (Subject |E a7 (Algorithm ID) : RSA
public key info) ANEZEERL (Public key) © ZEHBRLEE B5204841 7T
AR Cssuer ERESEE!
unique identifier)
BECATRAI47 (Subject ENE

unique identifier)

R (AT (Standard extension) (Fiz:s)

R A cn=Hongkong Post e-Cert CA 2
BZ5E (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
FFO% (Serial |[fE3H ABRTERY
number)
FHRRLEER T A& HEEHE - FUERLINE
7% (Key usage) (BhiiEs “BASE” WA
BERE Policy Identifier = (/a8 A1EH] (Htst 6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [fZz&FELERIHYURL]
FREHI4 DNS [EHNERE RS EERE] (HEL0)
(Subject rfc822 GEERA NB T RG] (ix2)
alternative name)
FH AR ENEdE
(Issuer
alternative name)
52
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Wt tE LA
ErEE (EAN) [BHTFRESBRAENETESE (EA)
AR TEER (| RRER
(Basic (Subject type)
constraints)
BEREER |
il (Path
length
constraint)
FEfR TR SSL Client, SMIME
A%
(Extended key
usage)
HERGEE FESELATE = EERPHE B ESURL] (1)
53&5RE (CRL
distribution
point)

Netscape ZE{EIRAL (Netscape extension) (ffizEs)

Netscape s 3E7 (Netscape | A<{5 FH
cert type)

Netscape SSLAEIARZ8447% RIEH
(Netscape SSL server name)

Netscape & (Netscape E NS
commen

DL 4388 FH 7 HH A 475 2 "Hongkong Post e-Cert CA 2-157 AR BR 8 SHA-256 45 H 11/ ¥

rEE (N “HRBRR” -
i e i VAR
A (Standard fields)
KA (Version) X.509 V3
9% (Serial (& ABEE S Sa B el T HEH 87
number)
FEEAHH Sha2S6RSA
(Signature
algorithm ID)
B (Issuer) cn=Hongkong Post Root CA 2 - 15

o=Hongkong Post

1=Hong Kong

s=Hong Kong

c=HK
B AER Not ([HEBEI A EAVUTC R
(Validity period) [before)

AER Not ([HEBEE A EENUTC K]
after)

TR en=[BFHES A (D
(Subject name) e=[EFEFEIHE] ()

ou=[FELASERIE] (3)

o=Hongkong Post e-Cert (Personal)

c=HK
FHRAFREISRLER (Subject |F =31 (Algorithm ID) * RSA
public key info) ABAZEHERL (Public key) © ZBHERLEE A2043A71 7T
B A SRR 4478 (ssuer ENEd

unique identifier)

I ETEE R
202347 A1 H
YIS AIRE ¢ 1.3.6.1.4.1.16030.1.1.48
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i

Wi AE

BEC A\SRA147E (Subject

unique identifier)

ENEIE

TEAEJE (AL (Standard extension) (fzks)

W FIERLE | BHA cn=Hongkong Post e-Cert CA 2
il (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
3% (Serdal  |[fE8% HI ABRIER]
number)
FHERLER T A ER - HEFHE
7% (Key usage) Bk “BRSE” Wfi)
BEBCR Policy Identifier = [¥{4s8AIES] (Wt 6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [fZz& FZE2ERIHYURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ B1{7%&% /7 2. 4mfE] (Note 8)
Policy Qualifier Id = CPS
Qualifier : [fZz&{E£2EHINTURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : [fZs8{F2EAERIAIJURL]
FHERIZ DNS (BN S B S ST (H10)
(Subject rfc822 EEFTE NB T ERHAE (i)
alternative name)
FH AR ERESEE!
(Issuer
alternative name)
AR THREN  |(RSER
(Basic (Subject type)
constraints)
BEREER |
1 (Path
length
constraint)
TE(RERTERL(HE SSL Client, S/MIME
7%
(Extended key
usage)
HEREER FESEIATE = EEEREHE B EEURL] (m13)
53&5%: (CRL
distribution
point)

Netscape ZE{EHAL (Netscape extension) (fftzES)

Netscape & E8ERY (Netscape | A(FH
cert type)
Netscape SSL{eIARe3441% REH
(Netscape SSL server name)
Netscape & (Netscape ENEE!
commen
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FsE:

FREE AN = Tl - #EIR (CRE) + 44 (141 CHAN Tai Man David )

HH g AFTERA i E T Ef AL (AUSEE TEFEHAE - LR &2 ) > X E T EFE AR LT -
BEASFERR © 10 18T

“e-Cert (Personal/Minor)” 2~ FHEE AMES HEEEREAR 18 5% (RAZEEEEERE 3112 ) .

FRIESSHNERH » FTA R IE i Fe Netscape ZE{RMANI3T 5 “JERAEE"  (Non-Critical) ZE{HARAL -
K*%E@Tﬁzﬁﬁﬁﬁ‘ffﬁ%EEUE’U%@%EU% (Object Identifier, OID) © BEFSAZERIFIYIAERAIES - 52 RALEAE
LIk~

7. AT I —(E B 5058 RIS YRR - DABAIAT & BLa0se 5 RIS T2 th Ve = -

8. AHAC AN —(ERE B T E RIS E RS (1 Fi% TGRS - R A0 A ER - MR RCHEHE

HEHI S EZ TN MR Tl ERIRAEE A" FESRNSHERZITZ0) -
9. AAEESHI—E 745 Adobe PDF &2HIY (458 FIHE -

10, I ARYE G YRR IRED(D, hkid_number FTOH G AKHEE AN A BB A B LA
— A (D cert_bkid_hash F270)f% » {7 AR ¢

e . R I

cert_hkid_hash = SHA-7 ( RSAwmittey, 1 ( hkid_number ) )
SHA-1Fs— 5 A3 BT RSARI Ry 35 22 bRy B

FERBLFEHERLAYHERE T - hkid_number G EEBEBUR AT UBRIE SR %% - WEACHBNVE RS (D3G5
IR EE SHA-1 ( RSAsiaeicy 52 (hkid_number ) ) » 325 E & AR AV E LRI -

1. BEHNFEE S S URL A& http://erll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1 <xxxxx>.crl, H 45 =
"Hongkong Post e-Cert CA 1- 10"t » Hrf <xxxxx> By BFEHBLAMEL - B8 5 HEFHFHINTER - F
BEEEAES T EREEREEE - ORISR SEER gEZEE HERSE SR
BN EE A E > BREE RS S BN A -

12.  EBEFPSE B2 EE URL B http://erll.eCert.gov.hk/crl/eCertCA2-17CRL1<xxxxx>.crl, FHH4552 " Hongkong Post e-
Cert CA2 - 17T"FR#H > Hrb <oxxx> By KEFEBIBASRES > B8 5 HETFHFHFNTE - (L 2019F7 A 1
H 7 &g i ER0HE B 58588 URL & http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1_<xxxx>.crl) o &
EE NS T B EREEE - I REEEEENER gEZEE SERYAE B M
NN EESERESEAN A -

13. EBEWEHE BE 8885 URL B http://crll.eCert.gov.hk/erl/eCertCA2-15CRL1<xxxxx>.crl, FH 455" Hongkong Post e-
Cert CA2 - 15"t - H <o By EEBHEASESE > B8 5 ERFHF/HTE - - (§E2019F7H
1 HZ A R EH5Y 7% B 7y 4585 URL A http:/crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxx>.crl )o &k
WP MRS T rEGEERENEE | UM EENER gEZESE SEREEE SR M
NN EESERESEAN A -
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2) ETEE () Bl

2.1 fRJFEEEE  “Hongkong Post Root CA1” Z°F

DL %388 F A B P 4255 3 "Hongkong Post e-Cert CA 1-10" PAFfE bR

2 SHA-1 £ & 17%

=R -
i e i TIVARE
BTEE (188) lETEs () TR
T (Standard fields)
R4S (Version) X.509 V3
JF53% (Serial number) [HEBE B ASSCE N = AL 7S T
FZE B (Signature shalRSA
algorithm ID)
#FHA (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
BERCH (Validity period) | AR Mot |[HEBEBEASFLEATUTC ]
before)
BN Not  |[HEBEB AR ENUTC K]
after)
F BT (Subject name) en=[¥ZREF P24 (e
ez[?-é%ﬁfﬁ%ﬁﬁtﬁt] (HE2)
u=[SFLASERIR] (iE3)
ou=[(FEE B LB F RIS B2 E w0+ M EH/ B el H R+ HAir] (o
it4)
u=[E 50 AAEATH] (isEs)
u=[SEL AR 1T T T8 (ss)
0= Hongkong Post e-Cert (Organisational)
c=HK
FRENGERRNEREEE} (Subject public key B %A (Algorithm ID) : RSA
info) AFAEHSRE (Public key) - B RS F52043(1L7T
B A4 ([ssuer unique identifier) |ARfHH
BEL SRR (Subject unique HAF
identifier)
TR {RiMAL (Standard extension) (fts6)
BRI AERESR 2R |8 A (ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
9% (Serial  |[fE5% S ABEFERY
number)
FHEREER 774 (Key AOERE > BiEE > BHANE | Fuasl  BiEESE
usage)
(AR “FHSE” M) (AR “RHSE" ML)
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Wt tE i AR
BTEE () BTEE (B8 B3R
B EBUR (Certificate Policy Identifier =[4/{-35%385] (Wt |Policy Identifier =[5k BIRE] (Hizk 1)
policy) ) Policy Qualifie1 ID = CPS
Policy Qualifier ID = CPS Qualifier : [1%25{F % HIHURL)
Qualifier : [(F%zE1EFEAERIFYURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.1.1 (Jfzt: 8)
Policy Qualifie1 ID = CPS
Qualifier : (%8 1FFAEHIFYURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (k3
9)
Policy Qualifier ID = CPS
Qualifier : [fZz81EZE2ERIATURL]
FREHI4 (Subject DNS [0-10F+EFE 4RI (HisE10)
alternative name)
%£—H ﬁ%%ﬁ u=[SEC BSOS (ises)
(First u=[ B AR ST/ P TR S48 Gises)
Directory
Name)
1fcR22 FEEFRA ANETEFEHNE] (i)
A R4 (ssuer AR{EH
alternative name)
FHARFRE] (Basic FHER RESEE
constraints) (Subject type)
PRAR R PR |fiE
(Path length
constraint)
EHERRLERITA SSL client, S/MIME
(Extended key usage)
EREE B SYEEBhTE = REEREH A S BURL] (1D
(CRL distribution point)
Netscape ZE{HH#{iz (Netscape extension) (fftz:6)
Netscape SBE8EAY (Netscape cert type)  |SSL client, SSMIME
Netscape SSL{EIAR 25-%F8 (Netscape SSL | (e H
Server name)
Netscape =¥ (Netscape comment) N

2.2 fRJRZ8E  “Hongkong Post Root CA2” 2Z°F

DL Ay FH A B P 4 7% 3 "Hongkong Post e-Cert CA 2-17 LAk 22 bR 85 SHA-256 95 H K& T

E7AS=CS

e (PR -

fRfir

WA

B (Standard fields)

fRAs (Version)

X.509 V3

FE5® (Serial number)

IS N e D v £ A L

EHZE A (Signature
algorithm ID)

sha256RSA

57
FAMBETHE ZEEEER]

202347 H 1 H ‘:?ﬁx:gﬂyw»ui-l:o-Cmt
YIS AIRE ¢ 1.3.6.1.4.1.16030.1.1.48 P E T




i

WAz

FH A (Issuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
ERHE (Validity period) |REF Mot |[HIEBE L 455 BHYUTC BERA)
before)
RER (Not [ E BT ARY s EAYUTC BF]
after)
FEREHTE (Subject name) en=[¥ZHEF Bk (e

ez[%%ﬁrﬁ%ﬁﬂtim {5
BECASELRIT] (H3)

ou= (Pﬁ¥7 S aLag o e B U R 27 )+t e &8 A aE

£4)

u=[SEC A ATE] (isEs)

[ B L ARE 7 T/E AT Ortes)
o= Hongkong Post e-Cert (Organisational)
c=HK

ERSR A

FHEABIFUEREER (Subject public key

B 7] (Algorithm D)  RSA

info) A FAHERE (Public key) & ZBBRLERE A2048A77T
BEH A BRRI4478 (Issuer unique identifier) |F{#FH
BEL AR (Subject unique H{FH
identifier)
TEXEFE (AL (Standard extension) (ffk6)
MR ERESR 2 FE |8 A (Issuer) [cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
PR (Serial  |[{e85 it ABEIERY
number)
FUEREFERI 774 (Key AEE > BIEEHRE > BUSRNE
usage)
(BHiAs “BRSE” AL
BEBEE (Certificate Policy Identifier =[¥7){F3%B1HE] (tsx7)
policy) Policy Qualifier ID = CPS
Qualifier : [(#ZZ8EFEHIAYURL)
FERHI4 (Subject DNS [0- 106+ E FEF4RTR] (HifsE10)
alternative name) %—Eﬁfk@ﬁﬁ u=[EE0 AR TSR] (ifses)
(First u=[& 50 A 1T ANFT R SRR (es)
Directory
Name)
1fcg22 FEERA AETEFEIE] (i)
A R4 (Issuer ENES:E
alternative name)
FHAFRE] (Basic FEA BER
constraints) (Subject type)
B EEIRS] (e
(Path length
constraint)
AR ERSRLEEFTTA SSL client, S/MIME
(Extended key usage)
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i WAz

EEROBERE rEEBEATE = REEHEHF R SEEEURL] (12
(CRL distribution point)

Netscape ZE{EHM#iz (Netscape extension) (fzk6)

Netscape s&Z355 (Netscape cert type)  |AR{sEFH

Netscape SSL{EIARk 234478 (Netscape SSL  [R{FHH

Server name)

Netscape f#iz¥ (Netscape comment) AREH

DL 2386 F A B P 4 5% 25 "Hongkong Post e-Cert CA 2-157 VAR pR 8 SHA-256 #% K& T
e (RS D “HRBRR”

WLE WL
1Z#EMH (Standard fields)
RRA (Version) X.509 V3
5% (Serial number) (AR ARG B Y — e+ ]
28R A (Signature sha256RSA
algorithm ID)
#FHA (Issuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
EXHA (Validity period) | RER Not  |[HHEETE 4% EATUTC HEHE)
before)
FER Not  |[HEBEB RS ENUTC )
after)
FRE-2F% (Subject name) en=[FHEF P44 (htseD)
e=[BEFIFEMIL] (HtzE2)
ou=[BELASFZERIR] (HE3)
ou=[(FE S AU E MR R 2B k) +5 8 Z/ S aradE dn o+ HA (wt
F4)
u={EE0 A EREATE] (sxs)
ou=[EC AMERE 1T (sEs)
o=Hongkong Post e-Cert (Organisational)
c=HK
FREN\FIEIERLER} (Subject public key |E= %A1 (Algorithm ID) © RSA
info) AFEHSRE (Public key) © BHHRLARE F5204301 7T

B A SRAN-47% (ssuer unique identifier) |A(HH

BEC AR (Subject unique ENEdEE!
identifier)

R (AT (Standard extension) (ifs:6)

BRI REE, B2 TE #H A (Issuer) [cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
F9% (Serlal  |[#E5HH ABRFERY
number)
FHRRLER )77 Key NEEER - HiGHE
usage)
(A “BREE" A0
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i WAz

FEBOER (Certificate Policy Identifier =[¥){4-s% 78] (it 7)
policy) Policy Qualifier ID = CPS

Qualifier : [(F%zE1EFEAERIFYURL]

Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier : a0 AMERE 31 T/EBF T Hh 34 7TH]

Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier : [ a0 MRS 31 T/EBF T Hh 34 7TH]

ER2A% (Subject DNS [0- 1045 & FE FI 4R (Hfi10)
alternative name) B ESRAR |ou={ G AT L] (s)
(First ou=[BEC A TT/ER I SCATE] Givses)
Directory
Name)
1fcg22 FEERA ABTEFEIE] G
A% (Issuer M
alternative name)
FEARRA] (Basic FHEA RS
constraints) (Subject type)
PR R PR |fie
(Path length
constraint)
R ERBRLEERTTA SSL client, S/MIME
(Extended key usage)
HEROEE SRR Gy EE BT = GEERBEE 8 BEURL] (i3E13)
(CRL distribution point)

Netscape ZE{E#Ifiz (Netscape extension) (ftzk6)

Netscape FBEMEAY (Netscape cert type) | AEH

Netscape SSLEIFR25-ZF8 (Netscape SSL  |R(i# H

SErver name)

Netscape 2+ (Netscape comment) pFRESE!

e

1. REAPEAME BOUg - 8K (KE) + 4% (1% CHAN Tai Man David )

2
3.
4

PR PRIV E T EFE L (AN A ETEREAL - U e 22 ) » S E TR R -
BEASER 0 10 LBF

“PCEECEE WYY WL — 5 16 (LT (R SRE RIS E R M2 (07 )] - AEIET
HFR S a tHARE I SCARRIA DU SR B RCaERl A QI "Bk S acstE it M & et thsE A S e itey
— &8 8 U B/ T REZ I B2 T E R B 8 (10" - “FEMEEE / BECEET ML —8 8 (BT
CansEmhae  SacE Rt T 8 (U Br/¥1 > @wytATEZ( 0" ) WESENREE / S BRIt - M
RZEC0 ) AR AREBES" M EmAZ( 07 )Y, “HM" i —&&% 30 LHE/FE WA - &
BRIITREBFEI . BRERmTT R ENREE  SREET M AZEC (07 ) o EFERE (a
HKPO REEFBHBOGHA “HM" M - Mg CAREBERR) (5 637 %) sEit & "AIRGH A 1K
i HeEfEEmot gl “Hm” s -

B ARRE SR g - THELAYAAHE T o-*CHINESE NAME ONLY*** | H#i5% 0 Rt 0 8L S0 08 o TR
LT & B AR T o SO i AR R R B B, H AL T & TR 24 Y25 — H #4478 (First Directory
Neame)Bfiz BT (ARG ESEAERIE 3.1.1.6 (7% ) - #8488 P U AR ISOMEC 10646 BIFRGRES A -

FRIESIONERT - FrA R A (R R 5 Netscape ZEfHEL ISR “JERESE" (Non-Critical) ZEfHHRL -
A E G AR S BRI 318S (Object Identifier, OID) o BEFAAERIAYI AR - s52RIALERIZE 1.1
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10.
11.

12.

13.

fi& -

ATHE G — (8 EL P S E RIS IR A RS - DUEHITT & Eabas & oRIs M 3% tHAVRE & -
MRS II—({EZFF Adobe PDF # A 0IW{ 718 -

R ME FH o 2 e e FE FH 4R G (E LM (L T E 3% - (FLMISR HD

EE RN B 358 URL A& http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » [t 54855 Hongkong Post
e-Cert CA 1 - 10"AT88 Ay T o BIEEREHESE | -

SEEBSN S B2 EE URL B http://crll.eCert.gov.hk/erl/eCertCA2-17CRL2.crl » b A 48253 "Hongkong Post e-Cert CA
2 - 1TFRSE A T B EEEREEEE - (5L 2019 £ 7 B 1 HZ AT HEEREEE 7% URL &
http://crl].hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl ) »

SEEBIEN S B2 E URL B http://erll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl » H Ay 48552 "Hongkong Post e-Cert CA
2 - 15"FrEE Y T EIREEEREEERE o (5E 2019 £ 7 B 1 HZ A HEEREYERE %% URL &
http://crl].hongkongpost.gov.hk/crl/eCert CA2-15CRL2.crl ) »
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3) BFEE (RE) B
3.1 fRJEEE  “Hongkong Post Root CA1” Z°F

DL Ay F A B 4258 3 "Hongkong Post e-Cert CA 1-10" VA% 22 bR 8 SHA-1 25 1) 78 7 7%

= (RE) -

L | [BRAL P
1Z#EMH (Standard fields)
R4S (Version) X.509 V3
FF5% (Serial number) [HE BB RSB = AeH s T
HFEEAFH (Signature shalRSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
BEREA (Validity period) | AFH Mot |[HEBEBASEEATUTC FERE)
before)
AER Mot |[HEBEL AL ENUTC B
after)
FHREALHE (Subject name) en=[FAE BRI ATE] (rzED)
ez[%%iﬁ%ﬁiﬂzhﬂ (WE2)
u=[EEASFELRIE] (3D
u=[ 3 SRR E AR s E S EaE B4R+ H M) (ixa)
u=[E 50 AR ATE] (fats)
u=[ L AR ST T/EPI4T8] (HtEs)
0= Hongkong Post e-Cert (Encipherment)
c=HK

FRAFIENEREER (Subject public key

HF R (Algorithm ID) : RSA

info) ABRZHERE (Public key) © ZATERERSE F52048(1L 7T
B\ SRA1-4478 (ssuer unique identifier) |AfHH
BECAFAIM (Subject unique ENES:E
identifier)
R (AT (Standard extension) (ifs:6)
MR R SR A2 fE |84 A (Issuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
9% (Serial  |[(f3H ABEIERT
number)
FBRLERJ77A (Key WS E - ESRLInE
usage)
(BHiAs “BRSE” AL
FEBUR (Certificate Policy Identifier = [#/{Fa8A16S] (st 7)
policy) Policy Qualifier ID = CPS
Qualifier : [fZa8{EHEAERIFIURL]
TR (Subject DNS NG
alternative name)
rfc822 [FEERA ABETEFEIE] G
A F$ (Issuer ER D
alternative name)
HAFRE] (Basic FRER WA ERS
constraints) (Subject type)
62
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W& AR
PERR R PR |fie
(Path length
constraint)
R EIRRLE R A ENED:E
(Extended key usage)
HEROEEHE EERATE = ([BEROEESEEURL] (s)
(CRL distribution point)

Netscape ZE{EHM#{iz (Netscape extension) (fzk6)

Netscape 5B E8EAY (Netscape cert type)

SSL client, SSMIME

Server name)

Netscape SSL{EIHR 282 F% (Netscape SSL

ENEIE

10)

Netscape ffizF (Netscape comment) (i3t

This e-Cert is used ONLY (1) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

3.2 fRJRsEZE  “Hongkong Post Root CA 2" ZTF

U\T:Z?bl_ﬁﬁ B/\ HH 4 75 & "Hongkong Post e-Cert CA 2-17" AR BR 8 SHA-256 4% H 11 /& 1

ek EI ( {% ) -
L | [WR I
TZXEMH (Standard fields)
A (Version) X.509 V3
5% (Serial number) (A EEE ARG B Y — e+ A H ]
28R A (Signature sha256RSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BREA (Validity period) |REH Not  |[HE BB ALELEATUTC FERET)
before)
AER Not  [[HEBE AR ENUTC HE)]
after)
EREZFE (Subject name) en=[FZREBENL T (hrsel)
e=[EFEFHIE] (HrsE2)
ou=[BELASFZERIR] (HE3)
ou=[FE B BRI+ e E /Sl E mot+ 2] (s

u=[B 50 A ] (fses)

identifier)

u=[ S EC A S TT/E 4] (HtsEs)
o—Hongkong Post e-Cert (Encipherment)
c=HK
FRAFEHISRLEE (Subject public key |F=aHA! (Algorithm ID) @ RSA
info) NBAEHERE (Public key) © ZHERERE B5204801 7T
A4S (Issuer unique identifier) |AfEH]
BRO AR5 (Subject unique REH

TR ZE{RIRAL (Standard extension) (fftsE6)

AR E T REE
20234 7H 1H

%

o {FHEAEA]
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63

C Hongkong Povte-Cert
P eI



http://www.hongkongpost.gov.hk/

Wt &mE WA
MR AERE SR A2 fE |84 A (ssuer) [cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
9% (Seral  |[f£3EH AEIERT
number)
FHGRLERJTA Key B BRI
usage)
(BEiRA “BRSE" AL
R EBUR (Certificate Policy Identifier = (¥4 HIRE] CHfzk 7)
policy) Policy Qualifier ID = CPS

Qualifier : [(FZEE1EFEAERIFYURL]

T8R4 (Subject DNS KA
alternative name)
1fc822 FEEFRFA AEFEFAEMIE (i)
B AR (Issuer KEA
alternative name)
FHARFRE] (Basic FREsER RESEHE
constraints) (Subject type)
BREER |
(Path length
constraint)
EMEBRLERITA SSL Client, S/MIME
(Extended key usage)
HERSEE B Sy BT = (BEWOIEE S EBEURL] (ii9)
(CRL distribution point)
Netscape ZE{E#i{iz (Netscape extension) ([ffi6)
Netscape =5 =387 (Netscape cert type)  |[R{EHH
Netscape SSL{EIHR 2344F% (Netscape SSL | AR{FH
Server name)
Netscape 2+ (Netscape comment) (fst | A H
9)
Bat::

L BEC A Z IR R 4T

AR B R ATTR AL A B T B RE

2.
3. BEASEEWR 10 UBEFE
4

PGS ERIT WL R 16 (BN (AR SCEER > M e AZ( 0" )], “HikE
T BEHE" WL —p BT/ (WEMEE / B EE RN 8 (B F/FRE fwSRTEZ( 0" )>
WIS / S B Rt M =i AZEC 0" ) » MEAREHES" MirEmAZ( "0 )], “Hfi"

Rl —&m?% 30 IBF/F& (0F) - FEAITTEEBUFEFTZ “RsESacmt & EEE / Bis
T et RZEC 07 ) > EPIERE (PIA1 HKPO AEREEEBO &R “HAr™ ML - iR CAREBEENK
BI) (5 637 %) sEM A" AIREHES AU - HaElEHEmGiA “H” M -

5. HAEPXAHEAREP CEHESIE oM > R AEEMANE R (ARSI ERIEE 3.1.1.6 %) -

6.  FRIESINER - FTEIEHERE (L K Netscape ZE(RfRNAI S A “JERASE”  (Non-Critical) ZE{H#AL ©

7. KEEEEAERNIYESRBIEE (Object Identifier, OID) » RANAEAIAIYIAESRBINE » FHSRIALEAIE 1.1 1% -

8.  EEERIPYEEEEE URL A htp://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » [ By 482535 "Hongkong Post
e-Cert CA 1- 10"Fr88 iy T > B=GGEEREHER | -

9.  EERPYEEEEL URL & hitp//erll.eCert.gov.hk/erl/eCertCA2-17CRL2.crl » [ B 4555 "Hongkong Post e-Cert
CA 2 - 17"HrEsny " a0 EREYER - (5 2019 £ 7 A 1 HZ i sER/0Y 5B 5% URL 5
http://crll.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl ) »
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BTEE-EAHISCE - DT RARA SN TSR 2% O EERRE AR > AIDITEOR

PR E R REQ) HENE BT EE TELAERE | () S N S EME i)
AEFE R AR RS BT I s S DS B B s A S 77 DUGEILHER E
WEZ A 2 NS B - A REFRE [ F LLEEE 2 SRR S5 2B v http:/fwww.eCert.gov.hk 48 EL#]
EHVE TR ELEE AR -
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http://www/

Hi## C

fiigk C - BAEBEEEREHSE(CRL) kEAE
BUXTEREH A HE(ARLFER

AKte% C sult B i 4 58&E "Hongkong Post e-Cert CA 1 - 10" » "Hongkong Post e-Cert CA 2 - 15" » "Hongkong
Post e-Cert CA 2 - 17"Fir3% HAVEE SR A B DL B AR E B RERE A BE A ST S A M2 BRI S =X DAK
F “Hongkong Post Root CA 17 J"Hongkong Post Root CA 2"Ffras HEYFFRERIES B B (ARL) HY BT 371 K2 A 22
PERIEAL S -

FHBEEER = A NS E RN A B R B AR 09:15 ~ 14:15 K% 19:00 (IR IE
JEFHE[GMT 2% UTC) BERE 01:15 ~ 06:15 K2 11:00)) ; sEEREHH B A RIS A8 (E LRI By 1 84
REHE TEENEN -

a) "B ZBERSNER ) (Partitioned CRL) & & /3 4HHY E IR S SUERUIHE EHIERL « DA
ALk (URL)EHUHBARY " B E RS R | -

i FH TR 4825 "Hongkong Post e-Cert CA 1 - 10"ATe8HHET25E (EA) KETFHE (EA)
PO

http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1 _<xxxxx>.crl
Hrp <oxxx> RS S HEF ST/ TE -

. H94E5=E"Hongkong Post e-Cert CA 2 - 17"Fr&s B FBE (EA)
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl
Hrp <oxxxs> RS S HEF TR TS - (512019 %7 B 1 HZ A1 HIE SR E B
ZF8E URL £ http://crl].hongkongpost.gov.hk/crl/eCertCA2-17CRL1 <xxxxx>.crl)

i, H4EsEE"Hongkong Post e-Cert CA 2 - 15"Frds N EF35E (EA) “HER
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl
Hrp <ooxxxs> RS S HEF TN TE - ($L2019 47 B 1 HZ A8 HIE SR E B
Z$8E URL £ http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl)

iv. A 44252 "Hongkong Post e-Cert CA 1 - 10"Frsd¢ HET5E (141 ) > ET85E (%)
RO RETFEEE (RE):
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

v.  HHH4EEEE "Hongkong Post e-Cert CA 2 - 17"Frag HE 358 () METFEE (%)
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL2.crl » (£ 2019 =7 H 1 H Z Fiss HAVEE RGN A B
45 &¢8E URL B http://crl ] .hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl )

vi.  HH 4R E "Hongkong Post e-Cert CA 2 - 15"Frsd B F-38E (M) “Hidhk”
http://crl1.eCert.gov.hk/crl/eCertCA2-15CRL2.crl = (5t 2019 & 7 H 1 H Z Fiag HAYE E R/ & B
4y&58E URL B http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl )

b)  TEEEERSEE ) (Ful CRL) BE&57HIH T 4:5E "Hongkong Post e-Cert CA 1 - 10" > "Hongkong
Post e-Cert CA 2 - 15" > "Hongkong Post e-Cert CA 2 - 17"Fr &% HEYFTA & m g s e EE0E R -
INFEAY R Rtz i (URLJERY " a8 s E R0 58 ¢

i H P 485 Hongkong Post e-Cert CA 1 - 10"Frag HAyEEE ¢
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong

Post, c=HK)

ii. FH 4 &

Hongkong Post e-Cert CA 2 - 15"Fr¢ HAyEE =
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl &,

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)

1il.

http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1.crl B,

H 4553 Hongkong Post e-Cert CA 2 - 17"Frad HAVEEE ¢

1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)

it EREY S R S M EREESENE R
distribution point) iz A EEBRAY Az HE(URL) ERAHREE S EHE S -

AVEINSEEioR

A e AR B 5% ) (CRL

FEIE &S T BABREEG R ENRRER - SRS R R A - AR A REN

15 R BEEE] R ESE AT A o L E R A R
R AVERERGEBEMNER T - REBEESEE hitp://www.eCert.gov.hk 2T

HYRERT K ARG e - BRIt & e AR

AR -

(D H$48:8E"Hongkong Post e-Cert CA 1 - 10"fRIBASE RIS H 1953 0 5 B T I 7 BAR -
FEAEMANL (Standard Fields) | Tz (Sub-fields) |53 EI=GEEEHENE Rl S HEEE (st
N AN LA e
R (Version) v2 I e A AR =Y
WA By X509 55 AR
wE B A (Signature shalRSA DL R DA S B s s

algorithm ID)

BRAVRVENYE RIS

2H A (Issuer name)

cn=Hongkong Post e-Cert CA 1 - 10

o=Hongkong Post
c=HK

BEREEUT 252 e 3 G E A
eEeeingi

2R ¥ (This update)

[UTC ]

EARBE R ANE 5 R A B 3%
th H 3 CEXEHD

NEREEHT (Next update)

[UTC H#fe]

FTOR T RGE S R BT
RHHEAE Z g (N2
D o A ERBURRYH I 1%
s - RIS FREAE IR
E o SRR R RN
FesE

5455 (Revoked
certificates)

HF#EE

certificate)

(User

EcEI527

BEARS I e R B AR
i

e ARR ]

(Revocation date)

[UTC B

BEARBE T S e Y R ]

SHEHEY A BB RHERENL (CRL entry extensions)

JFAHS (Reason

code)

(AR A 15 ]

(BfFEE 1)

A T (17 (Standard ext

ension) (fffz¥2)

number)

TR TS RES | 47 A (Issuer) cn=Hongkong Post Root CA 1 LR BEA R E R DL A 1
(Authority key identifier) o=Hongkong Post B ERN A BN
c=HK REAYACH A B GRL -
FFo (Serial number) |[3% i ASSEHISF57] s~ A GEENT
FEE P A RS (CRL [FHZEE R E ] IR R E R B AY4R

9% AR EE -
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HEEREAR T (Standard Fields)

FHEAL (Sub-fields)

oG E A
L vARES

RIS ERNAE
LIVARNES

et

253 a5 EE (Tssuer

distribution point)

[LL DER A= 4mi5
RS RIS EE S
£ (Encoded
CRL Distribution
Point)]

(BEMR “BRSE
LA

CREEA]

AR AR Ry FI G S A
B -

(I

FH 485535 "Hongkong Post e-Cert CA 2 - 15"fRIBEAZERIEEH 1Y 73 B B B S SRS H B -

TN (Standard Fields)

FHAfL (Sub-fields)

oy &GS E A A

R ERIAE

st

B A LIARES
B A (Version) V2 PE R a8 R A B =Y
WA By X509 55 HR
ZE R (Signature sha256RSA IR L S B E RS

algorithm ID) B EDENT SR RS
2 A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15, IR R 25 B R 3 3 E RN
o=Hongkong Post, B BRIIERE
1=Hong Kong,
s=Hong Kong,
c=HK
IEZREEHr (This update) [UTC HR] IR R A TG SR A Y38
HH B (EREH
TNIEHT (Next update) [UTC B FoR T REEE RS E H
TR H RS BiggH (FRE
¥ o MAGRERNHEZ %
e o MRIBGEE R EERITTH
E o SEHEEEEEERE N
&
FPHzEE (Revoked FFs8E (User EEFEFFIR] LRSI ERE BN E
certificates) certificate) b
s H A [UTC B DR BRI E 58 S IR R

(Revocation date)

SHEHACE S BB RHEREAL (CRL entry extensions)

JFAHS (Reason

code)

(R A 15 ]

(BfFEE 1)

R TE ({17 (Standard ext

ension) (fffz¥ 2)

TR TS RLE | 47 N (ssuer) cn=Hongkong Post Root CA 2 EEHE A R DL A F
(Authority key identifier) o=Hongkong Post, SE I ERN A BN
1=Hong Kong, RERYHC I A BAZEHERL -
s=Hong Kong,
c=HK
FFo (Serial number) |[3% i ASSEHISF57] s~ A ENT R

FEE P A RS (CRL
number)

[FEfxEE e

BEARRE 8 NS BRI 4R
5% 0 AR -

EREBETHE &aa R
H
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HEEREAR T (Standard Fields)

FHEAL (Sub-fields)

oG E A
L vARES

RIS ERNAE
LIVARNES

et

253 a5 EE (Tssuer

distribution point)

[LL DER A= 4mi5
RS RIS EE S
£ (Encoded
CRL Distribution
Point)]

(BEMR “BRSE
LA

CREEA]

AR AR Ry FI G S A
B -

(I

FH 455 "Hongkong Post e-Cert CA 2 - 17"tREBAFERIEE Ay B BT B RN % B -

TEERRL (Standard Fields) | Tz (Sub-fields) |73 HIEEEREHE AT ERIEE |fE
HRIN AR LIRS
RRA (Version) v2 IR BT R e RS AR =
RRA B X509 45 Rk
HEEA A (Signature sha256RSA BN S B BRI A
algorithm ID) BB AT RS
A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, IR 2 2 B B
o=Hongkong Post, B BRHUIERE
1=Hong Kong,
s=Hong Kong,
c=HK
LK F#r (This update) [UTC R&#RH] IR A RS A A58
HHIH GEREHD
TREHr (Next update) [UTC H#f] TN N REEE RS HAG T
R HEAEC FiEEH (TRE
¥ o MAGRERNHEZ %
o RIS TEEAERATAR
E o ERENEEEERE N
&t
HipHEEE (Revoked FFEEE (User EEEFHR AT HEHEEE S E T
certificates) certificate) b
HE HIiA [UTC %R JInetic Vb R 0| iR

(Revocation date)

SHEHACE S BB RHEREAL (CRL entry extensions)

JRECHS (Reason

code)

(RSP Fh 38 1)

CBfFaE 1)

BRI (Standard ext

ension) (fffEE 2)

A R i = A (Issuer) cn=Hongkong Post Root CA 2 LR A A B DR A R 7R
(Authority key identifier) o=Hongkong Post, S A BN RS
1=Hong Kong, REATEC A B Z ISR -
s=Hong Kong,
c=HK
FF55% (Serial number) |[38 5 A SEEIVFIE] IR B A ENFIR

FEE P A RS (CRL
number)

[E RN G

BEARRE R 8 E NS B4R
9% 0 IR EE -

EREBETHE &aa R
H
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HEEREAR T (Standard Fields)

FHEAL (Sub-fields)

oG E A
L vARES

RIS ERNAE
LIVARNES

et

253 a5 EE (Tssuer

distribution point)

[LL DER A= 4mi5
RS RIS EE S
£ (Encoded
CRL Distribution
Point)]

(BEMR “BRSE
LA

CREEA]

AR AR Ry FI G S A
B -

B E R R R A IR B
THEEAE RN JCE A H TSR 75 S0 BT B A o o 3 L R RS

===

AR

i.  fRJEZ="Hongkong Post Root CA1"FT& & ny b s
http://crll.hongkongpost.gov.hk/crl/RootCAIARL.crl B¢

WA T s P B EATE R - BREEE

===

B ARy N E T

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

1.

R RS & "Hongkong Post Root CA2" Az 38 iy h 48 &

http://crll.eCert.gov.hk/crl/RootCA2ARL.crl B,

Idap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

(IV) HRE8E " "Hongkong Post Root CA 1"fR #8424 HI| 5% H AV REISN A BEs -

FEAERGT (Standard fields) |FHEAL (Sub-ficlds) |FZRERISE S MR AA S
WA (Version) v2 IR A RERISY A AR =y

ARy X.509 55 —hR

B E R (Signature

shalRSA

BLARBE T F DA B e R

(Revocation date)

algorithm ID) BRRYECERT RS

=4 A (Issuer name) cn=Hongkong Post Root CA 1 AR R 2 B R B P RE R
o=Hongkong Post THEIMERE
c=HK

IFEZ BT (This update) [UTC HFfH] IR AP RERISH A B 35
H B (EXREH)

TREHr (Next update) [UTC B TN T RIS AT
SREY HERE . s (TR
¥ o mAERERIHEIZ %
- MRIBIXEEIEE AT
TE 0 PR S BB RS
R

HipHEEE (Revoked FFsEE (User EEEFHR AT H R E S E T

certificates) certificate) b

HE HIA [UTC &R IR R P S TR R

SHEHACE S BB RHERENL (CRL entry extensions)

JRELHS (Reason

code)

(R A

GESY)

FEAEFE (AR {17 (Standard ext

ension) (fffzE 2)

MERE I R, R 47 A (Issuer) cn=Hongkong Post Root CA 1 IERER A B &R A TR
(Authority key identifier) o=Hongkong Post F B PRER B AL TS
c=HK REFVBC A B EIERE -
F759% (Serial number) |[5 A ZEEIVFIE] IEEE RS B A SEEN TR

EEBBE TS o lERAEN
H
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FEERINT (Standard fields)

TFHEAL (Sub-fields)

RS AEMIAE

it

s R E RS (CRL
number)

e TG

BEARBE R SR SR A4
5% 0 AR EF I E A -

253 E5EE (Tssuer

distribution point)

RFARFEE =%
RFAZEHRREE=
[ #E CRL=75

CBEHR “BRSE™ fHhr)

(V) HfR#E"Hongkong Post Root CA 2"#R g7 HI[ 5 HH F P RE T8 5 B AR =

FEAERENL (Standard fields)

FHAfL (Sub-fields)

IR AR AE

st

R4S (Version)

v2

BEAREEU T e 7 BEAR =Y
A By X.509 55 —hR

(Revocation date)

ZE R (Signature sha2S6RSA UL R DA S B MRS
algorithm ID) BB AT RS
2 A (Issuer name) cn=Hongkong Post Root CA 2 IR N 25 8 B 3% H P ERH
o=Hongkong Post, B BRIIERE
1=Hong Kong,
s=Hong Kong,
c=HK
IEZREEHr (This update) [UTC HR] IR B R A MR B &
HH B EREH
TNIEHT (Next update) [UTC ] FN N REERGH S A
TR H RS BiggH (TR
¥ o mAgRERIHAZ %
e o MRIBGEE R EERITTH
T FRERIEE S R R T
&
FiPHEEE (Revoked FIF#8E (User EEEFFR LRSI H ERS BN E
certificates) certificate) i
s H A [UTC B DR B E 38 IR R

SHEHEY A BB RHERENL (CRL entry extensions)

JFAHS (Reason

code)

(R A 15 ]

(BfFsE 1)

R TE ({17 (Standard ext

ension) (fffz¥ 2)

number)

TR TS RLE | 47 2 (ssuer) cn=Hongkong Post Root CA2 EEHE A R DL A F
(Authority key identifier) o=Hongkong Post, FBIERY A BB S
1=Hong Kong, REFVECE A BT RL -
s=Hong Kong,
c=HK
J79% (Serial number) |[5 B A FEEATFIE] [ L et NG 0 i iA
SEERIPE A B 9RHE (CRL [Hf%aE R ] L I RERL RS B4R

3% ZERTTURF A EE -

57 E5EE (Tssuer

distribution point)

RFARPEE =6
RFAEHRRE S E=
[ #EHY CRL=75

(AR “BHSE” MRfr)

EEBBE TS o lERAEN
H
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0= KEED 5 | = BIBERIIA 5 2 = GBMMERN ; 3 = o ;
4= EEHIUR © 5 = AR M ; 6 = S HETE 7 Y

HI S SC AR (RS VIR A L T IRRAES , &LL 10, Fom (B TREER ) -
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Hi#% D

fiigk D - BEAERETHE - REHE

) BFEE (EAN)
TR ETHBEEN BETHE (EA) BHPARM 18 BRALRY
“HERhR” ETSSEEA)
A AR EEE S M ER 18 AT FIAEANEBEAEE R A 18
mA
B IREE HK$200,000 HK$0
PRHEE =
OB ZBRLRIE 2048 fi1JT RSA
ELAHEEEE |HEEE BB ESE
e Oan EEZEEHHE AN S o HHE AR EHAENE THE (HEA) BHAEE S
=
HERR® B 2 R B B | B % B R BRI
BENESBIEL | FEIE LI HNTSCHE S
NGO EAEBST S TAEAHEZEME (hash value) ;
EEHAE 5 K
B NS2ERES (HEBEEXEHE S ES)
BB H FrEE (AEERMNE |RAKGEEEERNE 24 (|ShHE (AEEREH
HAEREE ) 4 50 T (R ) BE 50 BT (RAZEEE
AN ESEAERIEE 2.4 AR 2.4 1)
=)
HEHI = —IF ~ TR —4E
(RAMZESE AR 124 0 3.2 K2 33.1 1)
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2) EBTFEE (ME) RETFEEGRD

R BTFE BTEEE AR BETSHERER

LA R BT R BT 3 A R S B s 2 s 7 BRI 2 A A TR R

FHERFITHEBUFECERE ~ 20T R

BERFF A | B A B SR BN R BN et

AR IRER HK$200,000

PRHEE =

[(eapat 2048 fi77T RSA

=E

ELEHEE HE RS EE

HERE

e Oan PR R HE IR R 5 5y

BERR |[WEEFEREENE REEE HAEEIE % 2 F

HEANEE | B AEELE > BiEHFScEm (WERED) » BEC AT

SEARE v IRAER P Y 44 R HEE R v PR BRI SO ATE N A R M b
ot " BRASEGER (AEBEBAGES) v B ASERS (HEEHRA

= BE MR NE] ) peEeE R AR )
v B A ANE  EEERE
il

SCRAT RS EZEARERIEE 2.4 1%
ZH
HEEWE —FE —F ~ ZER AR —5 W - =AY

I
(RARRZESE RS 124 K 3.4.1 16

i

L.

FrAEEERITEEBUFEOS AR (BUBERG1) (5B 112 53 HHYA GG FR i B A s i
B RAIDIRAE TR E (M) BB (EIRAE TS () "Tai” f8ac ) (51232

(FON

FrA &R ITEEBUR BB SRS (BUBERE1) (55 112 3) S HATH SEEIA SR B B s i e
i BT E GRS HERB RSB R -
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fifsk G - xR BRI SR R

MRS & 1H BREA st

Hongkong Post Root CA 1 200355 H 15H £ 20235415
H
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Hongkong Post e-Cert CA 1 200355 H 15H 2 201345 H15 | k48 201042 H 26 HE(E 1F
H SN EEE -
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HE e ELA R
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201748 H12H % 203248512

H
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; N FIE Fysd & ERR4 DNS By
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1.1 fifatc 1.1

1.2 SHE TR BAATER 1.1

1.3 EBFelss aE 20 1.2

1.3.1 EFalae ik ssikis 1.2.1

1.3.2 GEfH#AES 2.1.2 KHIs% E
133 B A 122 F.1.2.3
1.3.4 BB A+E 122

1.3.5 Hith 281 2.1.3 KHfte% F
1.4 55 EEH

141 EEHESEEH 1.2.3

1.4.2 BRI EEEEH

1.5 SRR EH AIE K 8

1.5.1 SRESSTIEE RS AIE K 8

1.5.2 BN 1.3

1.5.3 JE CPS 5 &SRB A Al 8

1.5.4 CPS #tbfEf2 =t 8

1.6 FEFAMEE Bfsk A

2 (EEHEMmMBEEEH 2.1.1 & 2.5

2.1 AL EEEEARER 2.54

2.2 PR B 2.5

2.3 FMHIIF B 2.5
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3,13 B AE LR S ESTT g THEREEAREA

3.1.4 BEAE TR AR A 3.1.3

3.1.5 ZAFBHME—E 3.1.4

3.1.6 FERERTERA ~ EERIRIA & 3.1.5 &% 3.1.6

3.2 WHEE TR 3.1

3.2.1 EBHHIEA R A EIERL Y J57% 3.1.7

3.2.2 sHERIRIE S HIEE R 3.18

3.2.3 (A Sy HIZEH] 3.19
AERIZ: 08 RFC2527 HI7E -

3.2.4 8RB S ANES i AHERE LA Sy A BUE R
% B fstEe

3.2.5 $HERERR 3.19

3.2.6 B RERER] 1.1

3.3 ESREHHaE K AU L EE 7| 33 %E 34
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2
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3.4 FIH R AR e EE HI| 46.2

4, sHEE AR EZOR 4

4.1 BEHEE 41 F 43

4.1.1 FEEHFER 41 F 43

4.1.2 sHEIZEEE 2.1 Rz 4.1 £ 43

4.2 FEEHER 4.1 FE 4.3

4.2.1 AT ELEE T RE 3.1.8 £ 3.1.9
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4.2.3 PRIHEE & FH RS R R 4.4

43 BEFE 41 %F 43
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4.5.1 BECAFLN IS RERIZE EZ S A 2.14
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4.6.4 EEEHEER BB AR 4.1-43
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5.4.2 R EE H EERT 1A 482
5.4.3 Fat HeEnI R 483

82

FHRIHETEE B EEER]
202347 A1 H
ks BIAE ¢ 1.3.6.1.4.1.16030.1.1.48

s
Ce Hongkong Foste-Cert
LB L B



RFC3647 HYZEEf AAER B FH B EE AT S2EA
544 FarHEERE 4.8.4
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