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13T, IR AN LR L TER T S (W 2.1.2 4. T2 5k b Sid A2
TAEBZEHIL NI AE RIE B 2 A A L. BARALEE, BRISSFEHA, FHIBETAE
BRGHLERIRH], RBEFENLTT BIEHHE B FHIEH.

1.22.1 Be N Z RE K Rk

FHIEN GRS FUET ) KEFIET (BRE), SRENRRSMAERRIEN) J5E 5
Wz — M il (FEARHENIE 2 2 46380, HA#EA —&3%K, FEAERAREE, HiEA—
LR AR AW K H 2 b1, BIRs HRFIGIRE T R R prA g e N+ Ot
iR N FEHBRE, 7EUET 2 AR, CUN S0 T8 B S IR AR FE 8

a) BRETIEH (DA B AL Bl WD BIREBUT P R ik (R 3R BUR
fEgk, FEAEH AN 1 8 B B AC N 2 R N R

b) MEMEELCAR TR AT E RO O 2 AL NN S R T 7 A 2 B — His &6
F R JmFILN L E

o WIS (RE) KRS TH 1233 &EWK AR,

d) AEBPTERZ T BUR K BB IC AR T 2 PR R S

e) WEFR A H TR & AR E L AE N 2 W] RSk R i .

f) 1EREEHFEEPAEZ A ER - ISR SRS =07 Z iR - IR IEEC
s dnfE s A ERAE SRR EE -

1.2.3 Bic A2 K5
R A A DU A 8 S A U8 HIE A5 7 B R A PR MG HE I O LA 2 A3 B e 252 8
WA BTN o DU IR 2 RAEAME N A -

1231  HBEFEH (DA)

EIEAAEN AN SE L A, BT UET (D) SR TRAE RS Sl ML HEEEIEF AT R
FrlkaE . mMEFIERS A “Hilm " FREEH T (EEREFEZUE B EINIMNE) T
13 Y

HPIER (DD AR PRAAFESMEZ H/A\DG U AL G35 3.1.1.2 260, 17k
A “HANRR " RS R+ )\ L BT,

1232 HFEH (JE)
IR (WU R4 (1) BRI TEUX BUM & BUR R AT T (1) B8 BB AT BUX BUR

9

B HEHSEC A TR ARk HEN
2026 ﬁi 5 H 15 H C.?fongkongl’mle-cert
YIRS 1.3.6.1.4.1.16030.1.1.55 EERHBTRE



R A R b B S UE B R A R AT BUX BUR LSS SR 1) (BT 261D (B8 112 5) Firdig i) FR 4RI
S HURA FRAR AR5 AAA FRSER R H A ROIEWISCAF LA, DU G BR BB AT AF A 2 A
BEERIA CRE TERANY D, IFRM CIRIZEC AN HEBUE T IZ eSS (WD RN
R R R B 1 CBI TR Do ESRIEB SHETIER (DA A& KEUEF . M H-THIE
T B “HAR " FRER T CE R AZEBIAINE) NREMEE . e
CILRD AR " AR TS LR At

BNy (BLSS26B1) (5 112 FE)PHR I RV 55 WU FR S5 AAA B iR HLAF AT il
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2. —HHE

21 X%

A IR O FAE N2 55 Ty AR HE N 5 BB N RUEE A BUB B 2 & 4 2 263K AT 7 X
LBl T iE N B NA RIS NIEB 2 i A1, B2tnt. < TAREiE AMEdEA
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B A . A AR X R LG s TR Bk R A, IR SRR
ZAEP PR SR E T1E .
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RN AH S A ARTEF (HLEE 2.5 2%,
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2.12 BAEBEHIRZ (R THE

TR B LR DCE IS A MR B SR e AR, ASRILJBAT A HE N VE IR 2 35 55 T
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2o HANMNEIG R AR EAE . AN AR

6.2.5 MAFMLTHEHERAZ LS

2 7 S TURA N 5 Bt A — AN BB s B2 A 33 ) ) — MR I A AL B, R N
CIohR s A1 SRR 2 [ A% 3, I ELAE A% 3 AT ZEBEAT AL 8] (RO AH T S0 5600 o 5 ST HE MR ERUA AT
PR R BRSO X FA N S B R AR AT 42 1, DA ORAT 200 1 TR S RL 1 2% %3 12
o ARSI A Bt R

6.3 BOXT B G R B At Vi g

7 MRS SR R ATL S AR U S R e A P SUIAN e oy 7 P IS IS 2 2 % B AR 5D fe S e 45 P 250
(ILPZ G K5 4.9 %600 IrE Bl EUE At 2 772 . 8. i DUGES . SIS s Fis
TEREFr, B TREMFIN R AT . 56 4.8 2K TR B IR EL A T # I AL 20 SR AF R 22 TAE

6.4 B PR 2 il

AR MRECSAT 2 NI I8, $ 8 Sh 80 (/S AR SRS K BTE AR C 2 g i 1) AR i A
WD. FBIECHERZRERT, Bk RATIRFIRBGE AN R RS E ARG ARG TUR
HMESEAR O, W DR BT ATE AR S5 WU A MR B SO R g 24 W E I RS, A%
BIRGSAU NERFISNEG ) o LS OR 22 1 A 52 55 2.6 2K 18T LE 2 VAl . B I HIRIECSEAT
TR IRV AR BRI R A SIS AT R G, AR IB . AR IR IH A I, A B IR Ok
RGHSST), WERRPTA AT BEREMA IR 95 22 4 P 45 S A7 IF I LA

6.5 A i R BABOR FR 2 22

AU M BUR]E FEHIRE T, N HEEBUZUENL R R G B AR R A A . I EE N 3 e il i

Fr LA 1) - M A o0 2R G i PR A 8 S 5

IREERE e K AE I A A B E AR T

a)  LRHHE T IERSHUN SRR OL T B eV BT T & TAE, $Re s — B
AR N AR

b) KRR LI R B BT AT R

o RRME. 184k, PR AN RIS X 70 A AL

d) R RIT A BN R BORE R 28 GEEAT AT 2800 1) P47 6 i

e) AR IEHIREF CERFEART RGN K IEE MR SR A st (s EA
BRFRRA B A% T B 5

) ARG LLRTHAT 2 e AR RER, AT A R R S K R AR
HByEAivEcs

9 XPRIMBERE LRSS AT 2 E B A R Y s

hy  BEPRE RS R A A ] CABER I anis R R AR/ B B8O IRE R, Xz & i vs Al
O3 ZENRLFAZS.

6.6 P25 P 22 il

A M EAZUE LR RGUR ] 2 5 Kb NARAR . 22 e s vk Bl v R G0 S Al Rk 42 B
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ISR AR FL T INTE AR S5 AU 0 48 A5 1) 22 4, S N BECBTRRCAS 5 5 ST o) TR 8 A S 0047 JXURS: DAl A
BTt DUGIA SN REER, FCE R sV 3R U FT A e B BZAEN L < iR 55 #ik
JER] BEREARK 19X 2% 1) XS o

6.7 MR TREH=

Tk MU FH 2 25 25 B %5 /09K ) FIPS140-2 56 3 2%
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7. EH. iEBEEEER

7.1 IEPEEH

AUENHE K 2 AEHANE TN T IRE RIEN S 5 MAZSLZE R E S 522 AT
CRVFH F A% SEBUE 2538 2 N TR R ) o A HE B S 2 AE 5 —4EPL X.509 28 = hieAs 2 A% 20k (I
M B).

Pt D 3 S 25 A s MR TE 2 S o

7.2 IE PSR

A M BOIE U 5 2 i 308 X509 28 AR (LB C) -
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8. HENIEH

AN 2 Fof — RN EFHM B LA, RN — & F AN T
hitp://www.eCert.gov.hk BLAEHSMEE A7 ZE A AT, ORI A2, FERE U 2 5 3R R UEF [ H G
NUCASEAR NI B L R T 7o AT AR5 AR HE AR R X0, A S IR 8 SEBR nl AT I B o R R i
BT BORT . I B A N m] WEESHEE T http://www.eCert.oov.hk A H5 1
S fi A7 P20 L L 0 ) DA B L TH A AR
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sk A
=
fif3R A - AIC
BRARSCR A TG, R B SR AEAME N AR SR

“BR” SEIEHTE—

a)  ERANTEZIET W IE A BRSO G ZAE BRI NIIEL S, 58—
@) BZIE T A8 50 T2 A R B HER 1
(i) HEAERRZUEAS Al AT B Al A 2 A A AT
(i)  BAZIET; B
(v) DA B R ZIET: 5L

b) RN SAEIZIER A BORBA SR A ZIE B IR T, f5—
) BN ZIUE S & 5 58 T2 A BB HER 19
(i) SEAERRZUEAS AN AT B A A7 e A A A s B
() AT BRI ZIESS: 7

“BARMEEEA 15 PR, BRI FTSOGRE. USB G141k & /8 PKCSHI1 A E, w1 aish
(1 HL S S AL N R AL o

“RIBN IREARANBGE NI A R TIES -

“ERRELRE” AL R H IR 2 RS 2T 8 02t FIE 7= A $RD 2528 2 A\ i B A A% sk
BB 2 NI R R -

“REBRR” BN ERE.

“CRBUAAL” TR AN E T I RAL TSI AN CHRBGZ AL A T B i ANV R R e (R [
AN TR o

“RAHF” RIS R EE 5 TS AU AR ABUZ R R R 2T T2 AU B THIE T
LKD) B NEERDRL . B 2 512 8L AU DIERNE R AR RO

“CRBUMBETER” SR PARITIE TSR SR b AR IE TS U BTN 8] 5 BA TR L A TF AR e h AR E TS 2 BB

e EIC NGV 2y o 3tk 4 DEC GaR R =i

CRAENLRBANCR” 48— FZIEN LB AL R G HIRIC R, A4 A 3 T LURR S8 WA T AR IER L 238044
HAEf .

“UEFS” B “HTIER” RS LRI B 2 Ak
a)  HUZIENLR Y IE I B0 28 & 22 F AT A R 1T 2% 0 25 28 Ol DA Ri A R 2 TR x5 15 i o B 7 sl AL
fth 2 AL 5
by BUIA R AZIENLR
o TRBBRAIR ARG LR
d)  BEIZIRRG L RE AT E R, JIf
o) LRMAFIIZIENRZEE -

“BRAEAELAEN” s “HEN” FRAZUENL IR H LA B AR A IR I8 Y 2 Ak S 55 R e 2 U

“VEFBBEHTHE R FIZAE R AAEE S5 E BN (A 5T EATTE R ATF ST RIET (B SNE ) Z Bk},

46
B HEHSEC A TR ARk HEN

2026 ﬁi 5 H 15H C.?fongkonngle-Cel’t
YIRS 1.3.6.1.4.1.16030.1.1.55 EERHBTRE



“EL” RE NI I 2 A EAZUEN LRI SN S 2, LA T 2023 46 7 1 HZ 2026 £ 6 30 H
SRR AR AL HE U 32 B R A B MR B AL AL G 2 R 55 e R ¢

“CRE” AT RS A RA T G HRE B THFE, FHA R HOVEEIBEAR AT ZIENL S
S5 E 3.2 B RAEZAFN, MBS L%, NEHBITBUE Z LR I EAZ N R Z IR 55 K R 5t .

N0 ) A N A A L A= =) = i R IR L <

MBS SE 7 IR BT EUR R RAESRBIE 33 2R AU LN ATRZENLOGML 55 55 U .

“HISREE” M TR S, EEBEANHTEE, B ARXITRE R G AR RO A T DA R A e
PRI, AR IR AR 2 R AR i 2 T 2R SR M RSB N AT T R R LA 5 -

(a) IZHHRAL B T 528 F NN TP R R N 2 F N B = 2 A

(b) B E, RAZ BT AR ERAEAE .

“RBTCN” SRR A PR AR A N B .

“BAEMIAG AR A TURA TN EN NN, SCFRS EUUNE: 1) WER R B AL FR S ST k2 B AL
(ICANN), (i) B S84 B B AE MR, B Gi) POBE BE iR CRUEILA SO . 7R, AR dMEEEEFEND.

“BETIEREEEUSB” FN—F0 USB HRINICIZA, RAFE LB EER. BB TIEE%E USB Mg aSaE®
WEHBEM TT http://www.eCert.gov.hk A Aii o

“HFEFAEREART 4R A, BN IR R USB, H T AR TEH A N E DAL

“BTLER” RRMAG LB D, MiZLx:
(@  BEERIMARGANLEREE D BIRARGHEEE N —DBIRARS; JF
(b)  REMEAFAE BT RGBS Y .

“BTER” 5 HE TORMERERE DMK B A TR TR BOH TR AT S, %A
HH T AT 5 O AIE SR INZ A R 2 H )58 SLECR AT .

b

« TR

“BARIE” fi AR AT X BUR NS S5 A R A B e, AR e S e
R BAETRL S0 AR D, AR R R BRHE

“BRARG” REFELLFIrA R RS
(@) ACFEBEIR;
(b) LFFM;
(c) REREMER A KB AEEDNRA TR B IRARGRN, BineAEHR T IRE RS RGN Ay b, &
() FEHMER R BRI 255 BN SR B A 1Z R AN BAE AN T AT AL 2 BHR RGN -

A N7 BRSERRE T AN, MR RIS RIS, B2 AR B AR B RS

“BEREFRMS " BT RA (BRI CH 112 2) IR AR S5 IR/ R SR/ AAA FESCRSR B S5 %
To BSIRSHR T T B R A R 55U FR AR SR /2 AAA BRSEARAH IRIE W] ST F A 2 it

“RWE” I, 15
(@ HHIEZIES, RERAZIEREE R TAEZIE WAR 2 BOR BN A 4 1 ZIE BN BER, EAIZA; B
(b) FFZIEASRE A E H R T AL AR 2 BOR AR S ZIEB I BN, EAZ A, 256G Ik
5, RERAGZIES T2 A

CENTERGRL” FEARXI PR E RS RS, SRR N AL X AR AR AT R R, % A TF S R AT A% SHZ AN
R R A 2 B

“EINEFRIE” f5HES ARG WHIBUG ARG ) CEAEPIHE T IEB EINIME) R CEHE R TR HIA
R
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CHANE " R TR DA SR TET (WD E, FZIERA S EE ST ARE PO AT R (B
TREAZUEBLAEF AN ), HHE- ] TSP BN A

“HMB” FREIEILBIE 553 & (BT %BD.

“ANNEERD” 18T ORI BRI B TAE A SR N B R R Y T

CRWE” AR TARME, RS AZLTE, S MO B A2 R, AR A

“PKCS#11 s#AFKE” 1M E (BB RER), BRATEAF B IET R SCRINE IRESL, JRFT 5 i RSA SEU % A Aii
TP ERS RN A AR E (PKCS)HHER 11 T RN 4 B A AR E R UM, T2 B N3RS FIPS 140-2 25 = sl B
WIE.
“EEBERBER” ALY 08 B (MBEEE M) FrigEK.
“RNEERDRL” FRECH AR PP A RO A 2 AR
CATTEERDRL” FRECN TR AR AL S 2 2 L .
“INTHES” 15:

() MRIGHE TG 5B 22 2N ZAEF

(b) BT A5 2 15 22 ZNTT 2R 2 R S b e 4S; B

(c)  HTAGFBIL 34 KPR R PR BHE BN IES ZAE+ .
CNTTRRENLR” FEARE F 722 5 26 B3 21 20T ZAZAENL IR EER 34 T ZAENL G o
CEFIRIEATEHI LT Ak A7 B LA A 7 2 E 2 B, IS A AR R T B A 4 5 R R B A A SR 2 B

“WERRHIR" R EEIRERE, AREFBIBUZIENL AT M2 IRRE, IR M A MBI R 25 TR %
ZHH -

“EdE AL, BIROBTT, SRIERAEICE, HOBTIZIERA (H0 ZAERITIRIER R T .

“AYEPRA” 5 ATIE P 4R T 4 L BRI A

“REFEEE” TR R REAF IR ZE T DL Al SE T A R BN SRR S

“HTRANR” USRI, SREZHLIC S AR BT OG5 3l 2R

“%7 K “BFB7 OFHBEEVESGRIND RE TSR AR, sz N BRI AR 77 i8R T .

“FREEMHE" FETE B FIEBERNE RS IE.
“chEH” 5 hF B EAR IR IE B & W P S AZIENLGIE S, I T8 K FHEIREEA AE .
“HEADHE” BT HETFRESAERATDZEMIIN, PATELF RS TIE.
“BIBN” FBRELUTATE B
() FEHAET AR A BRI R AE T
() CEZZIET; &
(i) FFA 55T ZAE P A TR R R 2 N BTG R

CFRA” ARAEIC AL AEBHBOT ST, AR SR A B ID A SRR SR AT S AR L U
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“BUWAN” RN THRPRAR CEZ LA SRR AR RN, ZHU N & B
I FE Z B

“RURG” BTG ITA R BN, B SR
() A R AR LA
(b) FERIPUEFITEOL . AISEYE A 77 2RE T B0 A 24 R IR0 45 07 T I 31 5 KT
(0 FHMESGIITIEEIIRE; &
d) AKIE) ez A N

“EEER” RIERRFAE L TREE.

APATHRFZHFG], WRBLEZBTSRI|TRERAZ AT ERRR UL, MEERZERANEEAN,
T 2 B 5 2B B AT ARAR IR ZAE TSI B
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Hi#% B

fff3x% B - ErISERECHE FIE

AP $ A B P 42 RE E “Hongkong Post e-Cert CA 2 - 157 “Hongkong Post e-Cert CA 2 - 177
WRAEAAZ B S ME R FR 95 1) 55 TR i 2o WNAR T 1 eb A P S L Ath v 48 3% 25 mlAR 5 L
Az e (ESEMER 3 95 ) R4 o, G R g L3 H e [REEE0E ] N
(PS03 S 7 B AH B AR R AZ R AR SE HER -

) HBFEH (PA) BR

1.1 BIFIE+H “Hongkong Post Root CA2” ZF

PLF A& F - B 48 E 5 "Hongkong Post e-Cert CA 2-17" & T FIUET (DA -

ALK AR
BFIER (MA) |5 T R%185 MERTBTER (M)
Fr#ERS (Standard fields)
R4S (Version) X.509 V3
%5 (Serial NEERERE 156827 o It o A2 R A i -
number)
FEH AR Sha256RSA
(Signature
algorithm ID)
RHEA (ssuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B AETF Not |[HHEHEITE RS B UTC BF()
(Validity period) |before)
ANIBF (Not |[HHAEHEIRE RS B UTC B[]
after)
FEEZHR en=[FEH S IHFER] (D en=[F I S IHERES] Gz
(Subject name) [%%EB bk e e=[FEL-FHBAAHbE] ahED
u=[FILANSERT] hED ou=[EILANSHERT] D
o= Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor) CHtiE
c=HK O
c=HK

EHATFELAT R (Subject | H = iR% (Algorithm ID): RSA
public key info) NTFERLRE (Public key): 2B FSRLAK 20484 78

RHENRHZFR Issuer KM

unique identifier)

BN RB|ZFR (Subject eSO

unique identifier)

FRUEFEHIF2AT (Standard extension) CHHES)

PLEHFEAR (RHEA cn=Hongkong Post e-Cert CA 2
BB FK (Issuer) o=Hongkong Post
(Authority Key 1=Hong Kong
Identifier) s=Hong Kong
c=HK
FF5 (Serial |[ A\t AALIRI]
number)
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ALK

AR

BFIET (DA | % T AW 185 MER TR (A

ERLRE R AN, BIDAE, M
¥ (Key usage) (PSRN “oid” #241)
IEHBUR Policy Identifier = [ IR AIES] CHi: 6>
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [FZIFAELHENIFIURL)
EX NIk DNS [EIME &S G ESE] o
(Subject 11c822 (IEP R A TR L] ()
alternative name)
RHBA5Z RAFEH
(Issuer
alternative name)
B ARRH e i 2 SR TN
(Basic (Subject type)
constraints)

BEKER [T

# (Path

length

constraint)
JE HZERD B SSL Client, S/MIME
i
(Extended key
usage)
IEBHEHE R SR SR = QE PSS 550 K AURL] (ihiE1D
SRR (CRL
distribution
point)

Netscape ZE{HA=4L (Netscape extension) (s>

Netscape EF52KE] (Netscape |l H
cert type)

Netscape SSLAAIR2F 4 FK FAEH
(Netscape SSL server name)

Netscape #¥E (Netscape AAd
commen

PLF A& F T B A 4K E 5" Hongkong Post e-Cert CA 2-15" & I FIET (A “HIl

Wi » oL
AL FR AR
FRHERS (Standard fields)
R 2 (Version) X.509 V3
5 (Serial =Rt [ N N = s o ey o VAToF A= A AW i L - |
number)
ZZHARA Sha256RSA
(Signature
algorithm ID)
RKHA (ssuer) cn=Hongkong Post Root CA 2 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
AR RETF (Not |[HHEFMEIIE RS B ERIUTC K1)
(Validity period) |before)
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ALK =X DA R
AIRTF (Not |[HHAHEHFE R G 1% B TUTC B [A]]
after)
EXueF en=[EHEFMIELELA] (D
(Subject name) e=[ LT HBAEHBIE] Cp2>
ou=[ZIRAZERT] D
o=Hongkong Post e-Cert (Personal)
c=HK
ERAFHEIDRTER (Subject |FH IR (Algorithm ID): RSA
public key info) ANTFERSRL (Public key): ZFHE LK FE 204847 78
R ANRFZ IR Issuer FAFH
unique identifier)
BE NRFIZ IR (Subject AAd

unique identifier)

FRHEFEMHA2AL (Standard extension) CFHES)

PLRERBAIR | RHA cn=Hongkong Post e-Cert CA 2
HZFK (Issuer) o=Hongkong Post
(Authority Key 1=Hong Kong
Identifier) s=Hong Kong
c=HK
5 (Serial [[AJk H AN ALZRER]
number)
FERER AAEIN, HID%E
¥ (Key usage) (BLRE A “5d” R4
MEFHBUR Policy Identifier = [#/F IR AIHS] ok 6
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [AZIEAEMV#E I TURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ 513 & #% 77 2 i] (Note 8)
Policy Qualifier Id = CPS
Qualifier : FZIEAEAE N FIURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : FZIEAEAE N FIURL]
EX NI DNS (G &GRS E] (10
(Subject 1fc822 (B REA A B FIRFE L] (e
alternative name)
RHEA5%Z RAEH
(Issuer
alternative name)
H 2% PR 1 e it B 52 SR TN
(Basic (Subject type)
constraints)
BEKER (T
i (Path
length
constraint)
JOR Rl SSL Client, S/MIME
il
(Extended key
usage)
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ALK =X DA R
IE PR 3R AT = (IEBRESTE B K SURL] (1)
SRR (CRL

distribution

point)

Netscape ZE{HA=4L (Netscape extension) (ks>

Netscape iE 5288 (Netscape | A4 H
cert type)

Netscape SSLA iR 3% 4 % FAFH

(Netscape SSL server name)

Netscape #-¥1 (Netscape KA

commen
P
1. HIEABLAHENA FOER - K (KE) + 4 (B4 CHAN Tai Man David)
2. B AT HR At p s IR AE el Nl s TR b, ARSI A, iZH TS R 2 s .
3. BICANSERS: 10 BT
4, “e-Cert (Personal/Minor)” i~ HE N T3k HAEBE A 18 % (WAKIE/ELAENS 3.1.12 %) .
5. FRAESAME, B brdE B AL I Netscape ZEAHAZ AL “IESREE”  (Non-Critical) ZEAHFEAL .
6. AR CEFEARZEVE N 2R 5069 (Object Identifier, OID)o & T A N (OMDAF IR BIRG, 1752 I A v JU) 25
1.1%.
7. AR CHE I — A EAVGEB S AR, DR RS EAAE g & e
8. A S I — AR EAAAIE TS SR 8 SR S0 B A% 7 Nt o W SR AL AN B 8 S, URoR B A T
o TH] 6 5 40 B A% 77 BRI AR 48 EAIE P IRBEARAD “A” B XM &0 s i 7720
9. AREE B IN—AN I Adobe PDF 44 W4 R 5115
10. FE N A 3 5 e SRS (B FE RS 5 N I E7)(BL hkid number 3R &4 il N BN B R0 A28 8 I FE 10N
—ZRBEHUE (LA cert_hkid_hash FoR)JE, FENIEF:
cert_hkid_hash = SHA-1 ( RSAziste, a: ( hkid_number ) )
SHA-R— %42 BRI RSAN 258 bR £
K| DR A2, hkid number W& 75 & HEMBBUL BT AR HI D 2525, JF 774 B8 &6 B iIE 5 1Y
2% 22 BUE SHA-1 ( RSAwmisetor, 2er (hkid_number ) ), 1% 2B EUE 24 AL 15 P FI T8 € LB
11, UETS3UEETE B 4 & s URL N http://erll.eCert.gov.hk/erl/eCertCA2-17CRL1 <xxxxx>.crl, B H 4KiiE 5" Hongkong Post
e-Cert CA2 - 17"FT R H, HA <xxxxx> N EFBIBHR RS =4, 08 5 MIFBFAF 7. (H2019F7 A 1
H 2 w1l & B FE B35 55> & & URL A http://erl].hongkongpost.gov.hk/crl/eCertCA2-17CRL1 <xxxx>.crl)o Fis
MRS A G5 [y #IEGEPRAE R |, OO B ESEIEBREE, SEZIED “ERRaE Ry L a7 £
A7 IE I B ERE PR I N A .
12, FEPBIEHTE B4 K S URL N http://erll.eCert.gov.hk/crl/eCertCA2-15CRL1<xxxxx>.crl, HI A 4kiE+ "Hongkong Post e-

Cert CA2 - 15"Frk Y, HAo <«xxxx> N EFBMB AL 4, B8 5 MIEsFE/FIFEE .. HE2019F7H 1
H Z i & B IEB Y E 5.5 & & URL A http://erl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxx>.crl)o it
ME 2 A% [ &I GEHREE . D8N BESEEIEBRYR, SEZED “ERRaER s £ 2
A7 P B FR 243 EE B RS 1S B A i o
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2)

HFIEH () &R

2.1 HBIFIEF “Hongkong Post Root CA2” Z°F

PLR A& H T B 4R E 5" Hongkong Post e-Cert CA 2-17" & T -FUEH (B -

AR EALNEE
PR (Standard fields)
BR 4 (Version) X.509 V3
5 (Serial number) [ A& HEIRB R G B ) Aol Nk dl B
FEHARF (Signature sha256RSA
algorithm ID)
KA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BRI (Validity period) | AREF Not  |[HEIBIBBURS B B UTC i H)]
before)
ABRTF Not  |[[HEBIEE RS % & FUTC B E)]
after)
EEBFR (Subject name) en=[FAUH 4] D

e=[ LT HRFE L] (i

ou=[FILASERT] i3

ou=[(F VB ICUE g 5 BB 55 R 2 2% 4 5) - ENHIE /B0 IE 5 4 5+ oAl (o
4

ou=[E I AW ZFR] (itEs)

ou=[B I AW AT BT HK] (s>

o=Hongkong Post e-Cert (Organisational)

c=HK

EEATFELZAT R (Subject public key

xR (Algorithm ID): RSA

identifier)

info) ANTFERLRE (Public key): ALK B 20484770
KRB NRAIAFR Issuer unique identifier) |[Afd
Bie MR ZFR (Subject unique A

FUESEfH#2AL (Standard extension) (6>

PIREBEAIRANBFHR | RHE A ssuer) |cn=Hongkong Post Root CA 2,
(Authority Key Identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
5 (Serial [ H AALIREY]
number)
ERLRERAFTE Key AR, BIDEE, SN
usage)
(MR “R8” 26D
VE-FBUE (Certificate Policy Identifier =[4#4FHAIAS] cwte 7
policy) Policy Qualifier ID = CPS
Qualifier : [ IFAEMLEN FJURL)
F 4454 (Subject DNS [0-104F 52 B2 F 4R AS] Cpif10)
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ALK EALAR
alternative name) FE—HEEBIR [ou=[ZiC AW STLHR] s
(First ou=[E L AWM AT BT TR SCAAFR] ot
Directory
Name)
fc822 [EBHFE N FIFEAE] (re
RHANBI4 (ssuer A A
alternative name)
FARRHI (Basic e it I & SEAR
constraints) (Subject type)
BAEKERS [T
(Path length
constraint)
SE A AL R A T ¥ SSL client, SIMIME
(Extended key usage)
IE-BREEBE RS KR IR TR = [UETUETE 50 R SSURL] (D
(CRL distribution point)
Netscape ZE{HA24L (Netscape extension) (k6>
Netscape iEF528%] (Netscape cert type) | ARAEH
Netscape SSLAAIIR#E 4R (Netscape SSL | A A H
SEerver name)
Netscape &£ (Netscape comment) A A%

PLF N3&E A T B A 4K E 1 "Hongkong Post e-Cert CA 2-157 K& I HFEH (WA ) “ HIk

Fi& 2 :_
EALAFR EAAE
FrfERE (Standard fields)
RRZ (Version) X.509 V3
F5 (Serial number) [ UM R S B 1) s T2 S 50
Z B EIRF (Signature sha256RSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BRI (Validity period) | AFETF Not  |[HEHBHEBIR SR B FIUTC B 1H]
before)
ANBF Not  |[HEFBIFE ARG EMUTC KA
after)
EMEALFF (Subject name) en=[ZAUH 4] D

e=[HLT MG L] (>

ou=[EICANSERT] GHED

ous=[(F Il BEEAE {45 5 B 558 2525 2 2+ LU 5/ HeIE 15 5+ Hodt) o
4D

ou=[FIL AW ZFR] Chitis)

ou=[B I AWM S AT BT 1K) Ciities>

o=Hongkong Post e-Cert (Organisational)

c=HK

info)

FEEAFFELRL TR (Subject public key

H IR A] (Algorithm ID): RSA
AFFERLRE (Public key): 5K JE J9204847 75
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EALAFR EALAR
RN RAIAFR Issuer unique identifier) |[AfH
BE AN HFZFR (Subject unique HKAE
identifier)
FRUEZEA2 AL (Standard extension) (FiE6)
PLFBRRAMBIR | RHE A (ssuer) |cn=Hongkong Post Root CA 2,
(Authority Key Identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
F5 (Serial  |[[M K AAIEEY
number)
R RAE B AT (Key AN, BigE
usage)
(HRARERy “of” 24D
IEHBUR (Certificate Policy Identifier =[#11FRAITE] Cpv: 7
policy) Policy Qualifier ID = CPS
Qualifier : (R EAEMV#E W FTURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier : [ AWLR 4T B 1T H SCEFR]
Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier ; [BIC AR AT /BT H SCAFR)
F 4514 (Subject DNS [0- 104 52 B2 FA 4] Cpif10)
alternative name) B— RSB ou=[E 10 LT TR ks
(First ou=[ B IL AN AT AR TH SCLFR] (s
Directory
Name)
1fc822 GEPBHRFE NEFIFERAE]
REBAFE (Issuer A
alternative name)
FAPRH| (Basic eyt &SR
constraints) (Subject type)
BAKER |k
(Path length
constraint)
ST 25 R R B 7 2 SSL client, SIMIME
(Extended key usage)
WERREE RS R R IR AR = [IETHESIE B2 K RUURL] (b1
(CRL distribution point)
Netscape ZEfHA24E (Netscape extension) (k6>
Netscape iE 5282 (Netscape cert type) | ARAEH
Netscape SSLAAR2E 4% (Netscape SSL | A% H
Server name)
Netscape &% (Netscape comment) HRAEH

By -

1. BBUA Pt i - IR CK5) + 4 (1l CHAN Tai Man David)
2. ZEUR P TR B T IR b A BT R el A S A, TR I R S
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10.
11.

12.

BIANSERT: 10 LT

RO BACIE TS AL — R 16 BT B CinE i B iciE B 5, B NEC“0”7 )] PR
H RS R R IE A ORI, DR B B CERIA, W “ R BILIE RS " B AL S 6 Bk W SO R AL
— 8 3 N FEIF RS RSHE R TERE T8 NEC0. “EMHER / BdiE B #40: — 5 8 w28
CanyEMHESS / BAdiE om0 T S M8/ 78, mSaiRE(“07 ), WIREMIER / SidiE s, AL
RNECAO” ) E “HREBES” BEAEAE(“07 ) 1, “Hih” B —H&2 30 fifer/v8 (Wh).
FWEEAITEIX BUR I 2 “TBIRHS” K “YEMHER / BiCiER” A “07 ), #MITHKR @i
HKPO REFMME) SN “HAh” #47. R CHEREGBERELZN) GF 637 %) Hh “ARE&BES” 1
WUk, HEMHERR Bdms 2N “Hmh” #2140,

REPCAMIEEILZ N, TR LFR [++CHINESE NAME ONLY#*** | $48 1% e MU S A FR . AT
FEOL T LB AN IR E T PRI E F I MEZ S, L2 R T 240 L2 M58 — B $% % FX (First Directory
Name)FAAr A s CAAZUEMEALHEN 25 3.1.1.6 250 HLHIF LA FRZKH ISO/MEC 10646 bR i bR .

FRAE S ANE, Bl PRdE B I Netscape ZEfHA2 A0 “IESR8E” (Non-Critical) ZEAHFEAL

A O AL AL AE N 0 R53055 (Object Identifier, OID)e % T AHEN AR NI, W52 RAMENIEE 1.1
%o

A EHE N — AN ELAEF SRS RS, BLRBI AT & TLIE S S M0 A AIESS -
AAZ EHEIN—AN SRR Adobe PDF 2844 BRS04 .
R RE I Th 2 R R N I B S AR B A A7 7 3o (LB HD

WP A& #50 K 5 URL A http://erll.eCert.oov.hk/erl/eCertCA2-17CRL2.crl, A 4% 5 "Hongkong Post e-Cert CA
2 - 17T TR HE T8 sGE BRGEE R L. (B 2019 4 7 A 1 HZ iR HIIE BREEE R KA URL A
http://crl].hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl) o
UE PV IE 5.5 & M URL A hitp://erll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl, Bt A 4%1E 5 "Hongkong Post e-Cert CA
2 - 15S"Fr R T sCEBRGEE S 1. Gt 2019 48 7 H 1 HZ 8RB RE - BREEE #2 &K s URL A
http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)
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3)

HPIES (RE) B

3.1 HRYFIEF “Hongkong Post Root CA2” Z°F

PLR A& F T B P 4R 0E 5 "Hongkong Post e-Cert CA 2-17" R BT FIEH ( £R% ) -

AR | [EoNCES
PR (Standard fields)
R4 (Version) X.509 V3
5 (Serial number) [ A& HEIRB R G B ) Aol Nk dl $e)
FEHARF (Signature sha256RSA
algorithm ID)
KA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
B ¥H (Validity period) | AETF Not  |[EBIE RS E B UTC B E)
before)
AIBRF (Not  |[HEEFIBISERS 3 E FIUTC K]
after)
E&RLZFR (Subject name) en=[FZBLEAALZHR] D

e=[ LT HRFEHbE] (i

ou=[FILASERT] i3

ou=[ M B CIE 4 5+ AHE B/ B AEIE P T+ H AR o
ou=[ B AN ZFR] (HitiEs)

ou=[BIC AW AT ABITRFR] Gtiks>

o=Hongkong Post e-Cert (Encipherment)

c=HK

EEATFELAT R (Subject public key

xRS (Algorithm ID): RSA

info) AFFEISRE (Public key): NG RK BE 204867 0
RN RFILFR Issuer unique identifier) |15 A
BB N RFIZ R (Subject unique A Al H
identifier)
FUESEfH#2AL (Standard extension) (6>
PLRFERIRA B | RHE A (ssuer) |cn=Hongkong Post Root CA 2,
(Authority Key Identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
%5 (Serial [ME N A3
number)
FERGRLE R 2 (Key HODEE,
usage)
(MR “R8” 26D
VE-FBUE (Certificate Policy Identifier = [#fFIRAIE] uiie
policy) Policy Qualifier ID = CPS
Qualifier ; [#ZE/E ML H#E N FFTURL)
E45148 (Subject DNS HRAEH
alternative name)
fc822 GEPBFE N FIFERAE]
RHAHI4 (Issuer AL
alternative name)

AR L TE S AZUEAE M AE

2026 £ 5 A 15 H
PAER

1.3.6.1.4.1.16030.1.1.55
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EAL AR A AE

FEARPRH| (Basic e it 2SI N
constraints) (Subject type)
B KRR [
(Path length
constraint)
ST B R A F 7 ¥ SSL Client, SIMIME
(Extended key usage)
AR R A DR EEH = (ETREE RS RAURL] (i)
(CRL distribution point)

Netscape ZE{HA=4L (Netscape extension) (k6>

Netscape iEF528E! (Netscape cert type) | ARAEH

Netscape SSLAAIIR#E & FR (Netscape SSL | A H

Server name)

Netscape &¥E (Netscape comment) (Hti: | AR AEH

9

P

1. B AN Z S BURAL AR

2 BN AR AL B hS A Hhohk

3. BieAZFERST: 10 MEF

4 “EOLBICIERmS " #2407 — 5 16 M7/ 78 LInER L EidiE RS, SAEEAEC“0” )], “TEMHE
B BACUET” A —H 8 BT/ B CUnEAHE TS / BBl Bgm 50 T 8 BT/ 76, HweareE(“0”),
WMIGENHES / BIIERBH S, EAEEREC07)  WE “AREEAS” Bt REC“07)], “Hl”
B — B % 30 MBUT/ 70 (A FEEHIT BRI BUGEET 12 R B Hm S 7 K YEMHRES / BB
BRI AN “07 ), EBITIMEIRR (1 HKPO AAEBFIEED SN “HAh” #2460 BRIE (GIRAEBILELH))

(3 637 %) MM “FAIREHES” PN, HEMERBRS SN “HAah” #2407,

5. RGP A Re Rt rh AR E B D 2 K, HARARSERE N R OUAZAEE NS 3.1.1.6 ).

6. FRAE S AMNER, B FRAE QBT I Netscape ZEfHAANAI )N “IESR88E” (Non-Critical) ZEAHFEAL

7. AEECERAUEN KR BES (Object Identifier, OID)» J& T AUEN IR AIFS, S FAUENE 1.1 5.

8. UEPHUEHTE B & URL A httpi//erll.eCert.gov.hk/erl/eCertCA2-17CRL2.crl, Bt 4k iiE 45 "Hongkong Post e-Cert
CA 2 - 17"AT KR [ HE20GE BREEE SR . (8t 2019 & 7 A 1| HZark B IEBRETE S5 KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl) -

9. HAER AR AR SR . DR AR N BN RS %, hoS ORI R A B, WA SR

N
HSHET R AT REQ) sz 7 E R FEICANM; () B IL AN E B, (i)
AP BIL AN R H A B I E B D0 D25 2 DOIE S s B e AL B s DLRGHE IR f A
Wz 3% 2 N5 5o A R FH AIE T3 2 25 046K, T8 S W] M http://www.eCert.gov.hk P T
W T FE TR PO A E A Mo U
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http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://www/

iR C

B C - W ISEGE B 1S B.(CRL) K EHER
BRSNS 1E S (ARL) R X

A% C FEIRH I B 44 E 15 "Hongkong Post e-Cert CA 2 - 15" 5 "Hongkong Post e-Cert CA 2 - 17" /& H HIIE
T E R, LA HARYRIE T "Hongkong Post Root CA 2" BT & HY BIHZ SIS 17 BA- 1) T8 5 S A AT 22 HEAN H A%
Ao

TS SRR R = VR BEHT S AT IR OAIE A 75 B R a) R & e 18] 09: 15+ 14:15 & 19:00 CEPAS AR 2
VA [GMT 8% UTC] BFIE] 01:15+ 06:15 & 11:00));  UF P 30HS i B %8 MR AS K% I 18 b ok D0 iy 85 i ) 4
TR B H TR B L

a)

b)

1.

1.

[ 8 HAEFREHE R | (Partitioned CRL) €& 70 4H I C& I M4 sl ABIE BRI BERE. AP T F
AAZHE(URL) RO I T 23 1 A5 08 i 5 -

ii.

1il.

1v.

HH A 4% 31E F"Hongkong Post e-Cert CA 2 - 17"Fr & L FIEH (AN AD):
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl

Hoi <o NS 5 AP AT 8 . 2019 45 7 A 1 HZ 80 & B AUE-B ey iE 5o
& 5. URL A http://erl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl)

HH A 44 4E F"Hongkong Post e-Cert CA 2 - 15"Fr R - FUE (A “HAIMR”:
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl

Ho <o NES S AMFR T . G 2019 47 H 1 H 280K H IE RS 1.4
& 1 URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl)

HH 44 4E F"Hongkong Post e-Cert CA 2 - 17"Fi R HFIE (HUM) KHEFIER (£f%):
http://crl1.eCert.gov.hk/crl/eCertCA2-17CRL2.crl. (i 2019 4 7 A 1 H 2 8 & i (FAIE i 15 5
4% 55 URL A http://crl] hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl)

FH A 4% 41E F5"Hongkong Post e-Cert CA 2 - 15"Fr R HHLFIES (HUM) “HAIAR”
http://crll.eCert.oov.hk/crl/eCertCA2-15CRL2.crl. (it 2019 &£ 7 B 1 HZ 8 & H BUAE S i i 5
3 K 5 URL A http://erll.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)

[BAAERMAE R (Full CRL) B 543 B A 4%E F5"Hongkong Post e-Cert CA 2 - 15", "Hongkong
Post e-Cert CA 2 - 17"Fr &K B FrE S8 i B ey ek S s iE P ¥k, A0 3T iR 670k (URL)3E
O [HERUE PS5 .

F P 4%41F 5 "Hongkong Post e-Cert CA 2 - 15" & HJIEF -
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl 8%

1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)
3 A 4k 1IE 5 "Hongkong Post e-Cert CA 2 - 17" BT & H IRAE 1S :
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1.crl 8%

1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)
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http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL1.crl

A AR R I A OO A B O R IE B R Bk, AR TR TE PRS28] (CRL
distribution point) F=A7 P v B B4 1k (URL) $BURH < BIE H 3R 15 8

£ IE %5 0L,

FRHEH B TSR ) f5, PR SR FUE BRUHIE B A . AEARETIUL A T2 1

15 LR, B BT AR 25 A A0 S o IR E P RS SR T R AT . BBt SRR 7
BERAMEFRTEFAPBENT, T HFHBIBEM T http://www.cCert.eov.hk A AT £ 78 UE T U 1 5 o

AU IR Lo BB S A SRABURBEIE 5, TS SR B0A 8 i M s R i P ARIE B R B R . BRI S
BEEEAE R UCHE T H IR0 B A 7 B SR B A o SRR A BB R T IR AL E T R

i.  ARIFIE 5 "Hongkong Post Root CA2" Fr&s & i FR 4k ik 5
http://crll.eCert.gov.hk/crl/RootCA2ARL .crl B,

Idap://ldap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

(D HH4EF"Hongkong Post e-Cert CA 2 - 15"RIE A1 ] & H I 73 1 =X S BEARIE P sk =X

FRUERENL (Standard Fields) | FAEAL (Sub-fields) |42 =GIE T RdH T | BEAIE BIEsE 8 | &E
2R =Y DA R ARE
FRAS (Version) v2 A B ORAE PR A s
WA N X509 55 i
2B B AR (Signature sha256RSA A B H DL EHE BRGNS

algorithm ID) BRI TR AR IS
KN (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15, A B R B Kk IR R
o=Hongkong Post, MER RPN A
1=Hong Kong,
s=Hong Kong,
c=HK
LR EEHT (This update) [UTC B8] BEA B IR ASE P U I B R
HH G2 REHD
TREEHT (Next update) [UTC )] FoR T UGE P E % T 5
N H IS BT (R
wy, MASTERMBEZE
Koo AR AR MR ML AE I 3
SE s UETh AR i B B R B
Je R
HAIEP (Revoked FAER (User BEPFS] A A SRS IE B RE B R
certificates) certificate) =
B Gl R ] [UTC B )] SO S TR AR UE T AR B 1)
(Revocation date)
WEP A S B OB R AL (CRL entry extensions)
JEAAS (Reason | [4RuS BE HH R )AL CBE D
code)

FRUELE(HAZAT (Standard ext

ension) CBRHE 2)

WL 2R R TR 1) 44 7
(Authority Key Identifier)

KN (Issuer)

cn=Hongkong Post Root CA 2
o=Hongkong Post,

1=Hong Kong,

s=Hong Kong,

c=HK

SRR3R A S BOR AR A
Gt AT G R IR NG 2 T
R RTRCXS A T TR

75 (Serial number)

R MNEBHF 5]

U R R NEB T 5

UE RIS S5 15 (CRL

number)

[HHZIE RS E)

LA S 3 UIE 5 4RCEH T PP
T T U A
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http://www.ecert.gov.hk/
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

FRUEREAL (Standard Fields)

TAEAL (Sub-fields)

73 B E P
L= VAR

BEUEA TS
AR

ik

KN R s (ssuer

distribution point)

[LA DER 77 4t
FAAIE TR 1 By
& 55 (Encoded
CRL Distribution
Point)]

(B2 “5Red”
AL

[(ARALE ]

AFEALAR I 73 F AAE TS
AR

(ID

FH = 4K iE 5" Hongkong Post e-Cert CA 2 - 17"AR3E A< 18 ] & H [ 73 81 3% K& B ARUE T 3853 B =X

P EAREAL (Standard Fields)

THEAL (Sub-fields)

73 ) 2P
LA

BEPRUE TR
AR

ik

RRAS (Version)

V2

LA™ R UE A5 4 T A% X
AN X.509 55 —hi

2B B AR (Signature

sha256RSA

LA 7R Y A ZBAIE F AU I

algorithm ID) BRI TR AR
KN (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, A B R B Kk IR RN
o=Hongkong Post, MER RPN A
1=Hong Kong,
s=Hong Kong,
c=HK
IR BEHT (This update) [UTC B A B SR A UE TR I B R
HH GRS
T REEHT (Next update) [UTC B a)] FoR TUGE BeEE v T =
NI H IS BT R H (R IR
o, mMASTERMBEZE
Koo AR AR MR ML AE I 3
SE s UETh AR i B B R B
Je R
HAIEP (Revoked FAER (User BEPFS] A A SRS IE B RE B R
certificates) certificate) =
B Gl R ] [UTC B )] SEA S TR AR UE T AR B 1)
(Revocation date)
WEP A% B SR E R AL (CRL entry extensions)
JEAAS (Reason | [4uS B HH R AL CBE D
code)

P SE A AL (Standard ext

ension) CBHE 2)

WL Z5 R R R 44 B
(Authority Key Identifier)

KH N (Issuer)

cn=Hongkong Post Root CA 2

o=Hongkong Post,

SRR3R AU S BORE DL R
Gt AT tE G R IR ING T

1=Hong Kong, R A FF AR .
s=Hong Kong,
c=HK
JF'5 (Serial number) |[& tH NIEHHIF 5] WAEERE S NERRFS
UE T4 T 553 (CRL [HAZIE R G774 ] A B IRAE PR I YR
number) 5. s DU T A
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FRUEREAL (Standard Fields)

TAEAL (Sub-fields)

73 B E P
L= VAR

BEUEA TS
AR

ik

KN R s (ssuer

distribution point)

[P DER 5 2 4wH5

[(ARALE ]

FAAIE TR 1 By
& 55 (Encoded
CRL Distribution
Point)]

(B2 “5Red”
AL

AFEALAR I 73 F AAE TS
AR

() HFRIEFS"Hongkong Post Root CA 2" MR 32 v I & Hi B 32 BRI 18 kg =X

(Revocation date)

FRUEREAL (Standard fields) | TFA2AL (Sub-fields) |[FZAURUES E BLAEAL ) 25 HyE
JRAS (Version) v2 BEA B R BRI T B U
WA X509 55 ki
225 R A (Signature sha256RSA A B H DA B AR TS
algorithm ID) BRI TR AR
9% N (Issuer name) cn=Hongkong Post Root CA 2 A RSB R R AR
o=Hongkong Post, TG
1=Hong Kong,
s=Hong Kong,
c=HK
IR EEHT (This update) [UTC B a)] A SR AR BRI S 1R
HH T G2 IREHD
NIREEHT (Next update) [UTC It j&]] FOR T IR BT K T &
N HEC BT R H (R ICGE
B, AT ERMBEMZ G
o ARARAZAE MR ML A U 3R
SE, FRRUHESTE R RARERE R
JRH
AHIET (Revoked FHPIEFS (User BER 5] SR B ERESE RE T
certificates) certificate) =
B GEISR [UTC I}a]) AR S TR E 5 AR R 1]

WP E R R M FA AL (CRL entry extensions)

JEERAS (Reason

code)

(HUH 2 p iR )

CBRAE D

FRAEIE AL AT (Standard ext

ension) (PBR¥E 2D

HLIE 255 L 1R 51 44 FR
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o=Hongkong Post,

1=Hong Kong,

s=Hong Kong,

c=HK

SRR ARG S BORF LU 4
BB TS B AN R
LRI BCXT N T A AL o

55 (Serial number)

R NIERHIFS]

e AN )

distribution point)

REA ZAENLRIE =2
[A]4%¥) CRL=75%

A2 “SR” A260)

E PR TE #5655 (CRL [HRZAE RS54 DA BRI B 5 A g
number) T, %%T LU A .
K NY R A (ssuer REGHPER =8
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2. FRIESSONGEDA > FrATRAEE I Ry “JERAE”  (Non-Critical) AL ©
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IAMEF &
FCxH B AR RE (2048 fi27C RSA
FEAERCX ERGRE | A B AR
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&
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EBREEEL &S OHE B 54
Niubies! WS UE S5 1) 2 R EUE (hash value):
SN 1521 |
BIRNZFHR S (HEBIBBAZIENE RS =4
BiLEH FOUET CRFEE RS | WA AE N ZE 2.4 2% (B0 iE+ (LG IR A B
WIHE) A4 50 #oo (W WH) B 50 HET (WWAZIESE
AAZUEAE N HE I 26 2.4 MVAENIES 2.4 460
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WEHA RO s —HE T4
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IEBRFEE N B0 AN 2 5l R 52 I AU RN R S
KA PR AR HK$200,000
NATEH &
fie 5 2 A A 2048 £7.7% RSA
KB
e WAk F 7 P S A ) 2 A
34
Xt &4y KA MG B HRAZBURE ) & 43
EPER  [BoSB s N B s ARSI 2
ERBREE = BiCAVMLER, SRFEP R dng it = BC AN AR
BICANBISE (v RZAUH P S0 44 K H E sk o R A4 R S E R b i
78 s BN LS (HEERITE RS ) » B ASEGS (HEFBITHRAR
= BICANZ AT B B g4
= B AN Z AT B
H
B RATE ILAAZAEAVENVHEN 25 2.4 4%
H
IEHBAE B —ED A
RARZAEMENHENEE 1.2.4 F 3.4.1 %%
B

L FPA AR AT BIX BUR BLSS JR A A RGIE B SO CBLSS 26610 (BF 112 22 BT A R S5 HUA i s
W AAA FRSEAR, TRATELSON L FHIETS (UL AEIE A (EARSON L FIESS (HLAD “HR " 2O
(3 1.2.3.2 405

2. TR BEERIATBIXBUGBIS R (BES&0) (B8 112 5) B i BRIy 5 MU/ s R SER /38 4AA FRSEAR
KA RSP, B PIEB R EBrnHBSREE RS
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B33 1 - REC3647 5AMZIE/ENAEN] 2 Lh R

Gt A Y] © F T HUBCR B AR A ZAEAF AE N 5 REC3647 HAEAE A L2 2 18] (R AH B2 2% 2
PHER, PASGE S BAE SRR DY (—) (3) Beh Imid 2K . AAZIE R AL HE 5 REC3647
RZAE AR b HE DR 22 2 TRV AEAR AT T SO R, R DAASRZ AR L I (0 2% SO0 e A BT
fay i N DR S T8 SCrh R BRI i R 7 R B BRI S AR 328 it A i IR B AS 1
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NGAERE, WIHBERTAE “AEM” 1, EESREOVE I IEEA TR ALY / 55

BUEATAI A A HREELA IR / Bk 55 TR

RFC3647 FIZEY A HE T AR SR BT P B3
1. EFE LA 1
1.1 Mk 1.1
1.2 TR ARShRR 1.1
1.3 HHNEEs 5% 1.2
1.3.1 HFIAEARSS ALY 1.2.1
1.3.2 FEMHLI 2.1.2 Kt E
133 Zid A 122 K& 1.23
1.3.4 fadE AL 1.2.2
135 Hihz 5% 2.1.3 MM F
1.4 UEFRH
1.4.1 & & BE5 8 1.2.3
1.4.2 BREIIEFS B
1.5 SRERE B &8
1.5.1 SREESCRYE BEALA &8
152 KRN 1.3
1.5.3 Y CPS #5& HlE HIHLI HIE M8
1.5.4 CPS #tifFE= 8
1.6 & H4EE Pk A
2. ERKRMEEEEM 2.1.1 & 2.5
2.1 I A FHIE A5 i A7 2 9 1R Bk 2.5.4
2.2 NI B KA 2.5
2.3 RATIIE [ B2 2.5
2.4 A5 B EAEEE 2515252
3. B rhnid S % 3
3.1 T 3.1
3.1.1 AR 3.1.1
3.1.2 X AR AL R 3.1.2
71
A IR A FIE ) AZEAE A )
20265 A 15 H & onghong Poste-Cert
PERD: 1.3.6.1.4.1.16030.1.1.55 FEBRTTRE



RFC3647 HIET AHEN| B AR EE TS BB
3,13 Bt A 48 4, A R
3.1.4 BRARAS[E] 2 BRI 2R 0 3.1.3
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3.2.6 HERAEAEN 1.1
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074 DL X i N 3B 1143

17,5 F b L R R BT 1143

4.7.6 F T IAUE AR S5 WAL 0 2 LRk SR UE 5 1 R AT

2.5 M 41 & 43

477 FF NI AR 35 WA Xk JEC At S A 1 36 757
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4.8 EPAHE
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4.8.5 M S2 A EAEAS AT N
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4.9.7 CRL KAu#Z 453 K% 4.10.2
4.9.8 CRL A AT I f5e KT J B 18] 453
4.9.9 TESIRA T W W A 14 ANid& H AR LIRS B W RS
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4.10.3 FIIEFFIE 4.5.3
4.11 A L W 4.6
4.12 FHFLE 5KE 6.2.3
4.12.1 B EFCE r 5K E KK 51T R 6.2.3
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5.3.1 Bikk AP R E R 53.1
532 HRA A 532
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