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CHRMNY RERERTARIMNE, AR T BIEEAAZA T, SHZ L FAR B A I 557

“BIERSERS” BESRE (BESKGD) CGB 112 53D Fraf iR SH / RSk / 55 4AA SR SRAER
ST . B IRSHR T2 TR R IR SR / Bk Sk / 55 4AA TSEpR H HE B SCAF A B4
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http://www.ecert.gov.hk/

“CRW” HEE,
(@ HREGIZIET, RIERAZERAE R TAEZIE R NIR4 BOR BV A G ZIE B IR, @AZA; 5
(b) RHAZAEAR 2B R T WAR 4 BORBIN IR A 45 1 ZE BN BER, @ARZ A, AR5 HEIZIE
A5, RERAGZIES T2 A
“EEXTERGRL” AR RS R G, SRR NI S AR R EASR  ATT R AL, T AT TR R A% SHZ RN
RO B2
“EAMET MG ” f8EUE ST ARG PIHIBUR AR ) CEBEMH R T2 2R N IME) TR (R TR T HIA
EF 5 ) o

“HANRR " ALK TET DA BRTHET (WU TS, SEZIEBAEEES ARG W BUG AR Y
TRAUET EAET AN Y, AEF ) AT S Pyt s 5N

“OCSP” itk L R4S NI
“S FAEFARASIIE ” J6 - FLk L UE BRI, RVERRA L B TAE TSRS
“HBI” JEEEEDIE 553 7 GLTRAKB).
“RE” B TR, R, BB MUY S SR, R A A
“PRCSHLL HASEE” BB COIMVRIAE ), FROTHETE A0 TR BSC BRANBETAEAN, TR A Bl RSA 56005 A
O ATF SRR AN RRIE (PKCS) A 11 04 Jehnes BLA AR IORUHS 117234 LI 3R43 FIPS 140-2 35 =20 -
AL .
“ANEERD” 0 TR EEBUR P 10 TAETS AL A SR BT
“EUBUEK" HEEEDIN 08 5 (WEEAY) FHEE K.
“RNEERBR” JHRCA B B 1 {7 M2 A
“ATFRERBEL” JHICH B R Bk J e S MO 5 8 2 R
“WATES” It

(a)  HURH TR HBIR 22 FNTLIES:

(b)  RARAE AL T4 5 A BUS0 20 NI ZUET 2 K, KBS K LT

(¢)  FLTAH A1 34 R FTABAENLEHTR A A TR 2 AEF
“ITTHETERLIE” JHARR L 720 5 40155 21 AT 2 BEL o 34 & BB
“GERHEA TV P A7 SISO 7 5 2 VI, 746 47 48 1T S T RS AR, 20U 2 7

“EATHLIR” Fa A S5 SRR HE P RTIE . B2l HARAIE WA 52 BT F oLk 45 1 SIZ AR R 4T 85 10 1 b B TR B M AR S A T B X
BURBLS R (U https://www.ird.gov.hk/)

“RAEBBHLR” FR I F B IREGE g, REFBMBOZENIAT M — 2 IREE, I REEEBIBUZENI R Z & T RS <
DR AR

AR RITIE” 1R SR AUCRIR B DAN S SRIEIT %, nlE A RIB AL L IS S A B R e i
“ATPERRA” PRI TR TR T 4R B R

“RPEANL” RINE L AF B/ SRENAEE AR RO, KA R TR IR A BRI 2 A5 B
/ BHEREE 2 AF S, TR IR A A

“REREEE” TR ERE AR IR ZE T DL Al SE T A R BN B AR S
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“BFRAR” FMFEZEYRN S, FBEZNIC S AR KB 5 3h o JEZIR
“B” Kk “BE” AFEHEEVESENDFE ST SR ARS8z N8R AT 5 ke .
“SSL” f8z2 4@l 2 (Secure Sockets Layer) FI4ETE .

“HRBHETS” 1R h A UREARITE T 2 R T 4R UEHLIGIESS “Hongkong Post Root CA 27, JFH T2 K A B EGA
AHEFS.

“EATAR” 15 TR S A IRA T RERL, AT AL TR G TR,
CEACN” TRFF A U A RN

() FERUEF IR A BGRAN PR EIETS (SR A HE R RIHLD;
(i) BIEERZIES; &
(i) FFA ST ZUET N AT RO N2 FA N TR 5

CRAR A AR HEIC A LR (BI AR, AREBUR) AT LA P Z I EAERTHES (DO
R AR SR AR, LR FHET (MU B TIET (PR3 B IC NSRS SR A A RZIE R AE N . a8 e A
A R AT B X BOUR 2 BOR R BB T, U BB a2 8 i AN BIE R LI R0

“BRAN” SR EICANRPG; THPRBR CEZ A SRR AR RN, 2N & Bt
FFPRA L FET B .

“ AT RIETREAE L THER.

“TLS” BIERZRLZIENARS “RIARR” 1T E U NITA FIF 2 IR At LRy
() A R AR LA
(b) FERTEAERITEOL. RIERYE KAy FCRE T BILIYT P9 2R 10 <55 T I 21 45 B K
(0 EHMIESGPIITIEEIIRE; K
d) AKIE) ez A )i

APITRTRH %G, WEBLEETSRITRIEBAZ AT EERB LS, WXERZFRAAEEAN,
U 2 B 35 2B B AT ARAE IR Z A T3 UE B
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HiR B

ffi3% B - FriEEREC T IE g A

AP R IA P 4RIE T “Hongkong Post e-Cert CA 2 -15” & “Hongkong Post e-Cert CA 2- 177 R4
AAZAEAE MY T 25 5 10 H Ul A% 20 WIAR 17 A b 7 s HS B EL Atk mh 41 ) BSR40 AR AZ IR AR M)
HE D28 5 T R TR T 20, I AR S FE TE B Bk HIAEL “UEBBUE” WY AER A, AR

MR RRCAS B M A
D BFER A HERX

1.1 BBIFIEH “Hongkong Post Root CA2” ZF

PLR A& T B R 4E0E 15" Hongkong Post e-Cert CA 2 - 17”7 RHPIHEFIUET (DA -

EALAFR = A
HFIER (DA R FRIFE18E N BEFUES (A
A
FRHERS (Standard fields)
FR 4 (Version) X.509 V3
5 (Serial number) R 2 s £ 0 e o VA VA A A i1
Z B EIRT (Signature sha256RSA
algorithm ID)
& H A (Issuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B33 (Validity period) AFT Not [EFEBISE RSB E M UTC B A
before)
AIBRF Not  |[HEFHBIE RS W EMUTC WE)
after)
EEZFK (Subject name) en=[HE ANEER] kD en=[HIE N4 aED
e=[FLTFHRARHIE] (b e=[FFHBFA ML) (kD
ou= [BIEAZHEHT] (D ou= [BIEASHERT] (W)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor)
c=HK (P
c=HK
FEHATFELAT R (Subject public key  |H iR (Algorithm ID): RSA
info) AFFFERLRL (Public key): R B 204847 7T
RN RFI4FR (Issuer unique identifier)  |RAH
BB N RSB R (Subject unique identifier) |4 H

FRUEZEAEAL (Standard extension) CHHES)

PLRHERGRLIR A 42 K R (Issuer) [cn=Hongkong Post Root CA 2
(Authority Key Identifier) o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
FF5 (Serial  |[MAHI NALFRHL]
Number)
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ALK EAAR
BFIER (DA R FRHE18Z MM BETFIET (I
A
ERDRAE R 74 (Key ATTEIN, BREZEE, BRI
usage) (B A “ocik” £240)
IEFBUR (Certificate Policy Identifier = [#£FRATE] e
policies) Policy Qualifier ID = CPS
Qualifier : [#ZUEA/EMVHENFJURL)

FE 4514 (Subject DNS [ INE &S D UE 5] (o
alternative name) rfc822 GE-PEA NE TR AL (e
K H AR Jssuer HRAEFH
alternative name)
FEAFR | (Basic constraints) | AR E T 82 SN

(Subject type)

BRKERSY (X

(Path length

constraint)
SE R SSL Client, Adobe Authentic Documents Trust
(Extended key usage)
IEBHEE RS KA SRR = QIR PSS 50 & A URL] (k1D
(CRL distribution points)
Netscape ZE{HA24L (Netscape extension) CHHES)
Netscape iE-F526%4 A A
(Netscape
cert type)
Netscape SSLAAfR#2 4 R RAEH
(Netscape SSL server name)
Netscape ¥4 (Netscape FKAFH
commen

PLR AIE F T B A 4R E 15 "Hongkong Post e-Cert CA 2 - 15”7 R -FIET (MA) “H

N
AL FR | =Y VALE:
FRHERE (Standard fields)
RRZ (Version) X.509 V3
5 (Serial number) e 2 N7 L 0 e o A VA A A a1 |
ZEH AT (Signature algorithm sha256RSA
D)
&t A (Issuer) cn=Hongkong Post Root CA 2 -15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
A3 H (Validity period) AETF (Not before) |[HFHEME RS W EHIUTC &)
BIBF (Not after) [ EFHEMBE RS % B IUTC FFH1A])
EMZFK (Subject name) en=[HIENEER] (D

e=[HBTFHRFEHIAE] (i)
ou=[FILAZERT] i3
o=Hongkong Post e-Cert (Personal)
c=HK

EEATFELR B R (Subject public key info)

B3R A (Algorithm ID): RSA
ANFTEGRE (Public key): 25 REK & 9204847 7T
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ALK AW
RHENRAIAZFR Issuer unique identifier) A%
BHE N HFZFR (Subject unique identifier) KA
FRUEFEHA2AL (Standard extension) CHHES)
PLRBFERLIR R 2 R B H A [ssuer) cn=Hongkong Post Root CA 2
(Authority Key Identifier) o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
5 (Serial IR H AN Ab3RE
Number)
AL A 1 (Key usage) AN, B
(R “REE” 4D
IEFBUR (Certificate policies) Policy Identifier = [#HF D] (it 6
Policy Qualifier ID = CPS
Qualifier : [AZIEAE ML A URL)
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (FiE 7
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ &3 8 #% )7 ] (pix 9
Policy Qualifier Id = CPS
Qualifier : [AZIEAE ML A URL)
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (k& 9
Policy Qualifier Id = CPS
Qualifier : [AZIEAE ML E N AIURL]
E4&H4 (Subject alternative name) |DNS (&I WEHEGESIE] k0
fc822 [EFBHEAE NBEFIFEREE) g
& 5148 (ssuer alternative name) HAFFH
FAPRH (Basic constraints) FERA (Subject [ Sk
type)
BAKE R (Path| T
length constraint)

FEfR G RLAE I 5% (Extended
key usage)

SSL Client, Adobe Authentic Documents Trust

TEFRAEE RS R A (CRL
distribution points)

IR I AAFR = [E T ESIE .0 R MURL] (k1)

Netscape ZE{HIA24L (Netscape extension) CHEs)

Netscape UE 5282 (Netscape FAFEH
cert type)
Netscape SSLAAIIR2F 4 FK FAFEH
(Netscape SSL server name)
Netscape &% (Netscape HRAEH
commen
By -
1. HiFAEARE JOoiE - @I (OR5E) + 4 (141 CHAN Tai Man David)
2. HIEAFTIRME R BB bl (A0 B ERAR Rk, RS B ), B IR R R A AL S
3. BiEASERS: 10 VT
4. “e-Cert (Personal/Minor)” s HIEANTIRE LIEBI Rl 18 & (WAZIEME NS 3.1.1.2 2.
5. BRAESANEB, BrE AR HEZERF ALK Netscape ZEAHAZ A28 “IESR8E”  (Non-Critical) ZEAHFEAAL
6.  AKDAFEARZUEAE AL HE N AR 35 (Object Identifier, OID)o 2T A HE N B RIS, 15 S e Ak )
11 %
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7. ARCHIN— A EDGEF SIS RS, DARBIRT & EIE S S M0 A AIESS .

8. KGN SR EANUEFS SRS 52 S B o A% 7 b o SR A AL AN AE B A E X, W FRoR S
T X T ) 4 A% 7 2K CRIAR R EATE T SRE AR “ A FT 5 LI B o 4% 77 200

9. AFLCHEIN—SCRF Adobe PDF 2244 I H IR AIAS o

10. HIEAREBES IESH (EHFFESHNRETD (UL hkid number %730 #5228 B N RIFAN SRS L2532 JF
Ay — 2k HUH (VA cert_hkid hash #7R%) J&, FFNIET:

cert_hkid_hash = SHA-1 ( RSA pavarakey, sha-1 ( hkid_number ) )
SHA-1 — 5 40T RSA WA 2E M4

TEAH DRI TR, hkid_number M2 7E & A MTBUAL BT AR 2 IGI 28 3, I 7= 88 B S (HiF
SR A4 HE SHA-1 ( RSAprivatekey, sta-1 ( hkid_number ) ), 1% 2% B 55U 2% NALE TS P (198 52 SE AP A 47
11, TEHHREETE 9 K 5 URL N http://erl1.eCert.gov.hk/crl/eCertCA2-17CRLI<xxxxx>.crl, HI F14%3F +"Hongkong Post
eCert CA2 - 17"FiR Y, Horb <xxxxx> N AFEMEA S E, B8 STl FHFNTE. (201947 H
1 H 2 8 & BIE B & 5.5 & & URL SN http://erl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1 <xxxx>.crl)o
FWMEE S A S < BZGEBREE R, SR MAEREIEBIYoR, SEZIE “IEHREE B
R BEALIEI G B BRE B TE R AR .
12. UEHHREETE B K 5 URL N http://erl1.eCert.gov.hk/crl/eCertCA2-15CRLI<xxxxx>.crl, B 4k3iF " "Hongkong
Post eCert CA2 - 15"FTRH, Hi <o N @FBIHR RS ™ 4E, B 5 MIFESRFHFIFE. Gl
2019 £ 7 H 1 HZ 8k HBIE B #EEE 5 & 5 URL N http://crl1.hongkongpost.gov.hk/crl/eCertCA2-
15CRL1 <xxxx>.crl)o FHEMBES A& “rB0E PRASTHE 27, OB MAsaE Brwe, &7
AT “UE TSRSG5 2 R 8 AEAL YR W ) 4 BRIE AU 7 B N A A
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2)

HFIEH () &R

2.1 tHRIFIEF “Hongkong Post Root CA2” ZF

PLR AIE T B R 4E0E 15" Hongkong Post e-Cert CA 2 - 17”7 R HPIHE-FIUET (W) -

EAL AR | |1‘§ﬁ£ A

FRHERS (Standard fields)

A (Version) X.509 V3

B (Serial number) [(HFBIE ARG R E K Aok 2

228 A (Signature algorithm
D)

Sha256RSA

& H A (Issuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
A3 (Validity period) AETF (Not before) |[HIEFHEME RS W EHIUTC HE)]
RIBTF (Not after)  |[FIAEHEE R S8 B UTC WA
AL (Subject name) en=[Z AP EA] (dED

e=[ L FHBFEHhE] (ot

ou=[FILAZEHT] WD

ou=[(F MV F1CiE B dm 5 8B5S 5 22 Y 5 )+ MHIE T3/ 80 E 5
T+ HAR] s

ou=[F L AW LHR] o

ou=[B L AW AT BT 1K) CtiEs)

o=Hongkong Post e-Cert (Organisational)

c=HK

FEATFELRTR (Subject public key info)

H R A (Algorithm ID): RSA
NHEL L (Public key): % hE 2L B 204847 7T

REBNRAIZFR Issuer unique identifier) FAEH
BB NRFI4FR (Subject unique identifier) FAFH

FRUELE (A AT (Standard extension)

(IHE6)

HLRERD AR 2 K R (ssuer) cn=Hongkong Post Root CA 2
(Authority Key Identifier) o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
55 (Serial [ H N AR 3R
Number)
TG AL F 71 (Key usage) AN, BADZE, HER N
(RN “RE” 46D
IEHBUR (Certificate policies) Policy Identifier = [#4-IRBIE] (HhE 6
Policy Qualifier ID = CPS
Qualifier : [#ZUEA/EMVHENFTURL]
E 454 (Subject alternative name) |DNS [[0-10%EE B FHZmES] (k10
F—HEREK ou=[BAL AN HSCAFR] (hEs)
(First ou=[F i AW AT BT T SCAAFR] CGtEs)
Directory
Name)
rfc822 OIE P FEA N EFlRFE R (i

& AJ 4 (Issuer alternative name)

A
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F AR H (Basic constraints)

FEEHKE (Subject
type)

B KR (Path
length constraint)

7

FEAR R RLAE A 5 1% (Extended
key usage)

SSL Client, Adobe Authentic Documents Trust

IEHHEE SRR (CRL
distribution points)

TP RIS AHR = IEASHEETE S0 A A URL] (kLD

Netscape ZE{HA=4L (Netscape extension) CHtk6)

Netscape TE 52524 (Netscape
cert type)

AR

Netscape SSLAAIIR#% &R

(Netscape SSL server name)

ARt

Netscape &£ (Netscape
commen

AR

PLF A& F - B 4EE 5 "Hongkong Post e-Cert CA 2 - 15”7 K HEIHEFUET (HH) “H

IR -
ERL& | [ERAE
Fr#ERS (Standard fields)
R4S (Version) X.509 V3
F#%5 (Serial number) e R 12 A = O s o VAT £ A i | e
ZZH IR (Signature Sha256RSA
algorithm ID)
& H A (Issuer) cn=Hongkong Post Root CA 2 -15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
A3 (Validity period) AEBTF (Notbefore)  |[HI FHEHEE R G & HIUTC B TE])
ANIB-T (Not after) [ AR RS & E UTC 1A
E L FK (Subject name) en=[FAUH P it D

e=[ LT HEFE L] (e

ou=[EILANSERT] HiED

ou=[(FZ 1L UE g 5 BB 55 R 2% 4 5 )+ HIE T/ 82 R
5+ HAR] (s

ous[ B AN BIR] (s>

ou=[B I AW AT ATITTHR] (ihies)

o=Hongkong Post e-Cert (Organisational)

c=HK

FEATFELRTR (Subject public key info)

HARA] (Algorithm ID): RSA
ATFERLRE (Public key): S50 K & J9204847 75

KRB NRAIZFR Issuer unique identifier) FAFEH
BB NRFI4FR (Subject unique identifier) AR AEH

FRAESE(HAE AT (Standard extension) CHE6)

PLICE TR B A 7R RH A (ssuer) cn=Hongkong Post Root CA 2
(Authority Key Identifier) o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
F#5 (Serial DK H N AR SRR
Number)
74
FUSHBBURFIETS AR v )
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FRL R A7 (Key usage) AHIN, BiLE

(BEREN “R” #2460

IEHBR (Certificate policies) Policy Identifier =[#44 R AF5] Cs: 1

Policy Qualifier ID = CPS
Qualifier ; [#ZIEAEMLHAENI ) URL]

Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (B 8)
Policy Qualifier Id = CPS
Qualifier ; [FZUEAE MV #E N AT URL]

Policy Identifier = 1.3.6.1.4.1.16030.1.4 CkiE 9
Policy Qualifier Id = CPS
Qualifier ; [FZIEAE ML #E N FTURL)

E4&H4 (Subject alternative  |DNS [0-1045 72 B A 9w tS] (b0
name) F—HEEWR ous[ FIL AN SCATR] (pipis)
(First ou=[ AL AN AT BT T SCHAFR]) s>
Directory
Name)
rfc822 OEBFA AT IfaE] g
& A R4 (ssuer alternative FAs
name)
F AR (Basic constraints) E1&KEA (Subject LM LN
type)
BAEKEMRH (Path |
length constraint)
JEAPEERD AL {E B 5% (Extended SSL Client, Adobe Authentic Documents Trust
key usage)
IEBHEEE RS K A (CRL 3R AR = IE IS 370 K BURL] (MhE1)
distribution point)
Netscape ZE{H#=47 (Netscape extension) CHiE6)
Netscape TE-F5282Y (Netscape FAEH
cert type)
Netscape SSLAAIR2F K F_ 5|
(Netscape SSL server name)
Netscape #¥E (Netscape A H
commen
By -
1. TR P AR Foosst - w8 CRS) + 4 (filin CHAN Tai Man David)
2. FRUH P TR IR bl (Ui B IRAE HhhE, RSB SE ), IR R AL S
3. BieASFERT: 10 M
4, “FNEACIERHRT” A6 —& 16 3T/ A8 LB EdiE B, A EAE (40”7 ) 1. Wil
FIBEAZ HRLSS JR R FE B SRR AS, DARE ML BACIERIA, T« Pk B eiE T5gm s #2070 2 645 B e B e 1
PRAE— & Sy / FRZBERSERTERB S 8 ANE(“0” ). “HEAHET / BidiER” 460 —H 8
R/ B/ COENHES / BidiEBm 50 T s iy / 78, HwmsmieE (“07 ) , WGEMIES / ZidiE
Pons, BEMEHANE (07 ), W “HRAEKES” , BT (407 ) 1, “Hfh” #46: —He
30 PEET /R (). BFIRRATEIXBUREITZ “RlBicdms” K& “FEMET / BgiE " ez
C“0” D, #MITEFR (a0 HKPO RRAHEMBED 2N “HAh” FA467. BRI CHRGIIEGZE) G 637
) M CBIREKIEED MV, FEMHER BT SO =AML R4
5. REWRCAMERILZHN, TR “+CHINESE NAME ONLY***” Y4 & 58 AU S8 SC 4R FEATAAT
FEOLT 2B AV IR T SCEA R LB IR BUZ 3L, KA & T BRI 2 158 — B $% 2 FK (First Directory Name)
BN EAR (AR HENEE 3.1.1.6 250 o MU SCRAFRATR A ISOMEC 10646 1 bRl brif .
6. FRIEFINE, FrE FRAE LA K Netscape FEMHAZAI 309 “HESCH#E” (Non-Critical) ZEHAZAL,
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10.
11.

12.

AR AR AAZUE AL AE N A R3085 (Object Identifier, OID)o SR T AHEN B IRAIED, 15 2 [ AN 28 1.1
%o

AAE CH I — AN EAVEF SIS GRS, BLRBIRT & FAAE S HE0% 1M A i AOIES -
AAZCIEIN—NSCFF Adobe PDF 2844 HIMHR B .
RFRE N T R RE N i 2 A A AL T RE e (U HD

WP A& 8.5 & 5 URL A http://erl1eCert.oov.hk/erl/eCertCA2-17CRL2.crl, A 4k3iF 4 "Hongkong Post e-Cert CA2
S17FT R R “ B GE BREE R o (B 2019 4F 7 A 1 HZRIR HMIE P TE B K s URL N
http://crl].hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl)
WP A IE B9 K 5 URL N hitp://erl1.eCert.gov.hk/erl/eCertCA2-15CRL2.crl, A 4K3E 4 "Hongkong Post e-Cert CA
2 - 1S"FTR R B IEBREER” o (5t 2019 E 7 A 1 HZar kR HEE RS £k S URL N
http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)
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3) ®EFIEF (RE) B

3.1 HRYFIET “Hongkong Post Root CA 2”

ZF

PLR @& T HEHF4ET “Hongkong Post e-Cert CA 2 - 177 KHEHIHEFAE (fR%) .-

EALAFR | [EoNCES
PR (Standard fields)
R4 (Version) X.509 V3
5 (Serial number) [ A& IR R G B 1) Aol Nkl B
ZEEIRF (Signature algorithm sha256RSA
D)
KA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
A3 (Validity period) AETF (Not before) |[HIFHEHBELR S5t & FIUTC BHA]
BRIBTF (Not after)  |[ I HEHBELR S % B UTC FF1A)]
FEEZFK (Subject name) en=[FALEALZFR] (D
e=[HL T HRA L] e
ou=[FILASHEgT] W3
ou=[ b BIEIE P dn 5 +EMHE /88 E B 5+ HAh] e
ou=[E i AW FR] CHitiEs
ou=[BIE AN AT ABITRFR] Chtiks)
o=Hongkong Post e-Cert (Encipherment)
c=HK
FEATFELRTR (Subject FIRA] (Algorithm ID): RSA
public key info) ANTTFEIGRE (Public key): DAL FF A204847 TG
KRB NRFLZFR (Issuer unique FKAFEH
identifier)
BB N RFIZFR (Subject unique A A H
identifier)
FRUELE(HAZ AT (Standard extension) C(FE6)
PLREERG R IR A 4 K R (ssuer) cn=Hongkong Post Root CA 2
(Authority Key Identifier) o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
F5 (Serial [ AR 3REN]
Number)
FERL R A (Key usage) BoE, SN
(A “oof” 240D
IEBBUSK (Certificate policies) Policy Identifier =[#44 R AIF3] (ot 7
Policy Qualifier ID = CPS
Qualifier : [AZIEA/EMLE ¥ URL)
E 454 (Subject alternative name) |DNS FAFH
rfe822 LIE P FEA AN BEFlRFE R (it
& A 48 Issuer alternative name) A
F AR H (Basic constraints) EARA (Subject  [F &Sk
type)
BRKEMRH (Path| T
length constraint)
S 2R R FH 772 (Bxtended SSL Client
key usage)
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ALK EARE
IERHEEE RS R A (CRL SR IAFR = [E BRGS0 R s URL] (MHEs)
distribution points)

Netscape ZE{H 27 (Netscape extension) (HiE6)

Netscape UEF5282Y (Netscape
cert type)

AR

Netscape SSLAI iR 2% 4 %

(Netscape SSL server name)

ARAEH

Netscape #¥ (Netscape
commen

AR

B

BAC AN Z BRRLL AL TR
SRR o (it ) i 7 ISR
BILASHERT: 10 HT.

Eal N .

“EOCSTIEBS S R0 — 16 00805 / 78 DNERNLSRIEBHS, HEAHNE C0D1, “E

UEFS / BICUER” 2. —H 8 8T / R DWEMHES / BiiEBHw 50T 8 s / 76, Wi
0™, WIEMHESS / BT, BT 07), Wk “AREKES” HAaiis®
“0MY, “HA AL —HREZ 30 MEFE / FE AD. FEHEITBXBUFETTZ RIS
Ko CERHIESS / BACE R A ONE (07, BRI (B0 HKPO AURFHIEED 2N “ Hph” +2
fro MRYE CHREKIEEZG) (5 637 5D NN “AREKEE" B, HESHER %S 2 “H

fb” A=A

© =N W

RA 2R R R LRI BIL NN, HAZHASENAEN B (AZUEEAET 28 3.1.1.6 25)-
FRAE S AMNE, B FRdE B AL I Netscape ZEMHFAALIY N “dER4#E”  (Non-Critical) ZEA~AT .
AAE S AEAME NP F R3S (Object Identifier, OID)o K TAMEN MR RIT, 1S B AN 2 1.1 %
WEP RS E B2 & 5 URL A hitp://erl1.eCert.gov.hk/crl/eCertCA2-17CRL2.crl, It A 4K3F 4+ "Hongkong Post e-

CertCA 2 - 17"k i) “ o3 B =GE BEs g8 7. Gt 2019 4F 7 A 1 HZ 8 & R i B2 4> & s URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl)-
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http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl

KR C

My C - HEREFBUEHHSHEFE R (CRL) kEH
HRER BUHIE . (ARL) #%3

A% C FEIRH 2 B A1 4k 1UE 15 "Hongkong Post e-Cert CA 2 - 15" X "Hongkong Post e-Cert CA 2 - 17"Fr & H
WEPHREEE R, DA AR IEIE 1 "Hongkong Post Root CA 2" FiT & H B ¥ AUHUaS i B8 1 58 38 S A A e HEAT L
2o

AR HE MR R =0T B AR T 3 BIES 27 I o B B T . RTINS RN A MBI 8] 09:15+ 14:15 J
19:00 CBIAgARJE B [GMT 2% UTC] I 1E) 01:15+ 06:15 K& 11:000)5 UE-FHCEHIE 53800 MR AR AE 1 v
AT 22 B AR Y R IE S A B R

a)  “OFIRIEPREHER” (Partitioned CRL) & 70 4H A C& I M8 sl CUBSIE BRI BERE. AT TF
AL IE(URL)SRIBUM ST 70 ) A E A HU 15 2.7

i HH A 4% 31E F"Hongkong Post e-Cert CA 2 - 17"Fr Rk L FIET (AN AD:
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl
Hoi <o NS 5 M FE 78 . it 2019 45 7 A 1 HZ 80 & B AUE-B ey iE 5o
& 5. URL A http://erl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl)

ii.  HH4kiE 5" Hongkong Post e-Cert CA 2 - 15"Fr R LT UEH (AN A “H AR
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl
Hrp <o NAEE S MUFEFER 7S . Gt 2019 47 H 1 H Z 85 & H B UE - s i 57y
& s URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl)

iii.  HH4KIE P Hongkong Post e-Cert CA 2 - 17"Fr & HHHLFIET (WMD) KH-FIEF (RE):
http://crll.eCert.oov.hk/crl/eCertCA2-17CRL2.crl. (it 2019 65 7 B 1 H2Z 1 & H BE S 3k i 5
43 K & URL N http://erl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl)

iv.  H4KiEF"Hongkong Post e-Cert CA 2 - 15"FT R i HLFIEH (WU “ HANRR”
http://crll.eCert.oov.hk/crl/eCertCA2-15CRL2.crl. (it 2019 65 7 B 1 H2Z 8 & H BE S dids i 5
43 & 5 URL M http://erll.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)

b) “BAREBESEER”  (FulCRL) &4 7 H # 4% iE " "Hongkong Post e-Cert CA 2 - 15", "Hongkong
Post e-Cert CA 2 - 17"Fr & H I S8 i A s IE B BERE . AR5 F Ridfirht (URL) 3k
U BARUE B HUE I B

i. HH A 4% 31E 15 "Hongkong Post e-Cert CA 2 - 15" /& Hi IFIE 15 :
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl B
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)
ii. 3 A 4k IE 5 "Hongkong Post e-Cert CA 2 - 17" BT & H IRAE 1S :
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1.crl 8%
1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)

IR HUE PR T R R A B R IE B R B, AT T UET Y “UE P RS TE B K AL (CRL
distribution points) FAAZ IE B IALIE CURL) FREUR ¢ AOAIE P 3UA 775 B
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL1.crl

EIERIEOR, FHMREeEe TR a5, RO SO UE BRGETE SR AT« [EABETUL R A 75 Z I
s A A IS AT AN AE S E A T B A IR P BRI B B R B AT I R . S IREC S R T A
YEERTEANPIEN T, T FEBISE T hitp://www.eCert.gov.hk A A b 78 1IE 5 H4H 1 5 .

A L2 SR S A AT S BURUEHTS 5, TR SR A 30 OO I 1 8 B S A TP 4R IE R A SR, A IRE S
REEEAE LT UCHE T H TR B AT T BN S R A o BB R H BRI R T A AL E T R

i ARVEIE P "Hongkong Post Root CA2" T &E & 1 H 4k Ik 15
http://crll.eCert.gov.hk/crl/RootCA2ARL.crl 8%

1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

(D HEH4KEF"Hongkong Post e-Cert CA 2 - 15"fR 35 A1 ] & Hi 1 3 %1 =0 S B AR P 0 75 A =X
FeHERSAL (Standard Fields) | FHEAL (Sub-fields) |4+ #I=E PR BAEREEER |43
HEM AR AR
R 7 (Version) v2 R B R IE PR TE s 2
WA A X.509 55 iR
BB HART (Signature sha2S6RSA A B oR ) DL SEHIE P RIS
algorithm ID) B BRI RS
KHE AN (Issuer) cn=Hongkong Post e-Cert CA 2 - 15 e BoREEE Kok AR P e
o=Hongkong Post T AIHLA
1=Hong Kong
s=Hong Kong
c=HK
HYREEHT (This update) [UTC Ha)] A SR AE TR iE R 1R
HH I GRIREHD
TIREH (Next update) [UTC K a)] TR TRIE PR ERE T2
ANETHE . mTEE CFRE
B, MASTEROHMZ G
Rt o HRAEAZAE VR b v I 0
52, ETHREE R R RN
Je R
HAIEP Revoked B PEF (User GEPF ] LA EREE IR RE B
certificates) certificate) =
£ CEIsE ] [UTC Fi ] S S R B UIE A5 g e )
(Revocation date)
TEF S TE B BB SEMASAL (CRL entry extensions)
JREMRAY (Reason  |[FAUESEE B IR AS] CPBHE D
code)

FRUELE (A AT (Standard extension) (FRRE 2)

PRGN A B R KA ssuer) cn=Hongkong Post Root CA 2 SR SRAEE JC BRI DR S F A
(Authority Key Identifier) o=Hongkong Post 25 BIE TH I I PR I AN Y

1=Hong Kong R ITBEXT A FF 250

s=Hong Kong

c=HK

5 (Serial number) |[ & NIEFBHIF 5] WREERE R NEBFS

IEHREE RS (CRL [HAZIE RS A - kB R PR | R SR e 1 1 4
number) BT SR % E BT 5, FHRS UUNT A
RH AR B Issuer [LA DER 77 2U4m A e P35 B4y & | (R A A ]
distribution point) & (Encoded CRL Distribution Point)]

(BN “SR@” 260D
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http://www.ecert.gov.hk/
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

(ID B 4KEF"Hongkong Post e-Cert CA 2 - 17"AR#E A U & H 1 2 81 X &% B A4 E H e T sk K-
FREREAL (Standard Fields) | FAEAL (Sub-fields) |2 BIUETHH4ASE A DHEE R | &
HEMAR EMAE
A (Version) v2 [1i 0 R T PTR I i G2 M= A=R S W
AR X.509 8 —hi
ZEBH AT (Signature sha256RSA A o ) DL SBHIE P RS
algorithm ID) BRI R SR
KA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17 A B RS Kok IR P R
o=Hongkong Post T H AN
1=Hong Kong
s=Hong Kong
c=HK
HIRFEHT (This update) [UTC &) BEAE B R ASE TR E R
HHE GEXRERD
TFIREH (Next update) [UTC I}a]) TR FUGEBRGEBRE T B
AR BT R H CRIRE
B, mMASTERAOHMZE
Rt o HRAE ARV b v I 0
5B, WEPRETE R AR RE R
BB
HHEP Revoked A FPIE$ (User GEPBFE] AL F) Y C RS T E T
certificates) certificate) 5
e CEl=El [UTC F} ] A 7R B VI T AR )
(Revocation date)
WEF R TE R R REAEAL (CRL entry extensions)
JRERFS (Reason  |[HaFH H iR HIH5] CfHE D
code)

FRUESEMHA2AL (Standard extension) (PR 2)

Ry %t
R

DL EERG R IR 42 RH A (ssuer) cn=Hongkong Post Root CA 2 BEAEHRALE S TOR ORI A A
(Authority Key Identifier) o=Hongkong Post 25 AL TSI T SR AN BB Y

1=Hong Kong R ITBEXT A FF 250

s=Hong Kong

c=HK

5 (Serial number) |[ & H NEBHIF 5] WRERE R NEBRFS

IEHHEHIE R 58 (CRL [HAZIERGT A - Wik I UER | A BoR e e s 2 1 2
number) B HRAE % B BT 5, %5 UINF R A
REANDR A (ssuer [LA DER 72 0ifid |[RAEH] AFARIAR R 53 B GIE R s
distribution point) HAIE S 3 a5 B4y LR

& ri (Encoded

CRL Distribution

Point)]

() EFRIEF"Hongkong Post Root CA 2" AR5 2 i Il & Hi A3 AL 18 Bk =X

FRHERSAL (Standard fields) | FAEHL (Sub-fields) |[FEAURESTHE RSN A &Z1E
W& 7 (Version) v2 PR R BRI B
WA X.509 5 R
KB HIRF (Signature sha256RSA AR R LSS B P DU i
algorithm ID) B[R B R A
81
FUSHBBURFIETS AR v )
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FHER2AL (Standard fields) | FAEAL (Sub-fields) |FEAUBASE RPN E B/
KA (ssuer) cn=Hongkong Post Root CA 2 MR B REE T R AR
o=Hongkong Post BRI
1=Hong Kong
s=Hong Kong
c=HK
IEIRFEHT (This update) [UTC Fi ] SO AR AR BB T S R
HHY GRIXERD
TIREH (Next update) [UTC ] TR T A BURESE 2 T
NPHEEC BTk H CRRE
B, MASTERMBEMZ G
Koo AR AZAE MR ML HE I R R
S, FRRURETE R R BAE T
JoRH
WA Revoked HPIES (User [EF75] A H H ARG T FE T
certificates) certificate) =
e BEH [UTC i) S S T AR VIE T3 P B (]
(Revocation date)
TEFASTE B PR SEMHASAL (CRL entry extensions)
JRBED (Reason  |[414S 22 FH R AT CPHHE 2
code)

FRAELE (A AT (Standard extension) (FfE 3)

PG R A 2R KH A ssuer) cn=Hongkong Post Root CA2 AR S R DR A A 1
(Authority Key Identifier) o=Hongkong Post RSB TSI B FAN 250
1=Hong Kong U ITBCT A T 250
s=Hong Kong
c=HK
5 (Serial number) |[ & NIEFBHIF 5] WEEREE NEBRFS
IEHHHE $R55 (CRL [HAZAE R 88774 PR BRI BRI T
number) 5, s DUT A .
RN K B (ssuer REGHAEH =75
distribution point) HAEE AN IGIE ==
[ 1) CRL=75
(AN “Sef” 24D
By -

L DUR Y] FHHAE AR AL R 510 2 R A

,'\E

N

1
5

DRLTERL MM, 3 = BRARAEH, 4 = IEP UL,
(bEEIE, 6 =UEE R, 9 = R

B, UEASHCEH T B BORE RS LA 2 B 5 U B e R RS

2.
FEEHE IR 0D -
0= RiEH;
4= UEPHEEUL; 5=
3.

#AbEE

= HIRLGERISMIE: 2 = BAENLRBUR NI 3 = IR

BrRAE A ANEN], FrAbrdEE A0y “JER8E” (Non-Critical) Ao

A RAREUEAS L i ARUE S (R BRI 8, RS SGIESS, HAE PS5O E A A b A 55 LR Hodr—A
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HiR D

fi3% D - FHEEREC A FIET - IRFRE

) BFERH DA

EZR HFIER (DA BFIEH (DA RHFRWE 18 % AMEK
“HiNR" BFIEH (A
it A FiA A 805 5 00U L 435 18 % AL FFE A R B A0IE S A3 18
PN
KA PR A HK$200,000 HK$0
INEEH =2
BT RS E  [2048 1770 RSA
FEAEEST DAL | A EACH] A
Xt &4y TR NS5y, B BE AR AT 2 A S TER (M) IEM R BY
=
EH % Bho 2 8 K BE Bhi 5 BB R B s
ERAEESEIL | o FHEESMIE LV HTE R4,
N:) g o  FHBHMHESISI A EEUE (hash value)s
o BILASHEHT (HMFBIEHRENL RS =4
ZiLHH CRAAZAEVENVHEN 25 9.1.1 %5
WEHA —4F

CUARZAEAE N HEN] 56 4.6.3.1 K 6.3.2 %6

83
TR ECE AR B AE/E AL HEN)
2026 4F 10 H 1 H 8H’cmg.kongJ"os::e-c:el’l
PRI 1.3.6.1.4.1.16030.1.1.57 FEBHEFHE




2) HFIEF B KEFIES (RE)

EZR HTIEHS D HER D) “Hil HFIEHS (RE)
,ﬁ ”
it A B B A SR AT T X BURT R A R M B 2 ALk YL SR HRE AT 2 A
i 5E A e R ) AT B X BURF SR = 1 T L%
ERFAEAN BAC AN 2 % 52 B A AU [0 AW 2 B AT
FRAE PR AR HK$200,000
NATEH &
FO F AR K B 2048 i 7C RSA
FEAFEA R AL P 2 s S SCA o 7
Xt &4y KA HLAE B HFRAZ B F ) & 43
EH % WD KR In | B g B 8 K B
EPRAEEZEIEAN " B ANMAHK, WFEEP LR dngik (= Bl AN AR
B Bk fit) o R A R S R M
o BB Pk 4 R e e R b b HE
» BiCASEGS (HEERITER RS » B AZERS (HEFBIRE
B AN AT E BRI REG=HD
= B AN ZAF kB
P
B KITH#HA CRARZAEVENVHEN 25 9.1.1 %0
IEHAE —4
CUARZAEVENLHEN 25 4.6.3.2 & 6.3.2 56
B

1. A BEBEERTEIX BUF RS R A RS RAE SO (BLAS401) (BB 112 3) ArfR BRI &Lt /
Wk / 5 4AA FESLE, FRAT AN EFIER (B B9BIC N (HAERONH FER (B “HAMR " &
e (EE 12324,

2. XTRA BEBRRATBIXBUGBLS R (BLES&01) CGF 112 %) B i v sshie / BiRseik / 45 4AA
PRSI AR (AT 28I B SCAF OB, TR & BoR B 55 RS 5905 .
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MR E

bt B - FrHSER B THE B AZUE R AR E B G
AR

HI AL R AL AE M A= 2 H S, B IR THIE B I 4R & AR S E LK.
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W= F

fiis% F - HEIB B FIERRS - AEBRTHES
HRAFZEATHRLE CGERRE)

BEARZAEV RV AR R H I, A HE N T, AR EOR FE 3R 35 IR ot i 2 325t
BT RS A IR A W RAER & 2170 F15 .
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R G

F3R G - BRAENLSARIEIE 5 HI45 ROY

2% | FEBIBUZ LN BIEILE 4 B &E
WiH ®
1 Hongkong Post Root CA 2 2015%E9HSH & | bRVFIEHH 2015 &£ 9 A S HEEH IR K

204049 H 5 H ke

2 Hongkong Post e-Cert CA2 - 15 | 20265E7H7H & | st 4kiE B AR VREIEP “Hongkong Post
2030%9H5H Root CA 27 ANE %510 26 56 317 iy 5. 91
H, JFH 2026 5 10 H 1 HEJFLH R
AKZAEAE MV ) A H H - P 45 B
Ao

3 Hongkong Post e-Cert CA2 - 17 | 20265%:9H23H B A R E S AR VEIE S “Hongkong Post
£ 20324F8H 12 | Root CA 27 ANE 4% hth fa B 3 1 B8
H W, IR 2026 4F 10 A 1 HERFF IR 4
AAZAUEAE MV T At o - UE 45 s
Ao

87

T ECE AR Bl L
2026 £ 10 H 1 H C?{ongkongi’oste-Cert
PRI 1.3.6.1.4.1.16030.1.1.57 FRERBTHE



Bt H - EHSHRE o Uk T545 2 B A 42 B B A ot
N2 5 e N FH b

, FeNIEF FAF14 DNS EALH)

EABA LR ¥ e M H IEFHEF sz 1 FI 4R

TR AATBUX B | ABOT " vzhie | BBFUETH (WD CNEHE “TRD AEOL”

LSS EFUET (FLR) “HAA

R ")
P -
1. AEOI fX3R " h 2 # T k)
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