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“BTHE 150 TR e R E AR B A i R B AR TR R R
B H A TR Rt SRR AL Bk 2 B E S BRI -

“BfrE" R EERITEIE BT A EH R HAEES (5

‘TR EHE" ERANFENEERE S D RS E R A PR - B R e s 2R E -

“ER BEER - S0 2 BE R - EIERES - Ok R -

“BRRE fETTG LU NATASIHZ 28
() mHEE
(b) ZCEFEER
(o) BERITEEERRAC IR SRR F AR SR LR 2 AR AERIN - BRE RS ERL S AN DA 5 a3 © e
(d) BEAFte R BN (I ek F B AN SR BT AE S A BN BN S (L (e Z AN -

‘BT wEEENS 15

(a) BUEZGE - MEIZE S B S HIBINEZRE E e AR h | RE a8 B ARTE > B A 5
(b) FZas i E SRS E N e EGn | B e %8 E AR - BAIZ A > RREEZEE
&I MEZAEE TZAEM

“BCHTGRL” (LIRSS A8 - FRRA N B HSRL R HAEBER EAHRE 2 ARIEERL - M AR ESRL iR E AN
GRL T A L B -

GBI HSTEBI 553 % (E TSR -
“EREEER IEEEEGIE 08 % (HEEED) FHsEE -
TANBHERE” F T Rk 7 2 S A R -
“SBIRTERL" IR R R (L R B R -
WERE" 1 ¢
(a) TR TET2 SR 22 (o s
(b) B IES T3 SR BIEE 22 W ol 2 st M - s 308 © 0
(©) T TR RIS 34 VTR T S ST Rl s s -
SRR S T3 B RIIEE 21 VT RS 34 IFrmilestotie -
W AT R s AT S 3 TS G TE A T S A T RS R

BB BB E TS AIRA SR E R (FIEGRHSRE O  ESEREE) - ERELHRERITIE
SRR AT &4 P HYER T LAF -

BEAE” TGS SRR (PSSR E (D > EARES) B ESRL RS E I R 22
AR ( HSM” ) DIBTHIE K sk B (D) AT - A =i B NS ET#ER e E (1D +F
BAf%RG S AL BRI -

“EHEIRER” fEwlet nI R E R TSI 2 SR RAR
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“RHRFEEANL ISR AT T IR B 5 h A B R SAR 00 & 1 (BRI I B AN E0E
e

“BEEE ERFRIR RS E DU A B S E A R E R 2 HER A -
BB 1R SR AR L RS TS e SR -
‘B K BE URELEEREBUKRCHRE f ] SR Z AR 0 e NER SR AL RS -
“h#iREE” 15 HRfREESE Hongkong Post Root CA 1"ATsk 81 H 8% EEIRAREE - WA H 3 HBHBEETEE -
“BOSHRE SR TEBARAFZREAIER > ST EL TR TF -
“BEN FERENATASRANA ¢
() FEFFEENTE R BIERGEE
(i) EfEedEs Kk
(i) FA B I % E N A A BRI R AL SR |
Ak - FERT WRAETSRNS ISR ABBRE AHRE - KR ZEE NG g G
A Y\ T DAGE % 56 BV A PR S RE A E 2 FA R - 1 Ha A - ESE G5 AR IE
FRFTRER P
“BEEAGR B A REBEBET I - B SRR R LIRSS AR R AL ESEE A

Bk -

B A f5(F RHE SRS | SRR HF B AR - MARIRIZEE RN - R B Ers
WS HIEFRE (R i -

RERE” BrFELUTHTA T 2 EHGEEE - IR AE -
(EEMZ & G2 ARKAERM
(b) AEFTHEEERIEDL ~ FISEM: RHRIE T SCRE I BRI 4T IR S T 2 B S EUKCP
(o EHEMESITHREE &
(d) fiRfERE Rz Z 2225 A -

RBTETI O OB EE T2 RN EEESNZ A ARERERUKE - MZBEZECAREEA
Al s BN RIS EE -
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f8% B
Mgk B - EBEFBEFEE (HERE) &K

1) BFEE (HEmE) #X
1.1) fJEE=E “Hongkong PostRoot CA 1" Z°F

DU B2 F A R s 4658 "Hongkong Post e-Cert CA 1-10” DAZEEZE kL SHA-1 BHAVETF35E (HEHER
%) -

(FAHBUZEMED 5 2019 52 H 1 HHEEF 1L %583 " Hongkong Post e-Cert CA 1 - 10 " #3138
& (s ) )

LR | [P
1= {3 (Standard field)
&S X.509 V3
(Version)
FF5% [HE BB ARG BRI =TT T RIS
(Serial number)
HEERA shalRSA
(Signature algorithm ID)
BITHE cn=Hongkong Post e-Cert CA 1 - 10
(Issuer) o=Hongkong Post
c=HK
R AER [HHEBEE AR EAIUTC )]
(Validity period) (Not before)
AER [HE BT LS ERUTC 1]
(Not after)
FRERE n=[E 20 NIRRT At Z SER P B 08 U A RER P i 44] (e
(Subject name) 1 )
e=[E TEFEHAL] Char2)
ou=[BEL AZFRIT] (3)
ou=[FGE B F ot MEEE/ BB F R+ EAM] (i)
u=[EEC AEREAATE] (sts)

ou—[%i‘“ PHESCAERE I T/ERFIAAE] (6 )

o=Hongkong Post e-Cert (Organisational Role)

c=HK
FRAFEHBREL FGEA (Algorithm ID) : RSA
(Subject public key info) ABAEEERE (Public key) * BFHERLEE 52048 (i1 7T
HH AL RIEMH
(Issuer unique identifier)
SR ARG RIEMH

(Subject unique identifier)

TEAEZE (AL (Standard extension) ([ff::7)

T A HS R 3 1 2R BHA cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK
Frak (P& H AR EHL
(Serial
number)
EEHSRLAYEEA TGN - S %E - SR
(Key usage)
(MR “BREE™ MWL)
HEBUR Policyldentifier =[#J{-3HI85] (f:8)
(Certificate policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk
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http://www.hongkongpost.gov.hk/

ifir R LR
FREHA 2 DNS REEH
(Subject alternative
name)
rfc822 [FEERA NEFEFEIAIL] (2
F—HRM | (S50 AP LA R P - CERRIEE) ) (H10)
IS E) 2 7%
(1% Directory
Name CN)
BT BT FIER
(Issuer alternative name)
EARRRE FREA HERG
(Basic constraints) (Subject type)
BRIRRIEIRA |4
(Path length
constraints)
TS REEE ARAEH
(Extended key usage)
BERE RSB BB TR = O BN A ) B IEURL] (k1 1)
(CRL distribution point)

Netscape ZE{#If#r (Netscape extension) (fffz:7 )

(Netscape comment)

Netscape FFEIEHEY SSL client, SSMIME
(Netscape cert type)

Netscape SSLAE]iks547% REEF

(Netscape SSL server name)

Netscape &zt REEH

1.2) #RJEFE “Hongkong Post Root CA2” ZF

DU By im F A R s 485525 "Hongkong Post e-Cert CA 2-157 DIFEZE L SHA-256 S AVE T35 (14~
%) -
L AE2 | e
1EXEH (Standard field)
A X.509 V3
(Version)
FFak [ EBEB RS EN T - N R ]
(Serial number)
F2EA Sha256RSA
(Signature algorithm ID)
BITE cn=Hongkong Post e-Cert CA 2 — 15,
(Issuer) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c¢=HK
R AR [HE BB RS ERTUTC BFH]
(Validity period) (Not before)
REF [ BB AR EAYUTC HFE]
(Not after)
ES -2 =[SEC AT Bt AR P B a8 S B 2 iR P 4] it
(Subject name) 1 )
e=[E T EAEHIE] (i)
ou=[BELAZFRIE] (H3)
ou=[ S F R i M H/ SRR HAM] ()
ou=[F 5L APRIEALTE] (Hiss)
ou—[Hfﬂa?%+ PHESC ANERE T/ E] (6 )
o=Hongkong Post e-Cert (Organisational Role)
c=HK
39
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(Subject unique identifier)

i Ve | WAL

THEAEEREER H A1 (Algorithm ID) : RSA

(Subject public key info) AFAZEHERL (Public key) @ ZEHERLEE 552048 17T
AR 4475 AREH

(Issuer unique identifier)

BRC AR5 AREH

TEAEE (AL (Standard extension) (jffz:7 )

TR IR SR 278 HFBHA cn=Hongkong Post Root CA 2,
(Authority key identifier) |(Issuer) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c=HK
Frak (5 AR FEHT]
(Serial
number)
FEHSRLAYEER AAER - BHSFHE - HISRLINE
(Key usage)
(MR "R MWL)
HEBUR Policyldentifier =[¥){-3551H5] (iz:8)
(Certificate policy) PolicyQualifierID = CPS
Qualifier = [#%38{F3£4ERIAY URL]
Policyldentifier =1.3.6.1.4.1.16030.1.4 (|31 9)
PolicyQualifierID = CPS
Qualifier = [#Z38{F3£4ERIRY URL]
FREH A DNS REEH
(Subject alternative
name)
rfc822 [FEEFFA A BT EEI ] ()
F—HREM | (B30 AT H P - CERREE) ) (10
ML R 7%
(1% Directory
Name CN)
BT EHAM AR REEH
(Issuer alternative name)
AR B Lop] TS
(Basic constraints) (Subject type)
BEAR R AR | i
(Path length
constraints)
FE (e B RE A {5 Y SSL Client, SMIME
(Extended key usage)
ERHEE SRR TSRS = EERGN AR EEURL] (i 12)
(CRL distribution point)

Netscape ZE{#f#f\r (Netscape extension) (ffts:7 )

(Netscape comment)

Netscape SHE R REEH
(Netscape cert type)

Netscape SSL{E|iR2341% REEH
(Netscape SSL server name)

Netscape &2t ERESEE]

bz

L BECAbHE (RIS ) Frieft 2 SR F 5 a8t L 2 R P4 - DS

%44 (f5140: CHAN Tai Man David)

2. BEAMSREFTIRE IR P BT ERIE (ANEE T EERAL - IR )

SLEK- R (CRE) +

TR EETEE
20214 12 H31H
YR BIRE ¢ 1.3.6.1.4.1.16030.1.3.12

(PRI ) e (SRR
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9.

10.
11.

12.

BRASEREIR - 10 (18T

“PERETELAEERIY WO — 3 16 BT (WSl E R W2 AZ( 0" )], “FMEE
| BEeEEE" ML — 8 B T/F R [AsEMEE / Sl BRI 8 i F/F8 > SRafpiEZEC “0" ) 4
T RS E [ SELaEERTT 0 ML 2EAZC 0" )Y, “HM" M —$5E2% 30 /TR 0A) - FEE
TEEEUFEIY Y. PR mTT K s/ BecssE” W aZ( 07 ) - HPIERE (gl HKPO X
REBEFEOGIA “HAM™ L -
AR ATES R AR S S BN SIEMNEIT (RS ERERIE 3113 ) -
s B B e NPT AU P 2 BT AL, - A0 PR B s N 1T/ P atE - M & D Loy bm s
% 1 CHERMERIATE & hn—EZE R4 -
FRIESINEDT > FTA I RN Netscape ZEMEMENIS 5 “JERHFE”  (Non-Critical) ZEfRRAML ©
AN A IS AL S E 2 I3 1S (Object Identifier, OID) o BEHAZSEFIHTY (SR RITE » 55 SRIAERIEE 1.1
1% -
EMEAA T FIRA S74% Adobe PDF HYP {35 HilHE
Al A— BB AT RS 30 T/ FRIRER EAE CEREE) » fla © B T4 -
SN E B 433885 URL A http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl [H: A Fh# 8 " Hongkong Post e-
Cert CA 1-10"FT8s Y " 3B EREHAE | -

B ERYE BE 45 358E URL A http://crlL.eCert.oov.hk/crl/eCertCA2-15CRL2.crl » [t B H 4855 = "Hongkong Post e-Cert CA
2 - 15"FrEs ey T o EEEERGERE - (Bt 2019 B2 7 B 1 HZ RIS HEEREY AR > 8E URL &
http://crl1.hongkongpost.gov.hk/crl/eCert CA2-15CRL2.crl ) °
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl

fifsk C
ffsk C - ZREBEEERENFE(CRL) REERSHFEARLEA

AK$% C 2EultA B 4858 "Hongkong Post e-Cert CA 1-10" ~ "Hongkong Post e-Cert CA 2 - 15"Fr& HH Y8
ERHYE B K AR JEES = "Hongkong Post Root CA 1"#1"Hongkong Post Root CA 2"Ff& AR A B e
B AR HAS S -

F BB R =K A Tl A8 E RS E B (R i R BB IR 09:15 ~ 14:15 K2 19:00 (EIFEHRIE
JEFHE[GMT 2% UTC) BERE 01:15 ~ 06:15 K2 11:00)) ; sEEREHH B A RIS A8 (E S22 I B s 1 B4 2
RS E T8 (MR ) 1vE&E:

a) oI EERGNER ) (Partitioned CRL)E & 774V E LI 3 SN TR FHIVE R - AT
A HE(URLERUHBIH E 738 E (AT ) " o3I HREEE

i Fy 48252 Hongkong Post e-Cert CA 1 - 10"Frgfyss =
http://crl].hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
ii. FHh 455 "Hongkong Post e-Cert CA 2 - 15" g fies =

http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl (5t 2019 £ 7 B 1 HZ Biss s E R0 S B 58
L URL £ http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) °

b) EEESEESNER | (Full CRL)YE & FTA H 4552 "Hongkong Post e-Cert CA 1 - 10" & "Hongkong Post
e-Cert CA 2 - 15"Frds BV BTI mPH SRS EE /I R} « AR oA Ml irik(URL)JERYL " #2a8es &
HEHEE -

i.  [$455E Hongkong Post e-Cert CA 1 - 10" #2565 E
http://crl1l.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl &,
ldap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA1 - 10 CRL1, o=Hongkong
Post, c=HK)
ii.  HrP4EEEE"Hongkong Post e-Cert CA 2 - 15"Frgrasiss =
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl B,
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)

EHHIEEE RS A S CE R m I E AR E AR AR ER T E RS B8R ) (CRL
distribution point) i A EE IR E(URL) S HUH BE 8 25 R 5 B -

FEIEFEI T > BAREG R B - SPOR S HIRES ROE B O - AR R AR ZHIIEN
o BRI A (S A AT B A MG A BV ROR R ARV - BAREE S EA R E LA
TEERTBAIRIEI T » NEAEEAEHE http:/www.eCert.gov.hk/ A it FEEEHEHHH -

(D HEP4EE8E"Hongkong Post e-Cert CA 1 - 10"fREB A RIE HHT 73 B2\ K BB E RS A B -

FEAERANL (Standard field) | FHNL (Sub-field) |7 EIZGEEHENE | BASSERENER (st
N A RS
R (Version) v2 I e A AR =Y
RRA By X.509 58 kR
FEE A (Signature shalRSA BN U S B SR A
algorithm ID) BRRYECERT SR RIS
LA (Issuer name) CN=Hongkong Post e-Cert CA 1 - 10 IR 2 2 R 3 S E RN
O=Hongkong Post B BRIIERE
C=HK
IEZREEHr (This update) [UTC W] B R A RS SR Y58
HEE (EXREH
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://www.ecert.gov.hk/

TEAEMANL (Standard field) | F#L (Sub-field) |/rEIZGEEHEEE | BESEROEE |t
et A AR

TREEHr (Next update) [UTC B Fon P EEEREH S B
Y HEAS  ArEE (FRE
¥ o MAgRERNHEZ 1%
- MRIBIXEEIEEERIT
T SBERINEEEER T
Jr&ian)

P8 E (Revoked s FEETIR] LY T e B E T

certificates) (User certificate) b

HEE A [UTC B DR 56 S I R

(Revocation date)

SHEHEE BB R ERAL (CRL entry extensions)

JFRAACHS

(Reason code)

(R P Fh 38 15

(B 1

FEAEFE (AR {17 (Standard ext

ension) (fffz¥ 2)

MERR I R AR R 47
(Authority key identifier)

A

CN=Hongkong Post RootCA 1

BEARTE B B AR A

(Serial number)

(Issuer) O=Hongkong Post SRS EREH B EILNES
C=HK REIBC A B S RL -
ok [FEH A GEENFTR] IR R A RS0 F9E

SEERY A RS [HZEE R E ] BT RS E A B 4R
(CRL number) 5% SRR LER R E A -
AR [LL DER H4wtE  |[REEH] EN TR D el PR 2 b
(Issuer distribution point) HsE RSB Sy BHHEHA -

££8E (Encoded CRL

Distribution Point)]

(OEfEs PR
i [i78)

(I) Fh48E" Hongkong Post e-Cert CA 2 - 15"fRIBA R EF HAY 73 S0 K B E RS B -

FEAERRNL (Standard field) | FH#fr (Sub-field) |77 EGEERENE RS ERONEE |
BN LA
WA (Version) v2 IR e S s BEAs =y
RRAS By X.509 58 —Hf
FEE A (Signature Sha256RSA BN S B E R A
algorithm ID) BRAYEL AT R IRE
A (Issuer name) CN=Hongkong Post e-Cert CA 2 - 15, AR R 2 B R s E S
O=Hongkong Post, B BRI
L=Hong Kong
S=Hong Kong,
C=HK
IFEZEE T (This update) [UTC B IR AR E A A58
HH B (EREH
REHT (Next update) [UTC B§RE) TR TR E R A R
REYHEAs it (TRE
¥ o MAERERHEIZ %
o MBS EZE AR AT
T EEREEEEEREN
Fesgt
HipHEEE (Revoked FHF#E EEEFHR] Y R ErREE T
certificates) (User certificate) i
s HEA [UTC B LR R B E 58 T Y A
(Revocation date)
43
FHAMHETHE (HBR) eeFEAER
2021 412 7 31 H ':/)ﬁwzw&mxull;l:o-Covt
YIRS RIRE ¢ 1.3.6.1.4.1.16030.1.3.12 C SaRanTan




(Reason code)

FEAERRL (Standard field) | FHEMz (Sub-field) |77 EZGEERENE | BEEERDEE [
BRI A AR
RS AR ERIfL (CRL entry extensions)
JREEAHS RIS EE s B RES (KE D

FEAEFE (AR {17 (Standard ext

ension) (fffz¥ 2)

MERR IR AR R 47
(Authority key identifier)

A

CN=Hongkong Post Root CA 2

AR B A B AR

(Serial number)

(Issuer) O=Hongkong Post, Ty A AL
L=Hong Kong REAVEC A B HERL -
S=Hong Kong,
C=HK

ok [ AGEEHIIFIR] [l i SN S PN = e R

RS A RS (a8 R4 EE] IR RS E A B 4w
(CRL number) 9% ZARILUEFF S EE -
Ea LN e [LA DER f=4mhE  |REEA] AR Ry B S RS
(Issuer distribution point) HEs RS E 4y A -

%6 (Encoded CRL

Distribution Point)]

(R “PHE”
Fafir)

BB T s MR RE RS B
B o BREBUEAE T — (I 5T H 2 i s 2R A8 5 RN A A5 PR

A ATAE LA i B SEHL
L RS

"Hongkong Post Root CA 1"Frg ¢y b4

http://crll.hongkongpost.gov.hk/crl/RootCATARL.crl B,

e =h

FEA=i

===

JEER °

(ARL) - Hrp B S RIEAE AR FIEIRE i 8 Bs ey h 851 E

T AT B RE R

1dap://1dapl.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

HRIE RS &

1.

"Hongkong Post Root CA 2"Frg &y

http://crll.eCert.gov.hk/crl/RootCA2ARL.crl

sree

A=t

ldap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

) MRS E"Hongkong Post Root CA 1"HR#B A HI&s HH Ay P HE Y 5 AR -
PEERANT (Standard field) | F#L (Sub-field) AL AIZ et
A (Version) v2 IR I RER R A B =AY
R By X.509 565 —hR
B R (Signature shalRSA IERAE R DL B R R S
algorithm ID) BRAYEL AT R IRE
24 A (Issuer name) CN=Hongkong Post Root CA 1 AR R 2 B R B P RE R
O=Hongkong Post B BRI
C=HK
[FEZEHT (This update) [UTC HFfH] IR AP RERSE A B 58
HH B EREHD
TZREEHT (Next update) [UTC B TR T REZERES S A
R HEEAE BT (TRE
¥ o MAGRERNHEEZ %
o MRIBXGEEEE AR
T S ERE A R EEE
Fesgt
HipHEEE (Revoked P FEEFHR] LRSI H eSS E
certificates) (User certificate) i
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

FEAEMANL (Standard field) | FH#L (Sub-field) AL AIZ e
sy FH [UTC BER) AR R Y 35 s

(Revocation date)

SHEHEE BRI R ERAL (CRL entry extensions)

JRAAES

(Reason code)

(R 2 F 35 5]

(e 1

R SE (AT (Standard extension) (FffEE 2)

TR AR REE A 4T FHA CN=Hongkong Post Root CA 1 IRt R A B AR AR A FE
(Authority key identifier)  |(Issuer) O=Hongkong Post T B ERH A B N B
C=HK LAV A BHEEHERL -
FFak [# A EN T8 It RS B A ENT IR
(Serial number)
SEEHEH A (%8 R A IR G E R A A R4S
(CRL number) PREREY A BB - Z4RR
DB ELE -
ARG HEURH Fe8E=No

(Issuer distribution point)

HEBURZ SRR = =Yes
R S A H=No

(MR “BHSE" Wfi)

av

FHFR RS E"Hongkong Post Root CA 2"fR I A28 RIS H AT RERSH 7B BEAR -

TR (Standard field) |z (Sub-field) |z A% et

RRA (Version) v2 IR I RERL R A B =Y
A By X.509 55 i

ZBE R (Signature Sha256RSA IENAE R DL B A R S

algorithm ID) B EDENT SR RS

2 A (Issuer name) CN=Hongkong Post Root CA 2 IR N 25 B B 3% P ERH

O=Hongkong Post THERIMERE
L=Hong Kong

S=Hong Kong

C=HK

[FEZR BT (This update) [UTC W] IR R A MR S B &8
HEE (EREH)

TREHr (Next update) [UTC W] TN T RIS AT
R RS BigEH (TRE
¥ o mAERERHEIZ %
e o MRIEGE R EERITH
T SR A R EE T
&

FPHzEE (Revoked s EEFEFFR] LRSI ERE BN E

certificates) (User certificate) b

s H A [UTC B DR B E 38 IR R

(Revocation date)

SHEHHCE S BRI IERAL (CRL entry extensions)

JRAAES

(Reason code)

(R A 15 ]

(BfFsE 1)

A M B2 (Standard ext

ension) (FffEE 2)

A i | B i
(Authority key identifier)

(Serial number)

A CN=Hongkong Post Root CA 2 IR AL A B E R AR R 7R

(Issuer) O=Hongkong Post F B PER B AL B
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