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DUF By A Fe P 46552 "Hongkong Post e-Cert CA 1-107 DLIFEZE k8 SHA-1 3 HAVE F35E (HeRsRk
%) -

(BB PUZEHE 5 2019 422 A | HEE 2 1R 4553F " Hongkong Post e-Cert CA 1- 10 " a8 158
& (MR ) - )

LLIVER | LS
TZ#ER(Standard field)
R X.509 V3
(Version)
Frik (& AT E]
(Serial number)
H=EH A shalRSA
(Signature algorithm ID)
BITH cn=Hongkong Post e-Cert CA 1 - 10
(Issuer) o=Hongkong Post
c=HK
R RER (& BB ARG BAIUTC BFE]
(Validity period) (Not before)
&R (& BB AR ERIUTC ]
(Not after)
FReEE en=[F 50 NI PR k2 SR Rl P B 0 58S B2 SRR P4 40] (e
(Subject name) D)
e= [%%ﬂi%aiﬂmt IRGED
u=[FECAZFRIR] (iE3)
ou= Fﬁ%’ SElio S AR M B eC s B R EA (k)
ou=[ G5 APEIEAATE] (hitses)
ou=[Hk 5+ "+ EC A 1T/ H0F T T (6
o=Hongkong Post e-Cert (Organisational Role)
c=HK
FEREAFAFISRLE R FFEHR! (Algorithm ID) * RSA
(Subject public key info) ANBHEHERE (Public key) @ ZHBRLRE 552048 LT
ERY TIEZ R
(Issuer unique identifier)
SO ARG REEH

(Subject unique identifier)

FEAEZE(RARE (Standard extension) (jffz:7)

TR s LR -2 BHA cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK
Feak (2% A BEIERY
(Serial
number)
SRR RHER - BT - WS
(Key usage)
(MR “RRSE™ ML)
BEBUR Policyldentifier =[#){-3k51H5] (i:x:8)
(Certificate policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk
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http://www.hongkongpost.gov.hk/

(CRL distribution point)

LAER WS
EREE A DNS AREH
(Subject alternative
name)
rfc822 [FEERA NETEFEMIE] (if2)
S—HErEE | (B A RBPTIRALHIRRE ] Pan IS - CERIIEE) ) i 9)
HIFL R4
(1°* Directory
Name CN)
BTEHA ENEIE
(Issuer alternative name)
FEATRA] FREEE EAAEES
(Basic constraints) (Subject type)
EEFERIEIRA | f
(Path length
constraints)
TR B RLH ENEIE
(Extended key usage)
2 B R SR TR = (S EREHE B #EURL] (i1 0)

Netscape ZEB#i{iz (Netscape extension) (ff::7 )

(Netscape comment)

Netscape F5E A SSL client, SMIME
(Netscape cert type)

Netscape SSLfE]fke3+78 RIEH

(Netscape SSL server name)

Netscape ffzE e

1.2) MRJEZE “Hongkong Post Root CA2” ZF

DA P 284353 Hongkong Post e-Cert CA 2-15" LI 1% SHA-256 SLHATE T35 (M
%) -

LVEE LARES

A (Standard field)

Rk X.509 V3

(Version)

Frok [EEazE I e a1 e ol aavii il s

(Serial number)

HEEAEH Sha2356RSA

(Signature algorithm ID)

e

cn=Hongkong Post e-Cert CA2 — 15,

(Subject name)

(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
R RER [FE & ABE BRI ERIUTC ]
(Validity period) (Not before)
NER (&R A EAYUTC BFHE]
(Not after)
FERELME en=[5 50 ATt A M P B a8 S B2 R P 244 (s

1)

e=[ERTEPFEHIAL] (Hifer2)
ou=[FECASF I (HifzE3)
ou=[ PR G RCEE & ot ek e,
ou=[ G EC APEIEAATE] (hifeks)
ou=[JF+/ S EC AMERE T T/EF T TE] (e
o=Hongkong Post e-Cert (Organisational Role)

){i‘i‘
Falbas

SEAm T EAM (e

c=HK
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L VE= | VAR

FRAGHIETERLE R} FG#A] (Algorithm ID) @ RSA

(Subject public key info) NBAZHERL (Public key) © Z5HBRLRE 52048 (i1 7T
B AR08 ENESE|

(Issuer unique identifier)

SR AF A% ENESE|

(Subject unique identifier)

fEXEZE(RAEr (Standard extension) (jffz:7)

TR BB REER A2 T% BHA cn=Hongkong Post Root CA 2,

(Authority key identifier) |(Issuer) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c=HK
FFot (s A PRIER
(Serial
number)
SRR RAERE - BT - BRI
(Key usage)
(BtHR “BRSE™ ML)
EEBUR Policyldentifier =[{FaA65] (s )
(Certificate policy) PolicyQualifierID = CPS
Qualifier = [URL of CPS]
FREEA 2 DNS ENE
(Subject alternative
name)
rfc822 FEEERA ANETERMIL] i)
F—HarEE | (B MR AtHI R FEnIS - CEAIEE) ) (i 9)
HIFL R4 8
(1°t Directory
Name CN)
BATEHA RS ARAE
(Issuer alternative name)
FARPRE] FREEA REERS
(Basic constraints) (Subject type)
BRI R PERRA |4
(Path length
constraints)
AR RLHY R SSL Client, S'MIME
(Extended key usage)
HERGEE SR Iy BT = [FEERPE B #EURL] (sl D

(CRL distribution point)

Netscape JE{HH#fiz (Netscape extension) (ff::7 )

Netscape HE 55 REEH
(Netscape cert type)

Netscape SSL{EIA23 2% REEH
(Netscape SSL server name)

Netscape A&t ERESE|

(Netscape comment)

ik -

1. S A (RItERH) Ptz R PS8t B2 IR P S - DSO8R sidl- 25K CRF) +

% (f5141: CHAN Tai Man David )
2. B AWRESFTIRML IR P E T ERE e (A E T EEHAE - IR )
. BEASERE 10 18 F
4. "BEESECHERIT WL —& 16 1B/ R [ERESE BRI E R - ML= (07 )],

EEMEEE

| SacaeE WL . —5B 8 LB /FhE [EEMESE / BacsEFRIT I 8 (L85 - fmoftaiEZ( “0" ) 4
f”fﬂﬁ;ﬁ‘ [ SRR MM AZ( 0" )], “EM M —m 30 BF/FE R) - TR
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10.

11

THEBIFEIT . “rseaeidmst &k “HMREE / SERCEE Wi A= 07 ) BIFIRERE (140 HKPO X
RKEBEBOGIA “HAM" ML -

HA SRS LR AT E RS 2 - AN AN (AAKEEEERIE 3.1.1.3 1) -
W% e B eC ANEREFTEE LAV ITRE F P 2 IR (L - WA TR B e AR 1748 - N e o Pefs
801 CEERMERIRTR S —(EZEAS4HRL) -

BRIESINERH > P AL (AR B, Netscape fE(RRANAIIT R “JERFSE”  (Non-Critical) ZE(HRAFRL -

AR IS AN B R S AR 3RS (Object Identifier, OID) o REFAAAE ANk RIS - s5SRIAEAIE 1.1
f6& »

A A — B B AT R 2 30 BT/ TR FaRpis (CGEANEE) Bl © B T4 -
SRS A BE 4y 38 8E URL B http://crll.hongkongpost.gov.hk/crl/eCertCA 1-10CRL2.crl » [t By 48 5625 Hongkong Post e-
Cert CA 1-10"ArdsHry "y E Ry AR | -

GRS B4 3585 URL B hitp://erll.eCert.gov.hk/erl/eCertCA2-15CRIL2.crl » i By Hp4# 5522 Hongkong Post e-Cert CA
2 - 15"FrEs Ry T EIEEERESERE - (Bt 2019 £ 7 B 1 HZ iSSR0 58 988 URL &
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) °
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl

ek C
fiiisk C - TR BEEERIAEBE(CRL) MIERAEEARLE

A% C s A REH 455 "Hongkong Post e-Cert CA 1 - 10" ~ "Hongkong Post e-Cert CA 2 - 15"F&¢ VRS
NS B K R 252 "Hongkong Post Root CA 1"#{1"Hongkong Post Root CA 2" B A RSN S B 5
B R A HERIEHAR =

FHRENEUG R = T R A N IS E S5 B (g R B BT 09:15 ~ 14:15 K2 19:00 (EIAR RS
JEPHF[GMT =¢ UTC] B[ 01:15 ~ 06:15 K2 11:00)) S A BB A RIS AULRE (EE A RITT Ry P4 2
WO TS (R ) A9

a) " OEIAEERENEE ) (Partiioned CRL)E &/ 4HHYEETS A S ERBEENVER - AR
Alfir ik (URLJERUHRBAAYEE 7383 (PR ) " &G E s ) -

i. F R 42522"Hongkong Post e-Cert CA 1 - 10" & 38 Hys5E
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
ii. HH R 4E 252 "Hongkong Post e-Cert CA 2 - 15" & 3iys5E

http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl (3t 2019 &7 H 1 H Z RiEsH =S S/ 5 B 3%
%5 URL % http://crl] .hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) °

b) T EBESEERENERE | (Full CRLYE & FTA H 44552 "Hongkong Post e-Cert CA 1 - 10" K2 "Hongkong Post
e-Cert CA 2 - 15"Fra& AV ELRTH Mg sl R E0TER - AR A Nz (URL)JERL " #epgss
5E7= =S

i FP4E5= Hongkong Post e-Cert CA 1 - 10"FT 25 EnVzEE
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 5,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA1 - 10 CRL1, o=Hongkong
Post, c=HK)
ii. R 4EEEE "Hongkong Post e-Cert CA 2 - 15" g 35135 E
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 .crl 5,
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)

M EEERCE S B E R M EREEE ENER AR NEEN T ESERCEEE 5 (CRL
distribution point) iz NEEERAYAZHE(URL) EEUHBERVEE 2 H5Y 5 -

FEIEEEL T - EHEEEGH ER R - BRSSO E R - AR ARZAIENL
T EEEBCTA E S ATARRAIT 5 X b AEE E A BB AR - BEEBUL SR RE A
TEBERTEANER T » REBEBEEE http://www.eCert.gov.hk/ Al TSRS -

() H##E8E" Hongkong Post e-Cert CA 1 - 10"ARIBAE RIS Ay &= B B BB E s B -

FEAERANL (Standard field) | FH#AL (Sub-field) | > EIZGEEEREE | BSSEREEEE |t
EHB A AR ES
B A (Version) v2 IR G R B =0
WA By X.509 55
FEE A (Signature shalRSA BT S S E A
algorithm ID) BV EL AR A
22 A (Issuer name) CN=Hongkong Post e-Cert CA 1 - 10 IR % B N S s E
O=Hongkong Post B BN
C=HK
JEEZEE 7 (This update) [UTC B B A E R F A
H HEE (BREH)
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://www.ecert.gov.hk/

FEAERIAL (Standard field) | FHRAL (Sub-field) |73 BEEERBNE | RIS ERENER |
b=t IVA B MR

TR (Next update) [UTC ] TR P REEEREH A BB
TR BEREC g (R 2GR
) o A gRERIHIEZ %
i o AR ILEE TEREE RN
T S ERH A EEEREN
Bt

RHzEE Revoked HFwEE FEETIR] Y R E S E

certificates) (User certificate) B

e 5 [UTC &R PR RS IR

(Revocation date)

s e A A RO AR (CRL entry extensions)

JRACES

(Reason code)

(R F e TS ]

(BfFEE 1)

FEAESE(HRIAL (Standard extension) (T 2)

T RE T GRS R T
(Authority key identifier)

FHA CN=Hongkong Post RootCA 1 IR A RIS DAER A FE

(Issuer) O=Hongkong Post R/ k= AN NN
C=HK REFTBCEHABHBEIERL -

Frak [ AGSENFT IR RS A GEEINT 97

(Serial number)

SFERIH A BESRAS [FHIZEE RS A IR RS E RS 4R
(CRL number) 58 ZamsR e ES -
A S ES [LL DER Hi=t4mHE | REEH] A A B G E RS
(Issuer distribution point) WSS E 4y BEEA o

226 (Encoded CRL

Distribution Point)]

(BLHER “BRSR”
ffz)

(D) EHR 483" "Hongkong Post e-Cert CA 2 - 15"fRIEAXE RIS Y4y B =0 5 B RS SR /5 BE&-

BRI (Standard field) | FHE(L (Sub-field) | > EIAGEE RGBS |BAESERENEE (fE
B AE WAL E
HRA (Version) V2 LR RAE E RS AR =AY
ARy X.509 55 —hR
B Al (Signature Sha256RSA BEMREEUR A DA Bt E A

algorithm ID) BV EL AR A
A (ssuer name) CN=Hongkong Post e-Cert CA 2 - 15, DR % B N S s
O=Hongkong Post, A A
L=Hong Kong
S=Hong Kong,
C=HK

[FEZR BT (This update) [UTC K] IR A E R A RS
H B (B REH)

TR (Next update) [UTC K] FN N RS EREE R
RHYHEEAEC g (TR
¥ o MAGRERHIHZ %
B o MRIBAZEE TEFEERINIH
TE o R ERH A EEEREN
Feggth

H3H=6E Revoked HFEE EEEFIE] AT RS E T

certificates) (User certificate) B

HEHHEA [UTC B BB R RE B HYIF R
(Revocation date)
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R (Standard field) | FHIAL (Sub-field) | EXFEERHESE | RS ERINEE |HE
B A i AR
fo =R A B AR B (CRL entry extensions)
JRERHS (AP FR s AR (et 1D
(Reason code)
FEAERE L (Standard extension) (FffEE2)
g FHA CN=Hongkong Post Root CA 2 MR BEA BEEOR AR FE
(Authority key identifier)  |(Issuer) O=Hongkong Post, B R AR S
L=Hong Kong REFVBC A B HERE -
S=Hong Kong,
C=HK
Frok [ ABSENFSE PEREE R 35 A G E TR
(Serial number)
SERIH A BESRAS (%8 4] DR RS B E 4R
(CRL number) % RSB A EL -
S TEEEE [LA DER 5=t |REA] AR B SRS
(Issuer distribution point) B Y i B 4y A -
226 (Encoded CRL
Distribution Point)]
(HetR “BRsE”
i)

E BB B R AMGHIREREH AR (ARL) » H G SRIEA SRR S sl ey h g E 0y (S
B o BB N — (&5 H I Z A0 ERF R A ARG A R - FEEHIREREN A
BRASATELL Mr EIEAT -

i. HFR S8 "Hongkong Post Root CA 1"Frgeasiyhdgss=
http://crll.hongkongpost.gov.hk/crl/RootCAIARL.crl B,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

ii.  FEMEJEEEE "Hongkong Post Root CA 2"Fl g S8 Hyrh 4 i5=E
http://crll.eCert.gov.hk/crl/RootCA2ARL.crl &,
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

D  ERJREEEE"Hongkong Post Root CA 1"fRIBAZE RIS AR B R =

FEAERANT (Standard field) | TN (Sub-field) | AIZ fHieE
R (Version) v2 AR RIS A B =Y
A By X509 55 —hK
HEE A (Signature shalRSA B D B RS
algorithm ID) BV ELERY A
ZEH A (Issuer name) CN=Hongkong Post Root CA 1 AR g 8 N B A ME TR H
O=Hongkong Post B BN
C=HK
IEZREE B (This update) [UTC B DB R AT R S B
H B (B REH)
TRE Hr (Next update) [UTC B TR N R B A 7 R

FRHY H B g (I
D o A ERERIHEIZ %%
St - MRS R ERIHAR
JE > S E RS R

Jr&igant
HHEEE Revoked AFEE EEEFT LI RS ST
certificates) (User certificate) i
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

FEAERIAL (Standard field) | F-H#{L (Sub-field) |H{ir A2 st
e H [UTC )] SRR T R R Y IR ]

(Revocation date)

SEEHE S BB R IERAL (CRL entry extensions)

JRACES

(Reason code)

(R F A S ]

(BffEE 1)

FEEAEZE (AL (Standard extension) (FfFEE2)

CN=Hongkong Post Root CA 1
O=Hongkong Post
C=HK

BEAREE (A B EOR A A (E
FE T RE RS BAYRL N 25
REAIACE A PR HHRL -

T RE T ISR AR 4T FHA
(Authority key identifier) (Issuer)
Frak

(Serial number)

[FEHAGEEHIF]

BERREUR 38 A GEE A 5R

SERIH A BESRAS [ S A DL RS B E i A4S

(CRL number) FREHEE A BN » 2 4RTT
DL -

S TEEEL HEURAFRE=No

(Issuer distribution point)

R E =Yes
fE REE E RN A B =No

(BLME% “BRSE™ fefr)

av

EHAR R RS & "Hongkong Post Root CA 2"FRIEAAE HIIEE HH A2 RER S B BEAR =X:-
FRERINL (Standard field) | FHR(Z (Sub-field) |HHALAZE sk
RS (Version) v2 PERRE R RE R R BEAS =Y
REA Ry X.509 8 —hR
FEE A (Signature Sha256RSA MBI DA B RE RS
algorithm ID) BV EL AR A
ZEH A (Issuer name) CN=Hongkong Post Root CA 2 IR TS 2 S P REREY
O=Hongkong Post T BRI
L=Hong Kong
S=Hong Kong
C=HK
BEZEE T (This update) [UTC %) IEMRE TR AT RE RS A A
HHEA CGEZREH)
TR (Next update) [UTC ) TR N R A
RIYHIAEC BiigEE (FCE
B o MAERERIIHEZ %
e o IR S (EEEAEAINTH
T EERS A EEEETN
&
it E Revoked AFEEE (REEF97) AT E R E S ST
certificates) (User certificate) i
HEs A [UTC B8 IR RS S Y

(Revocation date)

SHERE S EE R IERINL (CRL entry extensions)

JRARARES

(Reason code)

(A FH Rk 5]

(BfFEE 1)

PR IEARARAL (Standard extension) (FffEE2)

M RE IS RE S A TR FHA CN=Hongkong Post Root CA 2 AR A B AR AR TR
(Authority key identifier)  |(Issuer) O=Hongkong Post BB NERE A B RN
L=Hong Kong REATRC S A B ISRE -
S=Hong Kong
C=HK
ok (B AGEENTIE] HERBURES B EE T 9%
(Serial number)
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FEAERIAL (Standard field) | F-H#{L (Sub-field) |H{ir A2 st
Ao R A ERSR [Hfza8 &80 L) IR RS E A R LA

(CRL number) PAEREHE BERI4RTTE - Z4m5R
LANgF 1A -
LGN HEURHFREE=No

(Issuer distribution point)

R R E =Yes
M REE A H=No

(BEMi%s “BRSE™ fRfr)

Bz
I LR ARl i T

CE B 3R A

0=REH ;1= BEERYNG 5 2 = ISR § 3 = BroisE

4=

HIF SR MR RN R

2. FRIESIHNED > FrA BRI Ry “TERA R

e AL 5 = IXRE R AR EAE(E 6=

7%
B

TR 3 55

AR BBl T REAES &2 0, Fon (B PoREE D) -

(Non-Critical) ZE{##EML °

FAREETEHE
20197 H1H
R RIRE ¢ 1.3.6.1.4.1.16030.1.3.8

(TAmIRTS ) Gl EEAER

45

< fongkong Fou e-Cert
SFePanTan




ftg% D

fi$% D - BAREBETFES (B REBHEE

ZEEE (s 1) BrEZ (1%ER%)
BiEA EE BRI TR B 2 8 A S E B0 M ~ EF AR A A
VA TE [ R AR B TS BUR R ) ~ P aiRE
BEREA Bat AN B iR BT B ER P
IR FRER HK$15,000
POl E =
BB R RE 2048 fir7T RSA
EEREERR FH & AR B E AR
RS pa) IR R IR RN B 7y
HEAR Bk H 51 S L E a0 AR 15 e e A > B % 2 R B s
BENEESEANER v SR AMEATE
R PO R L E
R PR R A RS
»  BERASEET (HEEEBRERSESE)
" B AN RS
EEEC A ERERT R AR F PR AR
BEBARGEEARE |(BEAHE—FRINE - 52 H
MaE:

I SR AL R 20 BB TP SR AR L E TEE (IR

)
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fifsk E - EAEBETEE (WRB%) ZRBEMmiaE CEREE)

%8S SRR BB ETEEEA AR5 I i Sk R B N R ] A et
wBhrEHR HEHBETEE (MR | BhraEs HEEER R AR A E TS (K
www.ha.org.hk ) G NN W) 2R -

FA S HELE BT 147 55 B

B—%h  EFSURE Ak
BN~ HRABEIRE

TRIEEAZEE M SRAERIEE 3.1.8 FRAR 4.1 Rf2
G E R -

IREBEARZGEE SRS 3.2 RIZ(HEEE S
FHERHRES -

TRIEBAIZGEESRAEAISE 44.1 0 442 2 443
{REEHEETE B SRR SRR
TREEARZEE SRR 5.1.8 FREREENRIS
BT BB B E R ZRE P T & A%
SHESEAERIEE 4.5 4.6 0 5.1 -

fifk E
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http://www.ha.org.hk/

ffgk F
fiisk F- EREHETHEE (WEBE) I - 88 TEREARAFEZa T HMEE CEANE)

B4 HERTE [ 485k EABBEFEEE AR st L
BhigHE HEBIEHE B FREE | ARRGSE2EITERE -
www.ha.org.hk (MRS )
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fitsk G
btk G-ExaE i BRAR IRaE AR

MRS ST AR it

Hongkong Post RootCA 1 200345 H15H = 2023455 15H

Hongkong Post RootCA 2 20154E9H5H % 204049 H5H

Hongkong Post e-Cert CA 1 - 10 20101 H9H = 2023F5H15H A sE 2 A g HAE2012 4F 11 A30HAEE2019 4 1 H
S1HIEAR T EFaaE () -

Hongkong Post e-Cert CA 2 - 15 20154E9H5H % 203049 H5H e 4EEEEH2019 4 2H 1 HEHBSE T E F35E (1%
B ) G
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