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‘R e RN RN E RS E DU R B RO g B SR i T e
B EARERL - 30T A BE RS - IR SRR -
BB TS T ATERSRIZ 288
(2) PRI AR
(b) &CERAER
(©) REFIEEEERAC IR BRI FE R SR LN IR Z B AN - BREAEIF &L S AN DA R 3 © R
(d) BERTFR R AN S AN R R A % RN ERAE A S LA (T Z EER A

“BH MEENS 5

(a) BUEZHEE  ANEFZEEE SN EZEE NIeHeEk BERGZEEHIARTEN > BARZA © 5
(b) FraZas R S HIRN %8 E NI e R R a2 B AR - BRIz A > MRS E -
NS R YN

“FCHEERL” IR AT > f5R0 N EHSR R AR R AR AR RL - M AP SR i AL EZ AN
UERLATE L B 5 -

BT BB 553 % (TR -
“BEEHEE {5EEAGE 08 8 (HEEHI) FiEBE -
“FANBREBRL” H5HCE FE R R A B 8 e -
“ABRTERL RS TSR R S 5T T -
“TAEE i
(a) A2 T4 B 22 I ol 2 3557 -
(b) BB RIS T-3 SRS 22 sk o] 388 S - SIS RIE 35 ¢ =%
() T4 RIS 34 IR T S8 LW B st 2 3 -
TR {5 T S RIS 21 (R T G MRS 34 (Pt -
R FETEATR LREE BRSSO RIS Y 2 I e 1 T T o E 5t P TR 2 I SR

BRI SERIEE TR AR A E R E R (FIERSR E () - ARG © (EREL D HIRERIT I
sa{FREAERIATE R S&yRIE D TAF -

“BEERAE" TGRS AR (FIENIER E (1D EAREE) - EHEEERL R S B A AR 22
A > ( "HSM™ ) > DA TRIE IR E (10D sPATIHIRE - 8 A=A SN SE TP E (1D T8
BEiZee SO BRI -

“ERIRET FERLEE TR E R IR SRR A -
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“PRBREE AL RIS A RS E T A B B P AR RSB o TR RIS ME R AECE
Ao

W SRR R L, B AT A
B 10RO B (BT -
B R CEE OB FTIORA L LRI - Sk AR AT -
“chyfaE " J5iH U Hongkong Post Root CA 1" 41 P HB A MARE TS - AEFIN A S5 B BRI
“CEUIHIR FEHAEE TR AIRA TR » BT ST -
BEA” HEE L TRTERIIA -
() AERE LIRS
(i) Cpezsd R
(i) 57 R A ORI B RE R 2 L BB
SER - R B AETBRLITR » AR AILRE - RVl IS S eR A R
S AL AT T A AP TERL I 2 AL TR - 11 EL i A LR BT A it
BB -
B ISR AR EEEGT A S ERER LI A G R E AR Y

fE&R

“BECAME” fEE RS ARUIE | TSRO FF SN - ARSI EE (R - R & Eks
WS EE T E (IS ) 1 -

RERS EFFGLU TR BRGEERE - 8RR
(EEt 2] pEZ AR EFM
(b) AEFTHEERIEDL ~ FISEM: AR E T S AE I S B 4R IERE S T I B S HKCE
(© EHEMESHITHEFERE K
(d) Y8R Rtz 2 22 FAl -

RBTETRGMHE - OIEBHEE TSRS INEESENZ AHERLRUSE - MZEEIETAREEAN
A BEs 22 Al S RS -
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f+g% B
f% B - B EBETHE (HEBRE) B

1) BFEE (BEE%E) BX
1.1) MJFE#HE “Hongkong Post Root CA1” Z°F

DUF By FH A Fe P 46552 "Hongkong Post e-Cert CA 1-107 DLIFEZ k8 SHA-1 3 HAVE F35E (HRsR
%) -

(BB PUZEHE 5 2019 422 A | HEE 2 1R 4553F " Hongkong Post e-Cert CA 1- 10 " a8 158
& (MR ) - )

VeSS | LS
TE#E(Standard field)
FRA X.509 V3
(Version)
Frik (& AT E]
(Serial number)
H=EH A shalRSA
(Signature algorithm ID)
BITH cn=Hongkong Post e-Cert CA 1 - 10
(Issuer) o=Hongkong Post
c=HK
R RERR (& BB ARG BAIUTC BFE]
(Validity period) (Not before)
TR (& BB AR ERIUTC ]
(Not after)
FReEE en=[F 50 NI PR k2 SR Rl P B 0 58S B2 SRR P4 40] (e
(Subject name) D)
e=[EEFEPFEHAE] (Hs2)
ou=[BECASHLRIE] (H:E3)
ou=[P B E ARt a T M S E B F AR EAM] (fzra)
ou=[ G5 APEIEAATE] (hitses)
ou=[Hk 5+ "+ EC A 1T/ H0F T T (6
o=Hongkong Post e-Cert (Organisational Role)
c=HK
FEREAGARISRLER FFEHR! (Algorithm ID) * RSA
(Subject public key info) ANBHEHERE (Public key) @ ZHBRLRE 552048 LT
ERY TIEZ R
(Issuer unique identifier)
SC ARG REEH

(Subject unique identifier)

fEAEZE(RAREL (Standard extension) (jffz:7)

TERR s LR -2 BHA cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK
Feak (2% A BEIERY
(Serial
number)
FHERLAIEA TAIEE BG5S - BRI
(Key usage)
(MR “RRSE™ ML)
HEBER Policyldentifier =[#){-3k51H5] (i:x:8)
(Certificate policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk
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http://www.hongkongpost.gov.hk/

(CRL distribution point)

LAER WS
EREE A DNS AREH
(Subject alternative
name)
rfc822 [FEERA NETEFEMIE] (if2)
S—HEREE | (B A RRPTIRALHIRRE ] PEn IS - CERIIER) ) (o)
HIFL R4
(1°* Directory
Name CN)
BTEHA ENEIE
(Issuer alternative name)
FEATRA] B bt EAAEES
(Basic constraints) (Subject type)
EEFERIEIRA | f
(Path length
constraints)
FE{p B RLE ENEIE
(Extended key usage)
2 B R SR TR = S E R E R #EURL] (1 D

Netscape ZEfB#i{iz (Netscape extension) (ff::7 )

(Netscape comment)

Netscape F5E A SSL client, SMIME
(Netscape cert type)

Netscape SSLfE/flke3+78 RIEH

(Netscape SSL server name)

Netscape ffzE e

1.2) MRJEZE “Hongkong Post Root CA2” ZF

DA P b 2353 Hongkong Post e-Cert CA 2-15" LI 1 SHA-256 SLHATE T35 (M
%) -

LVE LARES

fE£EfE (Standard field)

N X.509 V3

(Version)

Frok [EEazE I e a1 e ol aavii il s

(Serial number)

HEEAGH Sha2356RSA

(Signature algorithm ID)

]

cn=Hongkong Post e-Cert CA2 — 15,

(Subject name)

(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
R RER [FE & ABE BRI ERIUTC ]
(Validity period) (Not before)
NEF (&R A EAYUTC BFHE]
(Not after)
FRELME en=[5 50 ATt A M P B a8 S B2 R P 244 (s

1)

e=[ERTEPFEHIAL] (Hifer2)
ou=[FECASF I (HifzE3)
ou=[ PR G RCEE & ot ek e,
ou=[ G EC APEIEAATE] (hifeks)
ou=[JF+/ S EC AMERE T T/EF T TE] (e
o=Hongkong Post e-Cert (Organisational Role)

){i‘i‘
Falbas

SEAm T EAM (e

c=HK
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L IVES VAR
ERARTRRER S (Algorithm ID) @ RSA

(Subject unique identifier)

(Subject public key info) NBAZHERL (Public key) © Z5HBRLRE 52048 (i1 7T
B AR 447% ENESE|

(Issuer unique identifier)

BEC SR 1E ENESE|

fEXEZE(RfEr (Standard extension) (jffz:7)

HERR e R B2k BHA cn=Hongkong Post Root CA 2,
(Authority key identifier) |(Issuer) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c=HK
FF5t (s A PRIER
(Serial
number)
SRR RAERE - BT - BRI
(Key usage)
(iR “BRSE™ MRfL)
HEBUR Policyldentifier =[{FaA65] (s )
(Certificate policy) PolicyQualifierID = CPS
Qualifier = [f%5G(F AR URL]
Policyldentifier =1.3.6.1.4.1.16030.1.4 (jt::9)
PolicyQualifierID = CPS
Qualifier = [[Z55{FEAERIHY URL]
FREEA 2 DNS REEH
(Subject alternative
name)
rfc822 [FEERA ANETEFEMHE] (i)
E—H#AE | (B30 AT EAVRAER P - CEARYES) ) (i)
HIFt [F 44 78
(1°t Directory
Name CN)
BATEHA S ARAEH
(Issuer alternative name)
FARTRE] FREEA RS E RS
(Basic constraints) (Subject type)
BERR IR PEEPRA | 4%
(Path length
constraints)
FE (e RS LAY f5E SSL Client, SSMIME
(Extended key usage)
EERHEE BN Ty EERE N = (S EREHE B #EURL] (it 2)
(CRL distribution point)

Netscape ZEfHf#{iz (Netscape extension) (ff::7 )

(Netscape comment)

Netscape HE 557 REEH
(Netscape cert type)

Netscape SSLfEIfR25-2H% REEH
(Netscape SSL server name)

Netscape A&t ERESE|

(EE

1 SEC A (RItERH) Ptz ER PS8t 2 R P S - DIFOU8E Sidk- 2K CRF) +

% (f5140: CHAN Tai Man David )
2.

BRC ARt IR P E T (WA E T EE AL - IR E )
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9.

10.
11

12.

BRLASEE - 10 BT

“PEBRCREERETT ML — 5 16 BT/ TE (PRSI EHRT: MRz 07 )], “FEiEE
[ BEEEE WL . — = S U BT/ [WsEMEE / Bt ERT N 8 (LB F/FE » SR¥EAEZ( 0" ) A
SRS/ SRR EETL M AZC 07 )], “HAT MM —SB&% 30 EBTETE WH) o BRI
TEEBUFEIT Y BB RS M hiissE / B WA= 07 ) P (9l HKPO X
FEBEBOGIA “HM” B -
HE A R AT E RS o e - A G E MR (AAEEEERIEE 3.1.1.31%) -
W% B e B rC AT IR (LA AE P 2 IR B (. - AR B R ABERE ST/ P 208 - A& i L3 TRy
801 (CEERMERIRTR S —(EZEAS4HRL) -
BRIESSINGERT » FPA HEE (RN K Netscape ZERNAIIS R “JERHSE”  (Non-Critical) ZEfH#{L -
AR EFE AN S E 2L RR 3% 7115 (Object Identifier, OID) « BRI ASSE ISR AINE - S55BaAERIE 1.1
f6& °
MDA T FERA 3238 Adobe PDF H#3 {38k HiHE
KA — R RS AR TIR LA 2 30 BT/ TR ERaIS (AR > il - BT4RE -
SRS A BE Sy 35 BE URL & http://crlLhongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl [H: 5 sh4&252 " Hongkong Post e-
Cert CA 1- 10"ATgs A 3 EIAGEEREHEE | -

B ERHYE B4 3885 URL & http://erl1.eCert.gov.hk/erl/eCertCA2-15CRL2.crl » [ By th 48 553 Hongkong Post e-Cert CA
2 - 15"FrEs AT T EIEEERSSE R - (Bt 2019 £ 7 B 1 HZ i HAEEREY 58 %2 URL &
http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) °

41
EHRMIETEE (BT ) EElEsE)

2019412 A 21 5 C:I)h:w&[mglhuo-cm
YIEER I © 1.3.6.1.4.1.16030.1.3.9 T SERARTAN


http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl

sk C
btk C - A BEEERIAEBE(CRL) MIERAEEARLER

A% C s A REH 455 "Hongkong Post e-Cert CA 1 - 10" ~ "Hongkong Post e-Cert CA 2 - 15"F&¢ VRS
NS B K R 252 "Hongkong Post Root CA 1"#{1"Hongkong Post Root CA 2" B A RSN S B 5
B R A HERIEHAR =

FHRENEUG R = T R A N IS E S5 B (g R B BT 09:15 ~ 14:15 K2 19:00 (EIAR RS
JEPHF[GMT =¢ UTC] B[ 01:15 ~ 06:15 K2 11:00)) S A BB A RIS AULRE (EE A RITT Ry P4 2
WO TS (R ) A9

a) " OEIXEERENEE ) (Partiioned CRL)E &/ 4HHYEETS A S ERBEENVER - AR
Alfir ik (URLJERUHRBAAYEE 7383 (PR ) " &G E s ) -

i. F R 42522"Hongkong Post e-Cert CA 1 - 10" & 38 Hys5E
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
ii. HH R 4E 252 "Hongkong Post e-Cert CA 2 - 15" & 3iys5E

http://crll .eCert.gov.hk/crl/eCertCA2-15CRL2.crl (3t 2019 &7 H 1 H Z RiEsH V=S SR 5 B 3%
%5 URL % http://crl] .hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) °

b) T EEESEERENERE | (Full CRLYE & FTA H 44552 "Hongkong Post e-Cert CA 1 - 10" K2 "Hongkong Post
e-Cert CA 2 - 15"Fra& AV ELRTH Mg sl R E0TER - AR A Nz (URL)JERL " #epgss
5E7= =S

i FP4E5= Hongkong Post e-Cert CA 1 - 10"FT 25 EnVzEE
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 5,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA1 - 10 CRL1, o=Hongkong
Post, c=HK)
ii. R 4EEEE "Hongkong Post e-Cert CA 2 - 15" g 35135 E
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 .crl 5,
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)

M EEERCE S B E R M EREEE ENER AR NEEN T ESERCEEE 5 (CRL
distribution point) iz NEEERAYAZHE(URL) EEUHBERVEE 2 H5Y 5 -

FEIEEEL T - EHEEEGH ER R - BRSSO E R - AR ARZAIENL
T EEEBCTA E S ATARRAIT 5 X b AEE E A BB AR - BEEBUL SR RE A
TEBERTEANER T » REBEBEEE http://www.eCert.gov.hk/ Al TSRS -

() H##E8E"Hongkong Post e-Cert CA 1 - 10"ARIBARE RIS Ay &= K B BB E My BBkt -

FEAERANL (Standard field) | FH#AL (Sub-field) | > EIZGEEEREE | BSSEREEEE |t
EHB A AR ES
B A (Version) v2 IR G R B =0
WA By X.509 55
FEE A (Signature shalRSA BT S S E A
algorithm ID) BV EL AR A
22 A (Issuer name) CN=Hongkong Post e-Cert CA 1 - 10 IR % B N S s E
O=Hongkong Post B BN
C=HK
JEEZEE 7 (This update) [UTC B B A E R F A
H HEE (BREH)
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://www.ecert.gov.hk/

FEAERIAL (Standard field) | FHRAL (Sub-field) |73 BEEERBNE | RIS ERENER |
b=t IVA B MR

TR (Next update) [UTC ] TR P REEEREH A BB
TR BEREC g (R 2GR
) o A gRERIHIEZ %
i o AR ILEE TEREE RN
T S ERH A EEEREN
Bt

RHzEE Revoked HFwEE FEETIR] Y R E S E

certificates) (User certificate) B

e 5 [UTC &R PR RS IR

(Revocation date)

s e A A RO AR (CRL entry extensions)

JRACES

(Reason code)

(R F e TS ]

(BfFEE 1)

FEAESE(HRIAL (Standard extension) (T 2)

T RE T GRS R T
(Authority key identifier)

FHA CN=Hongkong Post RootCA 1 IR A RIS DAER A FE

(Issuer) O=Hongkong Post R/ k= AN NN
C=HK REFTBCEHABHBEIERL -

Frak [ AGSENFT IR RS A GEEINT 97

(Serial number)

SFERIH A BESRAS [FHIZEE RS A IR RS E RS 4R
(CRL number) 58 ZamsR e ES -
A S ES [LL DER Hi=t4mHE | REEH] A A B G E RS
(Issuer distribution point) WSS E 4y BEEA o

226 (Encoded CRL

Distribution Point)]

(BLRER “BRSR”
ffz)

(D) EHR 483" "Hongkong Post e-Cert CA 2 - 15"fRIEAXE RIS Y4y 8= 5 B RS SR /5 BE&-

BRI (Standard field) | FHE(L (Sub-field) | > EIAGEE RGBS |BAESERENEE (fE
B AE WAL E
HRA (Version) V2 LR RAE E RS AR =AY
ARy X.509 55 —hR
B Al (Signature Sha256RSA BEMREEUR A DA Bt E A

algorithm ID) BV EL AR A
A (ssuer name) CN=Hongkong Post e-Cert CA 2 - 15, DR % B N S s
O=Hongkong Post, A A
L=Hong Kong
S=Hong Kong,
C=HK

[FEZR BT (This update) [UTC K] IR A E R A RS
H B (B REH)

TR (Next update) [UTC K] FN N RS EREE R
RHYHEEAEC g (TR
¥ o MAGRERHIHZ %
B o MRIBAZEE TEFEERINIH
TE o R ER A EEEREN
Feggth

H3H=6E Revoked HFEE EEEFIE] AT RS E T

certificates) (User certificate) B

HEHHEA [UTC B BB R RE B HYIF R
(Revocation date)
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FEAERRAL (Standard field)

Tz (Sub-field)

EAGEERAE | RESERAE
BRIAE AN E

st

SEEHEE A BB R IERAL (CRL entry extensions)

JRARAHES

(Reason code)

(R s 5]

(BFEE 1)

FEEHEZE (AL (Standard extension) (FfFEE2)

TR 2 SRS R 4T
(Authority key identifier)

FHA CN=Hongkong Post Root CA 2 MR BEA BEEOR AR FE

(Issuer) O=Hongkong Post, B E RN BENTRA A
L=Hong Kong REFVBC A B HERE -
S=Hong Kong,
C=HK

Frak (B A EBENFPIR] JIAWi5 e S AU NGteR= 340 m

(Serial number)

SRS BESRE [FEtZE8 24 AR IR S B S 4R
(CRL number) 58 ZAmaRLEFP R E L -
FEH A Sy aEEh [LA DER 7740 |[REEA] AR AE Sy B EE ERA
(Issuer distribution point) HsEE By E 4y A o

2% (Encoded CRL

Distribution Point)]

(PERR “BRsE”
WAL

E BB B R AMGHIREREH AR (ARL) » H G SRIEA SRR S sl ey h g E 0y (S
B o BB N — (&5 H I Z A0 ERF R A ARG A R - FEEHIREREN A
BRASATELL Mr EIEAT -

i. HFR S8 "Hongkong Post Root CA 1"Frgeasiyhdgss=
http://crll.hongkongpost.gov.hk/crl/RootCAIARL.crl B,

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

ii.  FEMEJEEEE "Hongkong Post Root CA 2"Fl g S8 Hyrh 4 i5=E
http://crll.eCert.gov.hk/crl/RootCA2ARL.crl &,

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

) EHMRIFEZEZ"Hongkong Post Root CA 1"MRIBAHERIE: H AU B RERSH B BEAR =X -

PR (Standard field) | F-Hdfiz (Sub-field) [HEfizAZS fHieE

R (Version) v2 AR RIS A B =Y
A By X509 55 —hK

HEE A (Signature shalRSA B D B RS

algorithm ID) BV ELERY A

ZEH A (Issuer name) CN=Hongkong Post Root CA 1 AR g 8 N B A ME TR H

O=Hongkong Post B BN
C=HK

IEZREE B (This update) [UTC B DB R AT R S B
H B (B REH)

TRE Hr (Next update) [UTC B TR N R B A 7 R
RIYHHECZ FijgEH (TR
B o MAERERIHE &
o MBS R R
TE o EERS A EREE T
Jr&igant

HHEEE Revoked AFEE EEEFT LI RS ST

certificates) (User certificate) i
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

FEAERIAL (Standard field) | F-H#{L (Sub-field) |H{ir A2 st
e H [UTC )] SRR T R R Y IR ]

(Revocation date)

SEEHE S BB R IERAL (CRL entry extensions)

JRACES

(Reason code)

(R F A S ]

(BffEE 1)

FEEAEZE (AL (Standard extension) (FfFEE2)

CN=Hongkong Post Root CA 1
O=Hongkong Post
C=HK

BEAREE (A B EOR A A (E
FE T RE RS BAYRL N 25
REAIACE A PR HHRL -

T RE T ISR AR 4T FHA
(Authority key identifier) (Issuer)
Frak

(Serial number)

[FEHAGEEHIF]

BERREUR 38 A GEE A 5R

SERIH A BESRAS [ S A DL RS B E i A4S

(CRL number) FREHEE A BN » 2 4RTT
DL -

S TEEEL HEURAFRE=No

(Issuer distribution point)

R E =Yes
fE REE E RN A B =No

(BLME% “BRSE™ fefr)

av

EHARJEEE & "Hongkong Post Root CA 2"FRIBA#E HIIEE HH A2 RERSH B BEAR =X:-
FRERINL (Standard field) | FHR(Z (Sub-field) |HHALAZE sk
RS (Version) v2 PERRE R RE R R BEAS =Y
REA Ry X.509 8 —hR
FEE A (Signature Sha256RSA MBI DA B RE RS
algorithm ID) BV EL AR A
ZEH A (Issuer name) CN=Hongkong Post Root CA 2 IR TS 2 S P REREY
O=Hongkong Post T BRI
L=Hong Kong
S=Hong Kong
C=HK
BEZEE T (This update) [UTC %) IEMRE TR AT RE RS A A
HHEA CGEZREH)
TR (Next update) [UTC ) TR N R A
RIYHIAEC BiigEE (FCE
B o MAERERIIHEZ %
e o IR S (EEEAEAINTH
T EERS A EEEETEN
&
it E Revoked AFEEE (REEF97) AT E R E S ST
certificates) (User certificate) i
HEs A [UTC B8 IR RS S Y

(Revocation date)

SHERE S EE R IERINL (CRL entry extensions)

JRARARES

(Reason code)

(A FH Rk 5]

(BfFEE 1)

PR IEARARAL (Standard extension) (FffEE2)

M RE IS RE S A TR FHA CN=Hongkong Post Root CA 2 AR A B AR AR TR
(Authority key identifier)  |(Issuer) O=Hongkong Post BB NERE A B RN
L=Hong Kong REATRC S A B ISRE -
S=Hong Kong
C=HK
ok (B AGEENTIE] HERBURES B EE T 9%
(Serial number)
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