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DU By 288 F A FR o 46 5825 "Hongkong Post e-Cert CA 1-107 DIFEZE HEISHA- 128 H AV E T35E ([HhR
g8 ) CORZFiR L8 EARREEERLY) -

(FBEENZE R E 2016 47 1 | HIEEE 11 4:53E " Hongkong Post e-Cert CA 1 -
10" 3 TaeE ((AlkEs) - )

e | LLAVRESS
FEXERR (Standard fields) BrEE (FRS) BrEE (HRES) BFEE (HRES)
RKA (Version) X.509 V3
5% (Serial number) [HEBE S BN = AT /NS
F=EEAFA (Signature shalRSA
algorithm ID)
A (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
BERHA (Validity period) | REH Not  |[FEEHEE 24 5% BRYUTC HE ]
before)
AEFR Not  |[HBEBEEASFENUTC 1)
after)
F RS (Subject name) cn=[faIARESFATH] CfsED
ou=[EEASFHEIR] (i)
ou=[FE B ELEE BRI e/ S eraaE dmat+ A (n3)
ou=[BEC AR RE] (ifaee)
ou=[EZC AR 1T/EBF T4 7]
o=Hongkong Post e-Cert (Server)
c=HK

ERBAFEIERLENR (Subject public key
info) BB (Algorithm ID) : RSA

AFAEHERE (Public key) © ZATERL-RIE F520481 7T
B A SR B142HE  ssuer unique identifier) |R{s

SO AR 478 (Subject unique FFH
identifier)
FEESE (RN (Standard extension) (fifs:s)
HRAEERLERRIZME [ &HA  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FPo% (Serial  [[{ 34 H A\ fEH]

number)

57
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R 75 | WAL ZS
TZXER (Standard fields) BTEE (FHRSR) BTEE (fHRSR) BTHE (fHks%)
FHSRLEEA A (Key HHERE I BEERE  HHSRLINE
usage)
(MERR “BRSE” MEfr)
BEPE (Certificate Policy Identifier = (¥4 AIHE] (ifst6)
policy) Policy Qualifier ID = CPS
Qualifier : [{Zz8 EZEAEHIEIURL]
FHERI% (Subject DNS ENEdE! [EREEEAZ FAR#ES | [ TRRETHAN 2 FRS 4]
alternative name) 8] + (A A BT | + [0 2 49] [BESMERES
HYfER R A TE] () EHE] (HisEs)

rfc822 REA
25 A B4 (Issuer ENESE
alternative name)
HARRH] (Basic FrEEn AER
constraints) (Subject type)

PRI PRA (4

(Path length

constraint)
FEfRESRLAE R A AREH (Bl
(Extended key usage) A Flbgss
HERGEES SR SRR = RIS A B REURL] (t9)
(CRL distribution point)
Netscape ZE{EHEML Netscape extension) (FfzES)
Netscape fFE58RY (Netscape cert type)  |SSL Server BN
Netscape SSL{FIR234%8 (Netscape SSL | A (FFT
server name)
Netscape fAzF (Netscape comment) RAFEH

DU By 2w FH A FH TR 46582 "Hongkong Post e-Cert CA 1-147 DR pkE SHA-256 5 HHHYEE

Ares) (A SZRfeR ERE SRR IE

(BB BUZEEEH 2016 £ 9 H 1 HEEF 1Lk P EEE"

BRI -

Hongkong Post e-Cert CA 1 -

14" s 1202 (RIRES) )
Uic v i VAR
TEA4ERH (Standard fields) BEFEE (FERSR) BEFEE (HERSR) BETRHE (fHR23)
kA (Version) X.509 V3
5% (Serial number) [HEBEB A BN A o 7S R
FEHEEAFA Signature sha256RSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
E3EA (Validity period) |REF Not  |[HHEEEE 24855 ERYUTC B
before)
REBF Not  |[HEBEE A4 BEAVUTC B
after)
TR EETHE MaslEREd -
201947 A 1 H < Honghong frste-Cert

YIS -

1.3.6.1.4.1.16030.1.7.5
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i i e | i VAR

R (Standard fields) BTias (FRSR) BTHEE (FRSR) BTHEE (FR:R)
“ﬁ}fﬁﬁﬁ" ll%iﬁﬁ&"

FREAZHE (Subject name) cn=[{a]ike3 4] (MzE1)

ou=[BELASELRIT] (i)

=
ou=[PH3EE SR H ARt MRS B S AL E R 2] (raes)
=

ou=[EECAMEIEATE] (rse)
ou=[S 0 A 3 T/ETFIARE)
o=Hongkong Post e-Cert (Server)
c¢=HK

TRAFIRHERLE R} (Subject public key

BT (Algorithm ID) : RSA

info) I\BAEEHERL (Public key) * ZEHEREFE F520487 7T
B3I A48 (Issuer unique identifier) | AfeEMH
B0 ASRA14478 (Subject unique ENESE
identifier)
TS (N (Standard extension) (ffsEs)
HERE(S S50 (Authority |EXEBHERREEH | [ 95 11 A\ A BHRE & URL]
Information Access) A (Certification

Authority

Issuer)
R TS REB A28 (55 N8 35 1 3 e 3 i RO A 7
(Authority key identifier)
F RS RUERRRT [EHE 1A B RS RL P #E(E (Hash Value)
(Subject Key Identifier)
FUERLEEF 74 (Key ERLINE S EE > BRI
usage)

(BERs “BRSE" AL
FEPUER (Certificate Policy Identifier = [#J{-AIE%] (it 6)
policy) Policy Qualifier Id = CPS
Qualifier : [(Zz& {FZEAERIHIURL]
A% (Subject DNS AREHA [ERREEAN FARSRS |[TRETEN  (FRS 4]
altemnative name) 8] + (AR ABECTTET | + [0 2 49] [#ESMERES
HY(EIRR Es 4 TE] (tsE7) X NGERY)

rfc822 AEH
AR [ssuer ARfEH
alternative name)
FHAPFRE] (Basic FReER S E e
constraints) (Subject type)

PR REFRA |

(Path length

constraint)
FEfR TSR 704 ARfEH (GiliSERe)
(Extended key usage) FH P Esss
HERCHEE I BE Sy EE N = [REEREE B 3EEURL] (misk10)
(CRL distribution point)

Netscape ZE{HH#{z (Netscape extension) (FifzE5)

Netscape 25288 (Netscape cert type) | SSL Server B
Netscape SSL{EIR #5447 (Netscape SSL | K{EH

Server name)

Netscape #55F (Netscape comment) ARfEH

BB TEE el
201947 H 1 H

YAERHIRE ¢ 1.3.6.1.4.1.16030.1.7.5

< Honghong frste-Cert
FARRRTF 6N
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DUF By FA A HH P48 58 =E"Hongkong Post e-Cert CA 1-157 DIFEZ K # SHA-256 S VS 5=

Ares) (GZFFR EREEIRREIEENAEEY) -

(fd]

e | AR
TEXERS (Standard fields) BEUREHETERET | BB ETEREET | FEEBE K EETE
=E (fHkS) =E (fERS) F (FR=)
R (Version) X.509 V3
FF5% (Serial number) [FRE BB BN — AT 7 8]
FEEAEA (Signature sha256RSA
algorithm ID)
S A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BEREA (Validity period) | FEF Not  |[HHEAEE 4785 ERYUTC B
before)
FER (Not |[HEBEEARLFERUTC FFiH)]
after)
FERE4ME (Subject name) en=[{AIRE34HH] (HisED
ou=[BEASERSR] (i)
ou=[FE S ELE B+ e E/ S erasE dmat+HAM] (nr3)
ou=Hongkong Post e-Cert (Server)
ou=[BEC A /31 T/ T 0]
o=[BEC AHEIEE] (k)
1=Hong Kong
s=Hong Kong
c=HK
FERENFITIERLE R EEkAT (Algorithm ID) © RSA
(Subject public key info) \FEEHSRL (Public key) @ ZAH5RERAE f52048(17 7T
A48 (Issuer KIEH
unique identifier)
BEC AR 4478 (Subject ERES
unique identifier)

T IE(RIRIAL (Standard extension) (Hfsks)

RS S50 (Authority |RXEBMERASHY | [ 35 4 A WA BEFEE URL]
Information Access) A (Certification
Authority
Issuer)
R ERBERRE | (45 b s 3 R REal AU A E 2SR AR 2% 1) URL] (s 12)
]
MR SRR A28 L PNGEE R Rt T e bl
(Authority key identifier)
TSRS [ 388 A B % RL 1 #E%E(H (Hash Value) ]
(Subject Key Identifier)
FHERLEE 7% (Key S EE > EHHRLINE
usage)
Q= 1)
EFAHBEFEE HaalEER]
2019 —/Eli 7 H 1H (:Mw.‘.;h g st o-Cert

YAERHIRE ¢ 1.3.6.1.4.1.16030.1.7.5
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L= | LA
TR (Standard fields) EREBETHZRET | TREBETFERET | FHEBETZEETE
e (fFRES) HE (FRES) £ (fFRe8)
BEPUR (Certificate Policy Identifier = [#){4a5%H1E5] Wizt 6)
policy) Policy Qualifier Id = CPS
Qualifier : [fZz8 EZEAEHIHIURL]
Policy Identifier =2.23.140.1.2.2 (3% 13)
Policy Qualifier Id = CPS
Qualifier : [fZz8 {EZEAEHIHIURL]
FR8AI% (Subject DNS (AR AR | [ EEAEAN 2 ERES | [TEAEN 2 ERES 4]
alternative name) 8] ] + (AR BT | + [0 2 49] [BEYMERES
HIfERER A TE] (i) EHE] (HfsEs)
rfc822 ENEdE!
25 A B4 (Issuer ENESE
alternative name)
HARRF] (Basic FrEmn RAE
constraints) (Subject type)
PERRREERRA |
(Path length
constraint)
R EEERLEE 774 {EIAREs SaE
(Extended key usage) A PimEasg
HERSEES SR SrEEBETE = REERSYEE S EURL) (s
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 SHEZENEAIEE (signed certificate timestamp)
Netscape ZE{EHEML (Netscape extension) (FfzES)
Netscape 2= 38 (Netscape cert type) | AR {HEF
Netscape SSL{FIRES4H8 (Netscape SSL | A {F T
server name)
Netscape Az (Netscape comment) B REEE]

e

1. BECANHEEEEE 2 (AR (EEERSSNIAE AT (Domain Name) ) - BB T:5E (RS “@BAK 19ERSEH
TRAYSEEAS A TR A B iy R BB le e (BIESE 7 > TAEECTFE(y ) » JRRIEEE T S se A i#
FiTiA R I s TR AT P A Rk 2854 7% » 40 ¢ *.eCert.gov.hk, * subdomain.eCert.gov.hk °

2 BRASEE: 10 BT

3. PSR T WL 0 &R 16 (8T R (RS ERCREERYL > M e A 07 )Y, “REMEEE /
BRCEEE ML — B S B/ [WEEMESE / SacsE RSN 8 (LB /71 - SItArEZ( 0" ) » WfEsE
Mg / SacaEmst - Mt AZ( "0 )Y, “Bf" i —&&2 30 LBF/FE R - FERITTEE
BUREPT . “PasEacimst K “REMREE / SECEE Mzl Az 0" ) > BFIERE (P10 HKPO FREHEE
BOERA “HAh” L -

4. FEPOCAREEA R SO E SR R - HAAR R G RNETT (R FEERTEE 3.1.17 %) -

5. FBRIESSNERR - PATEREIE R K Netscape ZEfRRAII9Ey “FERHEE™ (Non-Critical) ZEFRARAL -

6.  ARCEFEARERITIYIHEERAIEG (Object Identifier, OID) « BHIAAERIFII RIS - 2B 1114 -

7. BETEE (FAlkds) “EAR EEAREE T EfERs AR o —EREREERATEN  FikaEam - Bk

AR AR B S M A B (BIEsR
(e = *.eCert.gov.hk Kz eCert.gov.hk) ©

8.  ETHE(ERS B ZIEEFEMEESE S0 [HEERSARE FEEE N F A E RS
KaEE 0 £ 49 R MAERERATE o (A mEery (BIESE 7 ) ZARSBAEEA gz -

T RERCTTE (D ) > So— (8 R AR ARy B el as 47

9. ¥ SR H 4% 35 & "Hongkong Post eCert CA 1 - 10"Fi & HNEE > BERHESEE ST URL &
61
TR EETHE MaslEREd
2019F7H1H (:M'wn';km.glr.«ro-Con
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl » /5948552 Hongkong Post e-Cert CA 1 - 10"Fraf Ay ©82ps
SHEAEEE -

¥ Y B 9 4 55 & "Hongkong Post e-Cert CA 1 - I4"Fr S HHVHE > ZEHMHEBFE Y EE URL &
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » /5948552 Hongkong Post e-Cert CA 1 - 14"Frag Ay ©82ps
AR -

$f 7S B o 4 55 & "Hongkong Post eCert CA 1 - I5"Fr 8 H I E - BERHEFEH T EE URL &
hitp://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1 crl, [H/5H1 48583 Hongkong Post e-Cert CA 1- 15"FTEsHHAY T #2585
EREEERE -

48 FEEERAR TR QIEZ(EIAR 280 URL £ http://ocspl.hongkongpost.gov.hk

IEARIL TP AR T A R RV B B (B, PSR A SO e 8 B B B AL AR TR S8 H AR - (AR
sk
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://ocsp1.hongkongpost.gov.hk/

2)

DUTF By FH A e 48552 "Hongkong Post e-Cert SSL CA 3 - 17" DI ZE K EISHA-2568: Y E T

(fElfkes )  CGZFréR EEFIREEARLY) -

MUEZEE “Hongkong Post Root CA 3" Z FHIEBF8E ({FRSS) KR

ou=[EEASERIE] ()

R 275 | WAL E
FEAER (Standard fields) BrEE (HRS) BFEE ([HARS) BFEE (HAkKES)
R (Version) X.509 V3
FF5% (Serial number) [E2keyin T eavsinsa iy Vo sy wavi: il Y& )|
FZERA (Signature sha2S6RSA
algorithm ID)
2 (ssuer) cn=Hongkong Post e-Cert SSL CA 3 - 17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B3 (Validity period) |[FEF Not  |[HEEHEE 2405 BEAYUTC BFH]
before)
FER Not |[HEEEE L4 ERVUTC B
after)
FHREAE (Subject name) en=[{FIRESEHE] (s

ou=[PHEE SR H ARt M H S BRI EM] (res)

ou=EBEEETEE (ER:S)
ou=[ L AR 1 T/ IR
o=[BEC MG (hea)
1=Hong Kong

s=Hong kong

c¢=HK

info)

ERAFREIERLER (Subject public key

F (A (Algorithm ID) * RSA
NFAETGRL (Public key) * # BRI Fy2048(i 7T

2 A SRB142H% (ssuer unique identifier)

KA

identifier)

5 KSR (Subket unique

KA

T IE(RIRIAL (Standard extension) (ffsks)

5
oA

RS S50 (Authority | EBIERASEH | (35 AR A BIREE URL]
Information Access) A (Certification
Authority
Issuer)
G EBEIRE | (40 355 R URL] itk 10)
HERARLY
(OCSP)
MR SRR A28 L PNGEE SR St T e b el
(Authority key identifier)
TR SRS [ BE A BB ASRL I #EVEE (Hash Value) ]
(Subject Key Identifier)
TEREREFEF 7% (Key e S W) I
usage)
Q= 1)
EFAHBEFEE HaalEER]
20197 H 1H  Honghong frste-Cort

YAERHIRE ¢ 1.3.6.1.4.1.16030.1.7.5
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L= | LA
TEAERY (Standard fields) BYEE (FRS) BFEE (FRS) BFEHE (FRSH)
HEPUR (Certificate Policy Identifier = [#J{Fa8AIES] Wzt o)
policy) Policy Qualifier Id = CPS
Qualifier : [fZz81FEAERIHIURL]
Policy Identifier = 2.23.140.1.2.2 (kfz: 11)
Policy Qualifier Id = CPS
Qualifier : [fZz81F2EAERIHIURL]
TR (Subject DNS (TR FRES & TR ERass | [T E R 541H]
alternative name) 7] 8] + (A E BRI | + [0 £ 49] [FEyMalikes
HIfER R A TE] (7D EHE] (fsEs)
rfc822 ENEdE!
2 R4 (Issuer ENESE
alternative name)
HARRAH] (Basic FrEEn RAEHRE
constraints) (Subject type)
PERR-RERRA |
(Path length
constraint)
R EEERLEE 774 {EIARER Sae
(Extended key usage) P PimiEass
HERBEE S BR BRI = (RGN A B S REURL] (tsk9)
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 S E BN Mk
P&

1. BEC NS 2 (AR (EEERSSNIAE AT (Domain Name) ) - ET:8E (EARES) “BRAK 09ERSE4
TRATSEEAS A L TR A B iy R BB e (BIESE ™ > TAEECTTE 0y ) > JRRIEEE A S se A%
FiTiA R —I s IR AT T A Rk 2354 7% » 40 ¢ *.eCert.gov.hk, * subdomain.eCert.gov.hk °

2. BERASEEWR 10 1EF

3. “PESRERCAE S It ML —&R 16 B/ [AERSE B R R R > M =M RZEC 07 )], MRS /
BRcsEE ML - —ak 8 (I [EEMEEE / el E RSN 8 (L /71 - RITATEZE( 0" ) » Wit
MaEE / SaCaEmst - MLt AZ( "0" )Y, “HM" M —&&% 30 L¥BF/F8 R - FERITTEE
BUREPT 2 “PasEacimst K “SEMREE / BECEE MfreilAZ( 0" ) > BFIERE (P10 HKPO FRE AR
BOERA “HAR” L -

BETRE (FElkes) DIIECET - PR Rdisairfor - HIGEEE TRE AL R A A8 TR (A B S A
& P AE R SR TS RN PO - AR A RIS - AR A SIS AR E HE
THEN - R AAT XA FESEIAEFFE TS - SR SN FERERAE - H SN E AR R
BraEEN (AAZEEIEEEAE 3113 %) ) SN - #EEO TP IR LA SRR HERE S B - BRIESS
HH > BRIFTAEEE RN JERRE" -

5. BRIESSNERA > FrAfREIE e Rara R “JERRSE” (Non-Critical) ZE{HRIL -
6.  ARCEFEAERITIYIHEERAING (Object Identifier, OID) « BHIAAERIFII RIS - 2B 1.21% -

7. ETFEE (AR EAR OFERHAEE EERSATE > —EREREEBLMN S Fikes AN - Hekk
AR AIR R AT T A RIS (BI25R 7 > BTG )  B—(f AT B rT i rIE ke 4iE
(g0 = *eCert.gov.hk K eCert.gov.hk ) o BRI (EIlkES AFES » B 1SO /1EC 10646 4milF YR S {EAk 2844

T o

8. ETHEE(ER) “FHR ZEREHIETEEZE S0 [EFERSSAE B (SRR E LA EE RS 241
KATEE 0 2 49 [EafyMaikes M o A sy (BIESE " ) ZERSHMRF oz - MR @ikes
RS 57 4% IS0 / TEC 10646 H 4RbisHy S (Eikas S 7 -

9. ¥ A HH o 4 55 = "Hongkong Post e-Cert SSL CA 3 - 17" & B E » BEWPEEH S EE URL &

http://crl1.eCert.gov.hk/crl/eCertSCA3-17CRL1.crl » [H /548552 "Hongkong Post e-Cert SSL CA 3 - 17" s iRy T #splss

64
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http://crl1.ecert.gov.hk/crl/eCertSCA3-17CRL1.crl

10.
11.

FEHEEE -
48 SRR ETURAIMEZ(EIAR 280 URL A hitp://ocspl.eCert.gov.hk

L rF T T R M S5 PSR, P S e BB S AL SR 2 -
SR -

65

EREBETEE ZaalFRE

2019 7H 1 H
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http://ocsp1.ecert.gov.hk/

wigk C
ik C - BHREBEESHEYEE(CRL) REABEBIERSS S EARL)

AMt$% C sEuli A B f - 44562 "Hongkong Post e-Cert CA 1 - 10"+ "Hongkong Post e-Cert CA 1 - 14" ~ "Hongkong Post
e-Cert CA 1 - 15" ~ "Hongkong Post e-Cert SSL CA 3 - 17"Frag BV EHEH 5 BB LN B AR B RERSS S BV
B B AR ZEHE N EAS S 0 DU “Hongkong Post Root CA 17 K “Hongkong Post Root CA 3”7 it A FERISY
VB BA(ARL) HYEEHT e ARZEFRRI AR -

EBE R ZRE T R AAEE E RS EE (CFRiEE BB 09:15 ~ 14:15 K 19:00 (BI&HRE /G
[GMT = UTC] B§fiE 01:15~06:15 K2 11:00)); s EHEH A B A tRIE AMZEE R R Mg E a5 & -

a) MR BB ONERE | (Full CRL) && 47 Al Hd 4553 "Hongkong Post e-Cert CA 1 - 10" » "Hongkong Post e-
Cert CA 1 - 14" » "Hongkong Post e-Cert CA 1 - 15" 5z "Hongkong Post e-Cert SSL CA 3 - 17" HIAT A E48L
PHEEEAVER) o AR AT IR Tz (URLYERY 8 psE R 5 ¢

i HP4s5E " Hongkong Post e-Cert CA 1 - 10"Frag HAEEE ¢
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRLI.crl 8%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong Post,
¢=HK)

ii. 9485 = "Hongkong Post e-Cert CA 1 - 14"FrdsipysEs :
http://crll.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl 2k
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong Post,
¢=HK)

iii. 94855 = "Hongkong Post e-Cert CA 1 - 15"FrdsipyEEE -
http://crll.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl 2k
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong Post,
¢=HK)

iv. HH4EE5E " "Hongkong Post e-Cert SSL CA 3 - 17"Fr&¢ HHHVEEE -
http://crll.eCert.gov.hk/crl/eCertSCA3-17CRL1 .crl 2k
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert SSL CA 3 - 17 CRL1, o=Hongkong Post, c=HK)

EAtHIEEE RS R A S TR EAER > AR ER T S E RS %8 ) (CRL distribution points)
RO AEERRRY AR (URL) EHUHRA RS EHEE -

FEIEH B M T EAEBER R - R ERTIEERGEE R A - SRR A FERINE
N FEEDE N (RS AT AT S S S R R BT B ARG - BEE B SR A R E RS
RREAIES T > INESEBEEE hitp://www.eCert.gov.hk/ A R EREH A -

EREEUE S R A IRE RS B TR B NS TR T BT EE BB SR IR
H SRS 7R 0 BT R i o b o I RE RIS B AT A i B Tk

i. R R 56 "Hongkong Post Root CA 1"Frés A5 E ¢
http://crll.hongkongpost.gov.hk/crl/RootCATARL.crl B,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertSCA3-17CRL1.crl
http://www.ecert.gov.hk/
http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl

ii. HAR R

Hongkong Post Root CA 3"FF#% H#Y

http://crll.eCert.gov.hk/crl/RootCA3ARL.crl T

a7 .
ek de

1dap://ldap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 3, o=Hongkong Post, c=HK)

(D H$4:5E "Hongkong Post e-Cert CA 1 - 10"1R B AZE RIS H A3 B =0 b B RS 0 A BAR = -
FEAERIAL (Standard Fields) | F-H#{L (Sub-fields) |73 EGEEHEHE Rl ESREHEE |
k==t VA NEA i A
WA (Version) v2 IR REE SRS A B =
WAy X.500 55 —fk
FEE A (Signature shalRSA JIAWis e AN e 6
algorithm ID) BRI
2 A (ssuer name) cn=Hongkong Post e-Cert CA 1 - 10 IR g B N s e E RSN
o=Hongkong Post H BRI
c=HK
FEZREEHT (This update) [UTC B B R A E R S B EE
HYH B G2
"NEEHT (Next update) [UTC B£fH] TR N IGEE RS B
RIYH A ATEEE (PR
B o MAERERIHEZ %
S o RIS EEE IR
E o B ERSYEEE SR TR
Jraiqant
i E Revoked F P52 (User T8 Y E RN E NS Er
certificates) certificate) i
HisEH A [UTC B DL R s 0 HF

(Revocation date)

SHEREE S EE R (CRL entry extensions)

JFRHS (Reason

code)

(R FH R 5]

(BfFEE 1)

FE S (A (Standard extension) C(FffEE2)

AR LA (Issuer) cn=Hongkong Post Root CA 1 A RS R LSRR FTE
(Authority key identifier) o=Hongkong Post BB E BRI S
c=HK REFVEC A BB IERL -
FF5% (Serial number) |[£5H A SEZ 1795 DR RS A GEE TSR

SFEREA BESRAS (CRL (IS 3 AR IR RS E RS 4R
number) 5% AR LERR I R E A
A 53858 (Issuer [ DER Jizt4RHE |REEH] AR R B G SRS
distribution point) HIEE Y A S BHHA -

#¢2h (Encoded

CRL Distribution

Point)]

(SR “mas”
i Tiv)

() H9485E Hongkong Post e-Cert CA 1 - 14"fRIBAZERIES HATRAR S SR B BB -

HEAERANT (Standard fields) | F-HfL (Sub-fields) |EeBE=EERIHN 7 BEMRAL N st
fRZR (Version) v2 IR RS E A A Y
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EHBMNETEE ZSEEER -
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http://crl1.ecert.gov.hk/crl/RootCA3ARL.crl

(Revocation date)

REEMANL (Standard fields) |FHRfL (Sub-fields) |RERGEEEHRIPHE MM ANE ffiat
ZZHE AR (Signature sha256RSA DEHREE R DA B RS
algorithm ID) BRAERAT R
ZEHL A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 [0 N e YN fanTe = o b
o=Hongkong Post 5 BRI
c=HK
JEEZEE 7 (This update) [UTC B ] DL R A S B A A
H HEE (B REEHD
TREHT (Next update) [UTC B ] FToN RS E RS E HAR
RIYH A FrEEE (TCE
B0 o MAGRERHIIZ %
- MBS R
E o ER A EEEREN
KR
s E (Revoked F P83 (User EEEF98] L E RS E R E
certificates) certificate) B
HissH A [UTC BEHRE) DL R IR R

SEERH A BB RE ML (CRL entry extensions)

JFERHS (Reason

code)

(R A )

(BfFEE 1)

FEAESE(HARAAL (Standard extension) (FT5E2)

number)

TR R R BB R T A (Issuer) cn=Hongkong Post Root CA 1 IR A BAE R LA A TR
(Authority key identifier) o=Hongkong Post BB A AR S
c=HK REFBC A BB IERL -
9% (Serial number) |[# A ZEEAVT R DR RS A GEE 97
SHERSE S EIRS (CRL [FHIZEE RS ] IR RS E RS 4R

9% ZEmILEF P EE -

() EH9 4583 Hongkong Post e-Cert CA 1 - 15"TRBAZE RIS B R B E R B B =

(Revocation date)

FEHEMAL (Standard fields) | ML (Sub-fields) |BeRS=SEHY A MM st
RS (Version) v2 IR e E R A EAS =AY
R By X.509 55 K
#Z R (Signature sha2S6RSA ST A S B A
algorithm ID) BHAYELEATEAS
24 A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, IR RS 2 R, S S Y
o=Hongkong Post, RS
1=Hong Kong,
s=Hong Kong,
c=HK
JEEZK B (This update) [UTC H¥fH] R AT E R A A3
HHH EXEH
TNEEHT (Next update) [UTC K] FN N RS EREEE R
TRV HBAECZ ArEst (PCE
¥ o MAGRERNEIZ %
B o RIS (EF BRI
i S ERE SRR TR TN
JeEst
s E (Revoked FFE6E (User EEEFE] iavt i R PR Rt 6 e == e da
certificates) certificate) it
fE H I [UTC H§fH) Jiavt i RN G FeR== 0 IS

S E BB RHE AL (CRL entry extensions)
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TEAERANT (Standard fields) |F-HRfL (Sub-fields) |EeBE=E RN B N it
JRERAHS (Reason  |[HTBHEE Fo &k 1A ] (st 1)
code)

FEEE A (AL (Standard extension) (FfFEE2)

T RE T SRS R 4T ZEH A (Issuer) cn=Hongkong Post Root CA 1 MR BEA BEEOR AR FE
(Authority key identifier) o=Hongkong Post BRSSO AR S
c=HK REAVECE AR EERERL
F79% (Serial number) |[3% H AGEEIF55] JIaWii N N =S O R i
G A BESRHS (CRL [ 284 I RS E R A B4R

number)

5% 0 ZEmILEF P E L -

(IV) EBfR&EE "Hongkong Post Root CA 1"fRIBAAERI S H AR RISH A BLAx -

T (Standard fields) | F-HAr (Sub-fields) |FAEREHE BEMIAE fiiat
KA (Version) v2 IR RIZ RERIE S B =0
RS By X.509 58 AR
FEE A (Signature shalRSA ISR D B RS
algorithm ID) BB AR A
2 A (Issuer name) cn=Hongkong Post Root CA 1 IR~ B K 2 PR RE TR
o=Hongkong Post T BRI
c=HK
[FEZEE T (This update) [UTC B[] IR R AP A A
HY H B G2
TN HT (Next update) [UTC BfE] FR NIRRT S R
RHYHIEEZ At (PR
B0 0 MAERERHIZ %
- IRIBIZGEEE BRI
TE o IR A R
K
it E Revoked FFEE (User REEF98] IR E R E R B
certificates) certificate) gk
HEsHIA [UTC H&R) IR RS S A

(Revocation date)

SHEREE S EE R (CRL entry extensions)

JFRHS (Reason

code)

(R FH R 5]

G,

FEAEFE(ARIAL (Standard extension) (F¥EE2)

AR R N (Issuer) cn=Hongkong Post Root CA 1 I A R R LSRR e
(Authority key identifier) o=Hongkong Post BTN BB RRL N S
c=HK REFVBC A BAZIERL -
J759% (Serial number) | (3 H A FEZHIVF 5] DR RS A S B 9R
SEREA SRS (CRL [HtZ8 2 A BB RIS B4R

number)

5t 0 SRR E A -

2 A 53388 (Tssuer

distribution point)

AR g =&
AR =R
AT CRL=5

(BLME% “BRsE” fafr)
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(V) Eh##sE Hongkong Post e-Cert SSL CA 3-17"fRABAAE RIS HFV B E RSN 7 B =

(Revocation date)

TEERANL (Standard fields) |FH#{Iz (Sub-fields) |FEEHEEA B it
WA (Version) v2 B REE SR A B =
RS By X.509 58 AR
FHEE A (Signature Sha256RSA IR LS B SRS
algorithm ID) B A PR
ZEHL A (Issuer name) cn=Hongkong Post e-Cert SSL CA 3 - 17, |MLAEE RS2 ke 3 H 25 2 RN
o=Hongkong Post, 5 BRI
1=Hong Kong,
s=Hong Kong,
c=HK
FEZREEHT (This update) [UTC B[] DL R A S E I A A
H HEE (B REEHD
TREHT (Next update) [UTC B[] FToRN N RSB AR
RIYH A FrEs (PR
B0 0 MAGRERHIIZ %
- IRIBIZGEEE BRI
E o EEREEEEHEN
K
FEHEEE Revoked FiF83 (User EEEF98] IEHF I E RS E R E
certificates) certificate) i
s HIA [UTC B[] IR RIS A

SHEREE S EE R (CRL entry extensions)

JFRHS (Reason

code)

(R FH R 5]

(BfFEE 1)

FEAEFE(ARIAL (Standard extension) (F¥EE2)

number)

A | e A (Issuer) cn=Hongkong Post Root CA 3 IR A B R LA TR
(Authority key identifier) o=Hongkong Post BB A BB S
1=Hong Kong, REAVEC A BB IERL -
s=Hong Kong,
c=HK
J759% (Serial number) | [#H A FEZIVT55] DRSS A GEE 97
SHERE S SRS (CRL [HIZEE RS ] IR RS E RS 4R

5% 0 SRR AR L -

(VD HRE8E "Hongkong Post Root CA 3"tRIRA RIS IR EIHE ek 5 BAR -

FEAERRAL (Standard fields)

TFRANL (Sub-fields)

AR A B AN E

it

R4S (Version) v2 AR A B =Y
A By X509 55 —hK
FE2 A (Signature Sha256RSA B D B RS
algorithm ID) BV EL AR A
22 A (Issuer name) cn=Hongkong Post Root CA 3 IR g 8 N B A ME R
o=Hongkong Post, T BRI
1=Hong Kong,
s=Hong Kong
c=HK
IFEZREE B (This update) [UTC B DL R AT R S B
H B (B REH
TR EETHE MaslEREd -
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FEAERAL (Standard fields)

R (Sub-fields)

AERUHE AL A

it

TREHT (Next update)

[UTC B

TR NRIERSHE B Y
AREY R g (T CE
o o A ERBURHTH B %
i o MRS ESEERHIAR
E > PRI S R T
Kokt

HPHEEE Revoked
certificates)

S (User
certificate)

EcE=T527d

FEAS I E R R E R E
i

HEHH

(Revocation date)

[UTC )

EARRE R A RS IR

s e AU A R EORHE L (CRL entry extensions)

JFRRI{CES (Reason

code)

(R F A ]

(BfFEE 1)

FEAESE(HRIAL (Standard extension) (FTE2)

TR B RS R 4T N (Issuer) cn=Hongkong Post Root CA 3 IERRFR A RIS AR A FE
(Authority key identifier) o=Hongkong Post Z BRI BENTRA N B
1=Hong Kong, REAVBCE A FRZEERL -
s=Hong Kong,
c=HK
FF9% (Serial number) |[# A GEEAVTF R IR RS B A GEEINT 97
SHERSHS SRS (CRL (%8 4] IR RIS B 4R

number)

5 SRR EFIE A -

2 A 53388 (Issuer

distribution point)

REFEAAPES =5
RFAER S E=2
fEI#£HY CRL=15

CBEMR A BRI M)

EREBETEE ZaalFRE
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fitsk D - TAEBER EESIREE

AKKT8E D sl RS AR AR 55 EIRFEEZ (OCSP Response) F& =

Z(OCSP Response)¥& =,

Ki#E D

WA —EEET TR ARG LEEREERAYRE A GEE > FAMRCRE AR LEEiREE
HRRAUE S A AR eS B fREEE CA M 4EssE i T4R LSS INEm RN %% -
RFSE -
HETFBAE CN B EEEFRNEETHROEZAZEFTRBLHE CN)
“Hongkong Post Root CA 1" “Hongkong Post Root CA 1 OCSP Responder”
“Hongkong Post Root CA 3” “Hongkong Post Root CA 3 OCSP Responder”
hgE -
HEFRLE CN) R EEEREETHOEZAEZETFTRLE CN)
“Hongkong Post e-Cert CA 1 - 157 “Hongkong Post e-Cert CA 1 - 15 OCSP Responder”
“Hongkong Post e-Cert SSL CA 3 - 177 “Hongkong Post e-Cert SSL CA 3 - 17 OCSP Responder”
BRIEDAYN » 47 FREE RS IE S E Ak es 1E e T —(EE—m P8 OID  “1.3.6.1.4.1.16030.1.6" >
TEEN 4R LSRR AR SHEE A \EEN HEBCR M - N8k D IRk =6 - B LEEEIR
FEMEZ RS -
EEEE AR LS EARRE AR IE B AR ES L SRR AN 4 SRR B - —(EARRENYAR LR EIRRE
BB DL T 4HEK -
TR L “F-HIfL (Sub- TRAAL(Sub-  [FAALAIE =8
(Standard Fields) |fields) fields)
JEZ A (Version) v1 (0x0)
(Response data) |[EZ(EIHRESRG |by key /B |[EE(EARESIVAR SHA-1 #E%E
Responder ID o {H]
Produced At EE4E [Generalized ] A SRS R (GMTH0).
S
Sequence of Single Response EE—JEZHYFS
Single Response | Certificate ID  |[BE>KAY 6 E 571 2 HE) %JKB']” SERR TR EE
HEE EA N el
o B ATERBAAVHE
LN
o BHAARHVHEEZEE
A7Q$Ei;5):§
HERRE [FEEHIIRAE] ﬁxﬁ( s (A HE -~ B
(Certificate P (GMT+0) IR [ R S
status) CRIEE 1)) AkH
ZRZREHr This |[Generalized B%RH] S E EMEIREERY T H R
update BERE (GMTH0).
TR Next |[Generalized H#fH]] B rae A REHY H AR RS
update (GMTH0).
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TEEAERRAL FHRAL(Sub- FHRL(Sub-  [RALAEE et

(Standard Fields) |fields) fields)

HE RG] sha2S6RSA HN B I IEER R L
(Signature

algorithm ID)

%22 (Signature) [HEEE JEEH %

#2 (Certificate) VEEFIRS B NG SR | JEEF RS S
ffE::

L DN Ryl s

EYAS=E

A=

A T A ER RIS -

0= REEW] 5 1= WHEERDI 5 2= BOBIMMIEERISNE 5 3 = Bk

4 = EEMHUR ¢ 5 = XSRS RIEE - 6=
HI B AR R E BV - AL T R ERICES S
2. FRIESIONED > PR OISy “TERA R

SR

FEA=

T i B4
@u rOJ %%/TT (EU rfﬁgfaﬂj)"

(Non-Critical) ZE{# ML °

BB TEE el
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Ki#E E
[k B - BERERETESE - REHEE

) BTEE(ERS)

B BT S (EkRS)

BEA EEERITBIEBUA %3 AR i i ~ S RADR ] 2 AR EERR B
R T BEBUFBCRE ~ BTk

EERAEA HIEEA

IR FRER HK$200,000
PulEE =

B EuERL 2048 fi27C RSA
=E

EEREE e ABTESE
HERL

BB G |[REAEIRATE(Domain Name) - & K HIEREEN S5y

BEAR  |BESEHEE NI

REAEE v SR AT
BEOAKE | SR A 2 (EiREs 28 S A AR NI 2 Y MeEl e 247
e " BRASEEHEWR (Eﬂﬁxﬁiﬁﬁ%zﬁﬁi)
" SRR AT EESRIER
BEURATE RARZEIEREAERZE 9.1 f
£H
ey =p ] —FEEE

CRAZEEREAERISE 4.6.1 & 3.2 /)
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fifk H - AE iR E A

Kk H

RS 2

AR

st

Hongkong Post Root CA 1

2003 FSH15H %2 20235515
H

Hongkong Post e-Cert CA 1

20035 H15H 2 201345515
H

[t 4eEEEE FH20104-2 H 26 H A4 11
EHETARGE .

Hongkong Post e-Cert CA 1 - 10

20104F1 H9H % 2023515

It R4S E 2016481 A 1 H =103

H HRg S -
Hongkong Poste-Cert CA 1 - 14 | 2014411 H30H F 202345 | kb 4s8Em2016529 H 1 HAL(Z 1R 3%
15H HRg S -

Hongkong Post e-Cert CA1 - 15

2015FFTHAH 2 202345 H15H

Sorh B H01S 9 1 EL PRt
R T T

Hongkong Post Root CA 3 20178 H12H 2 20234E5H 15 | AR NEEEH201748 A 12H Hehd4a
H 2 H4AMREEE CA  “Hongkong Post
Root CA 3”
WRREE A BREH st
Hongkong Post Root CA 3 201746 H3HZE20424F 6 | IMHIREEEH 2017 46 A 3 HLH

H3Hd

sasE e E

Hongkong Post e-Cert SSL CA 3 -

2017 -6 H3 HZE 203246

IR AR 2019 47 H 1 HEE
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FAREETEE ZSEEER] ,)
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