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fil. BBIWNREIFNA RS NES 2 e A1, B2iantt. kFAEgic Mae AL, &K
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EAREENE LN 2 50 T T o % UE B IC AL IAR T B M B B K R B MR i A v ) & &
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(AT A M AR 3% 2R A 2957 .

3112 HREBARE
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KO 25 RAEH R |4 A IEEUL T http://www.eCert.oov.hk FIH8 7€ W DAL 25 F HE MR .

HL R HE R — 25, HE N B2 P WS v FL At N - BRAE A PR MR A7 2 AR S T IE
I HE 52 A R MR EORE A 4 FR G N BT IE S

42 JCEIEHHE

4.2.1 BAT S FAAEERBE

F VLI B AE AW SRIZBURER AR & 50 2 S0, TARUENEE 3.2.2 25 086 3.2.3 26 Ui,
HFUET [FEEE ] BT3B RIS € 2 B IR e A g RN MU, 8T 5 mli%
W& nFekiE, i A PHRBAURE, Bl Sk, R, FSIEE X5 FiE 5 R
WA AT ZAUENL R TR AOL KR A . I UENL R IR BOL AR AE,  H A0 5% FF R K 7 A6 1 B 2 35
4" eCert.gov.hk” %" hongkongpost.gov.hk” FUANZRIZBGIE T & B N84, W HAEF RiEkEA 2
WAk S B o A5 5 TR B A HEE A REN LG BGE 3, WIS HTEOA A B A R & LA HE S
BUR IR K AET

NARAEAZUENL I [ DB #2318 3 FE 28 B2 5K (CA / Browser Forum Baseline Requirements, (BR)) X i A W3 #%
B SR ER, A WSRO & 76 & B e (A EH) 2 HAEH PR — N2 MR T DA HIE A
KHEAH) T FL TR (IR 2% 1) 52 B W 35 42 B (Fully-Qualified Domain Name ( “FQDN” )2 #il A L 8%
AL

a)  EELCUHAEA IR NE k4 Bl N CLEATAZIE 37 2H 6 v B ik ) X 3k B4 DA
‘admin’ , ‘administrator’ , ‘webmaster , ‘hostmaster BY ‘postmaster’ NFHFUH, FRFE
‘@ i, IS MR T EAFEBIA AR I AR (BP BR 3.2.2.4.4 FrARE).
by  WIABENUEEEFAET ) HIEREEAIE - 50 2) WA AT ITIT <A IR R S 1Y FH 15 R 3k
#MRHY DNS CNAME ~ TXT 2¢ CAA #yid & (Bl BR 3.2.2.4.7 FTiilE ) 5 2%
¢) W FQDN HYFEARPIE A VRS BUN A AH S (A example.gov.hk ) » MIGGIERE A (BIEE
Frrlf T BRI R EEERT]) 2 MIEEEZE L (BT BR 3.2.2.4.12 FT#ilE ) + 3¢
d)  FIARNUEE S EE TSRS, MHZA S D) AL THRAR I 278 ( Authorization Domain Name )
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5 K ) AT T/ well-known/pki-validation ; H3% F 5 & 3) 535 Thttp , 2% https | VhE
S 5 [ 4) 2P AGE TR (Authorized Port) 7FHY (B[ BR 3.2.2.4.18 FrfilE Do

4.2.2 IEF R IFHAERIE A

TER G T4 05, FHEHRBUE A58 0 Hih N il OO g eidbi 4t . Wil g e n s i Bl J5
AT T o A HEHIRECA 4855 |13 AR BE 4 48 FRE 1A 77, HIGZ50GT (R 96 468 B 135 T 7 AR A AR 453 2R B
AT A 51T

4.2.3 KCBEEFS BRI [R)
MR R S BE55 77, W ORAE S B 18] Y SE GRS FRR AR BC NSRS IRIEFS HE Bk ST 4
I HAFEERIEON, A HIEBUR U 58 BOE S S 41T

HEF5RA SERIEFS IR I [A]
HHIES (fAlflkds) RAEMGERE TR (E[+HDITER
ks )
R A, BN EHIH. ANBE S/ S EZ Bl U E S E S R GRS S

ZTAEH, w423 KM E, —EAETEHITE.
43 EFER

4.3.1 IEPBE R BARZIENLRPIIT N
/D 4 T B S B2 5 o HL M SO DE BN s BRI 2 G 1) A s MR TN 574 6\ - 7 A%
BN HORE. 76 BT 58 BOR HEAE AR TS H I 5 AN IS, A MM B A e THE B (R IR B 1 e

)LEHE o

R [2AUEBESR] Ja, EBMES EIEEA AP H BRI [ 2 AR E0R ] R Hhg %
F, DM I N R O AN AR . B HEHEEOFAN 235A7 B s AR FA N B I L

FEAZST HE N R AN LSRG, B = A 8E HiE ANA TS B FiEB. A
1% 18 REC6962 LASZFFUE 1535 B & (Certificate Transparency), 7 vs MBS K iZAUE 15 & 26 2PN B A _E Y
WE 15 3% B BF H & (Certificate Transparency Logs), LA 3R B F B I AiE 45 2% 28 i 8] 2K (signed certificate
timestamp) T H FUEP _E.

432 BAENL R [ F i AR HERIEHES
TERGXS 5 4> TR ) 5, Wk B 0K R FL 7 Ik 30 H 35 5 2 1) P T 1S 2 bk 308 e G i el

44 IEPER

4.4.1 W REZAEB AT N

S N TGS €M 0T http://www.eCert.gov.hk XS AR FEFE BN F &S AR WHiEA
L2 IR, BB SN 1Zm FiE . 28 iE AR o UE B, Bl B8 52 /o FiE
1.
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FE N AT 0 SEAIE P A R B A MR AN LR A A7 PR AL S F B0k — BRI AT A IEB HAE 5 5%
B, HE NN 7 R A0 IR

4.4.2 BAEMLRXHHEF B R AT
Py ORI CR R AR RARTE R A5 261D AL RE 78 A M U A7 2 AT

4.4.3 BZAEMLI N FoAh SEAA 8 15
FAFBAENL U 2 5 K HAE B FE, 50T B2 03 & HAIE -F i s .

4.5 BoxtE R ALANEBHIEM
451 B AR NEHEANESREM

EEARYNUINE

a) ANRJEAT XS5, (RS BETR 18 At R ORy HAE 5 A0 N S b 2 pLss v (R HLpR %) [ 58
BV, DIBGEAR. MEREURGASAZ AT, HAUAEARAE LN SR N SR R T 51 301 5
R

b)  RKIFAEF AN B R 2 A ] 5 R B AL, SZ B ) A EE IR 2 AR B R BN (ML TSR
B fR, EFRHEZARARB N, NI FBRHE AT REE R AU T Es . ek
D

¢) I N BB S A IS SRR 4 4 DU 2% 35 PT e Al DA IE H AR T H L2 AF 0L T, BE i A
O YU S B BB B 2, A M BEUARE A HE N 2 26 U IE S )a , S AEAERS
Sy AL FAE S

d) FEBIRIAHEMEECAT REHE LARUHIE P AR T GO0 BB IC A B 40U H 335 B A AR A
BN 2 RO IE P, 207 B8 A S A I A R s AR 5 2 far e N, 1238 5
Z AT (A R B BAC NS, JFIIRUI, SR R, SR AL
AAF AL G T AR AE S o

e) AT B ERIRUESS, HA NSRS R AR A R0 A1 o

RIS (Rl kds) BAC AR 05T ORI SRAE 5 R e i 738 IR DL R AR AR AR 98 iE . A5
RS F AT (PR B WIRID A8 M, ABEMERZAFIES (RS 1
AN Rl UL A H0h 26 38 5 R A'F A Ao 6 10E B0 5 ) Al J 7 22 4B TR TE LA A 2 gk

4.5.2 B N L AT E RS REANE F R H

s IR 2 dE N L 95t
a) N T HRBHE A I a0 25 8 A B 3R R RS R R SR A B, 7 AR AR
b) TR ZESFEAT, B R A S AR I A T RS 25 B i A A HE N E 2 i

M AT EAZIEECHIR AR (MR B)IFAX G i A LA TR T

o) TAYEIEFRT BRI BREETE A LIRS EEE MR LIRS Cid D
d)  PATHTEE SIEB AN .
e) TUEBAERUERE, AT RIE a] AL AL S0 U gk H] .

46 UEFHEEH
4.6.1 iEPEHIHIE

WIS TR A RN T, mE T uE RS il AR M SH@E . Uk nl R E il
N ESR KA MBI TR, AR5 AT R0 Jm i A SRS 2] . BB HTEC oI R )
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UEFSEE . RN A ERE A ISR, & 2 BAC AN RIHNE BRI SEbr A O 55 6.3.2 2638 WL
FHRIE A, R AEE —ES—

FEHEROH | FEBAERNE FHEBAEH AR | &E

L& ibiwsls] B A
—4F BHEH AN FEAIE (RIZUEER |8 E-B A Zdi & a i
e BHIHZ G —F (AR, RRABEEFH 4

s

BLE, REGIE N URA Z 253 5 80024 0 A R AR AE U 25 O F To i, R
WSS E TR 2 RS o & i, U AR 24 H 22 AR AR Ml DU P PR 2% o i
PR N SEAH ) 22 )24 H A BURRZAIE B AR, J7 Al 3 52 B 1 i 35

4.6.2 VEREERIE L

IR (AIRES) A BB A AEAITEBER RIS RIE, RI2RYE 3.2.2 26008 “ 401
S0 50 7 AR AT OUE o LA R 3R 152 A 3R 20U 22 10 45 25 0 R 38 38 (AT T 7 s I I8 IR 1
hitp://www.eCert.gov.hk T#), FHFIEFR FRIFF N FIH KA DL, —HF5c k. g
REFENEAA, WIEZE 322 @QFFHR, BSRRARKRINUAZ BiER, — AR FHEITE

4.6.3 IEPEHIERK AL
S HEHUE ARE 5 B R H I A R UE ARE P REUH R, JRRARIEEE 3.2.2 2T "4
G B 3 30" I RE AT E . A HE IR UK 2R H G N B e 15 A B i AL

4.6.4 R HFTIEFI X & E AKE S
[6] F I N R HE S TR Rl S 5 ACHE N 27 4.3.2 2% BT A S5 v TR I 5 VA AR D

4.6.5 2 EHHE AT A
A G R 32 B AT 2 AT N S A HENIER 4.4.1 26 h T A A o

4.6.6 BAEHLIH SR HHIE F B A A
A IS EUR AT 2 TIEF A7 S A UEN 2R 4.4.2 26 h R R 752

4.6.7 BEUENLIN FoAth S )38
FZAEBEHLR A 2 5% HAE B I AR, $ T Re Ui 3R HUE S i .

47 IEPHEGRTEH

4.7.1 EHEM R B HIE L

T HE 5 25 0 R 0,455 75 15 B3R 51 140 =5 A sk 22 [ R4 3 1) A R 5 0 S N 5 P A T E 5. — FRIE
P50 85 B R 2 TIE 5 8 {5 v B R 7 7 S T 0 R 155 T 5 5 o A v e o e

4.7.2 WERREOSRIE B AT H LR EH
PRI 352K B R — BAC AT R 7 IEAS 4 A L R 5K, BT AC B . (H 2, A i mREAs
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= BB T UES (RS S 2 K B e h L

4713 EFEERLEFT IR R A 4L 2

EA 2 A el SR G SR A AL B 78 5 A B UE AR FP A A

4774 R HFEFR X FiE NS

S MR ECR S A HE N ER 4.3.2 26 TP TR A D7 @ RSB 1R A AL i B e N

4.5 MR EZ F A EFERRT N
LN PR A A R BT EF AT N S A HENER 4.4.1 26 F B A )

4.7.6 BN N B G R S8 H B R A
A s MR BURAT # AR IR 10 S S A HE I 28 4.4.2 26 TH IR K TR AE ) o

4.7.7 FZAENLINT FoAth ek )i 5

A AU 2 5K HUEFS I AR, 4 7T R 2o 5030 TIE -5 25 2 5037 (R13d 1

48 EHEE

ARZAEA AL AE A SE VB OO B H e

48.1 IEPTERIHER

B RLE

482 WEREERIEHZRE
BHE

4.8.3 IEFHEREFRKIALE
BATIE

4.8.4 RHFHEBE X FEARES
B HE

48.5 MR EIERRATHN
B

4.8.6 BAEMLIXT AR AL F B A A
BAE

4.8.7 BEUEAL IR0 FoAth S 4 )38
BARE

FUMRBCE TR (RIRES) b ek v )
202547 H 15 H
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49 EFHEME R R

A A HE N BORA NS AR BRI, 2> 5 BUA HE M B H U P A 48 B 2R N\ B i R S ARAE 1
FERNE RGOSR TG D0 T, 7 M2 AR 1 5 Al BORL ST P s W AR P e b
P R RS NIET (W3 5.7.3 6.

P HE N T 3 B 2 R AR Y, B AR AT AR AR I 8] DA fr] 24y SRR AR 9 A 80 N P20 e
AT UEFS . BTN A IE P ANE ] A e N

FRHEMRECR A P, AR S LSS i e TE B AR T AR R (BIAEF N8R D
ANULHES) 1 EOE A

4.9.1 iEPEHERIER

FICNZ AN RE B 25 25 H TR A T S AR AT AL N B AL 2 i A7 AR, 3 CL AN B PR e
Ak, BRI B i S E AR Bt SR AR AT EAE, &80 N L RIHE IR A U (R AR e »
[ 7 8 S T FH S B A A

ARATY, A UGN, BFESHEEE T 24 /N P42 HE N R P 408 s e (RS

1) BERPFIENE S B HRECE 2 W 0L http://www.eCert.gov.hk I HLF-UE T (fal i) e 25K 5

2) BRI NIEAL TR (RS FIWIR g RSB, TMNEA ¢4 T B 2 BRG

3)  FIE A PREE B IC N AN D LA

4) INABEGAE B BAIE S 7775 AT DS IR B A 6D LAt 5 1 F 5 H B e N AR
gl (U0 Debian weak key, 15214 https://wiki.debian.org/SSLkeys) ;X

5)  FEE BB R (ARES) b2 40T AR B S e C AR AN S EIE AN AT 5, A REE
ANBR AN AT a3 405 X 48 44 FR PR A B R T UE S (fr] AR #%) FQDN 2 il A

ARATIS, EA VTR, AHEEECATAE 24 /N AR B IR (RIIRES), JFRAE 5 H N gAE
P23 f 7 UE S (IR )

6) BRI NE LR WA EM HF IR B 3 A8 i UE S (i) AR 2%) $ids 2ok

7 WHAHTFAET (AR DR S AU/ 2R IR 2R BR 5 6.1.5 Al 6.1.6 2 R T 5002
(R ZINFIL S 260 R 2 50 A 1 o JERUASE 2 ) SR

8) 13 FUESE B s B FuE P (fal A gs) AN IE 24 d H 5

9) WAHBILNAKRA BATAAEN B NN 2 534

10) FE A P H MRS FUET (AARES) F Y FQDN A AEE Al SO0 (5 vk 2 s
e 01 R Ik 4 B e N A I A AR IR, 38042 B e N5 H I N 2 18] B AH GV AT BRI 55 B
WEZIE, BgZ EIC N RBEST IR ZFR);

11) FIE S B PRSE LIRSS (fal RAS ) “ B AR B Al VR AZAIE R Tk VE IR 510 4k FQDN;s

12) FE el P MREEEFIED (ARES) FHRIBRE A E,

13) AN FUET (AR ES) FHIERIEAZUEAL I/ VG 48 18 Jm Jh 48 LR BA Y ) 22 24 e

14) NN FEEE H B S TR (RIARSES) P AR BRI AN A

15) FHs M O A UEATL /00 a8 10 3 J 28 L 5K e tH E 15 IR BCR) Jee i B85 FUEH BRI, A bR
E (BRI AR O 2 HE Ak 28 2 5 JUES UE 597 PR A /a2l EaE RS N2

16) TR (faliRes) ERH 2 AUEN, FE 5 e s E ;

17) IR EIE N G S &l 2%

18) NN E AR B BIE S A T Bon Bd N IR N hD 2 8 <2 At , 5038 A BAfE s Bos H T4
FAN N B0 R PR 8 1R ATAE B 5
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19) kiE A B AR s eSS (RIARES) AR " EARAAR" B ARG (A ) BTe i
AT AR ] Al 2 44 K AN PR B AHLR BT A
20) FIE B B A (S L BURHE IR BT IE . (RSS2 FiE A

() IEHGE f R B A E R AR P TR R 2

(i) FESMACEH IR S AT T4 P SOk A I8 55 78 FE 0 25 91 P i 22 f50 55 3 A DML B 55
ik 2k A I 22

(i) HEH WRABUE PRIV SRBREANSEAT A, B0 S 152 5 SR I EE R 5

(iv) FEREHIEF AT L N BIC N BT AR AR R4 8 N B BNIRA s B

(V) FTIRIEEIE N ZAFAE .

P AN R (A 4R E A AR RS EOE VR . AR K AE DU — Ml 2 AL, T o kIR S N AR
£ (7 HAB:

1) AU MRS BRIEHE I B -5 o 4RI A A FF 235 D RE AR X B ) R 4RAIE PR N S D R 52 Ak, B
ANFEFFEAZAENL I/ Y B IR FE LR TR 25 6.1.5 71 6.1.6 255 T B AL 1) K /INFI A FF 25T ik 2
B Bt SRS A () R R

) FEIEUS BREYE BoR 4R IE B AN 1E 2448

3)  F IS IRBERIN A AR I AR PEAZ AR AL D% /00 U 38 18 s i 28 SR ml A v T & 1

4y FFUSHRECA A HR 4EE S AT AT BRI AN IE A Bl R

S)  FE ISR AT JR R IEAZ MLk 2 38 4E, FF HEA 2HE 5 — AMZAIENL I A 4RI 3R L
B SCPR;

6) itk M BUR FEAZ AR IC /30 U 2% 10 4 S 28 LR R UE 15 PR i 9 BB FU B ¢ 1 (BRaE
S MR 22 HE 4k 4 A SRS 1E 15375 B8 R/l LR PIRAE N Z);

7y R VS ISR UE AR b U R s 5k

8)  HHUKIUE TS AR AR Py 25 A% 20 B FH R AR 87 s AR 0 N s SRS T2 52 1 XU o

4.9.2 ERBELKIE TSN

AN, BOEIC AN BRI, W& & EIEECT hitp://www.eCert.gov.hk FIFEE M T, MK
M5 1R LT B PFEOR B AUAE MR SRS, 1) A P SR R RO IE P 25K Bedh, BE N, Mt AN L,
RV A3 7 7o A HLA 55 =05 AT RASR SCE A3 [ i o DAIE R0 7 P8 IS OO i e (RS 1 & 28
JREA] o kA i) A 5 6 25U SR RO, 2R WA R SRR ROHIUH IR . A P O] 72
A7 HE R AMESERTE A Z S LT IR

4.9.3 BHFERWER

MBS RIS IE B ER G, BAZUEZIE R HFAZ S . 281N, B ECRUES IE
PERZAUEEICHIS, BSHAREEIE TS, ZUE RIS B AR FESIE 2 5a i
INERERE (1) Bid ANAEH P8 BR A7 45 MR 3l 1 48 52 0T _E R AT GO AE, () B &l
AN CAHFAN B R AT B 25 8 2 T HRE, (3) B NEEZ B BIFIEAT (4) Bid \SRES
B EIE T RS RS IE A . AU HBIECR E I U P RIS B, B IE A SR A S £ _EE
RS RLE, Fda BRAE L HE R 3732 e i~ A Can SR 6 2R H - MR AR ik ) 38 60 818 N B IE 15 (“Hit
BHEENT) . IR SRR LR PR N, ZAE P AR AR RS N 2K I P 3 A )5 OR R
HIRAS . FUESE TS FR s R4S T T W http://www.eCert.gov.hk T #.

FHHEMSBUZENL G AL BE ML . WA (5 1F R A B3 5 8 58 RO IE P ER M A0 A I TR0 R
E—2EML . BEFAUNETR I
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SN I e a1 S SR i
BEIHRADBIN - BHERS

e e )\ T B B2 Bt U 5 S B R BB E S, R SL RN A P IE PR . A
ZH R BN BTSSR, ACHEREIE B ER S T BRI AR WS WfE 5 R L/ 2+
I IEZ AR T, AR IE S ZRG Tz 0 AN B HEA ARBIERSN) N KR, ifES
£ EAFHIERRT, ACEREH I 2R T A LAF H A Ir 2wk E] GRS A H s ABER 41
A

494 BHER TR

I R TEPRIY (" TERRI") 48 B IC N IUHE H AT U TR SR KIE] . S0 N2 R N RS L B A 3
Fo i TR A TT SRR AR SR N R 2 A AR, 35 QAN B PR BE C AN, sl 7-iE 45 Bl 8
NRBEZ SRR, & 510 N AL RIA% A HE N R AR Py, R0 & A IR R R S IE S

FE AT N B R0 7 S JESCAR 4 v U 263K T e i AR IE B AR T I B DL, SO A AR 4
FAI B R T PR IR, A M BUR A8 A HE W S KA IE B NIIAAESS 5 i FTE S
i 7 AT NTCAA S TR IRE ,  ATH A SEAEAE By A FIEAS D075 8 S B O RO A AT 1% 5558 5 1) 65
L A B A LA S E.

BEAE, AT N B R 8 S BESORR A 4 DU P R AR AIE 15 AT S I A 00 T eSS, B E A AR
H F A B N 2 A P WSO R A5 I, 2307 RIVIE R0 MERE S I )54 155 S B AR AT 22 5 2 feirdf Nz
MTZE 5 ZAEBA TR (HEBIE A S LA TE), UM, EIEGL st e
NEAGHA Gy fadail 5. A FiCNRGEEA Y N L, WA EEEECE AU 125558 5 7 B A 7K
HIUE, I B A ENEREA S 5 2 fardle N L A&H T E.

B AR A P WS EOR REAT 8 & BEROR S T HBC R BERZ IS I 2 2Rl R fardie N L, B0, &
HS LA 20l A T S A U I 5 CRR A4 FH 38 B HA J PR 22 i 5 I B8 VR B I P i o 2 1)
BCE WA AL 5 22 U 5 A SR A 2 EUEFRIRES B 2 I H) R AT 2 2 Z AR AH BT . AR AT 1L
SESUEIIA IR T AHE U A B PR 2 Y . AEAEMTIGOL T, RZUEEICHLR B 5 A0 s A L&
HMSZIE T TE (RIEEICH IR R BAT BB I = o). Bk, B2, RS el
RINTCAS e 95 N £ 4152

4.9.5 BAEHLR A BB R K R

FEATHEMIIBCHR 2 P9 P00 T 170 5 s S R AS U TIE 598 3K, B LE 24 /NI P IR BREELE H U I S
XFFHAM TR AR R, EBIEBCR R S ST, BORAE (1) AriEHRBUNEIC NS R IE 5 H S
B UE T 1 R B A B () AR FRE Z G B0 N, A IS B JU eSS, | — A TAEH IR 1
24 /NI, CRZAEHIE B BUR IE B REETE A . WU A AT A& YE SIS “ IR " BTIE
PiiE, MENRSGEE N — N TAEH . SR, IE BRI RIS T & TR fE R 7E A A H
KA AT ARATHE N — G eSO I O IR A, R TR AN A 2 BRIz S AU
IRF o UEPHIEHTE AR AT 3 U0 JRAARE A T 5 AR, GRS STIRER FAEPRIRA B IR,
JURIE 5 PR 28 b UE A5 IR 2 PRI 240 B4 S BT K R A A BRAIE 5 A HU RS

AR E 2 LA BT 3, SRE A BIEE UE TS HE 24 /N Y, a5 i 7 BRAF (T o Pt i)
S HBIE TSR 7 BRI G A 2k e A5 RS B2 (05 2 A7 R B AR N K R e A5 3 0

4.9.6 B A LA EIE RS M E
frdE N ARSI ASUE 2 1, A3 0007 T 8 Uk 45 i B A% P IS B IR IR B AR 2
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A e A IR EUR I ZUE15 2 B 8 N UM SL A AT A R 2 B 2528 ) Jiod 24 K 78 7 vl =
I RNES i N L2285 AR E N R L2 2 5% 2 5570

A RE P IBEON T 45 A\ 8 I R REIR X AU IE T B RHN OB, O8I T AUHENEE 9.6.4 2% (fa
PEN L2 55) e 9.7 26 (B BEHR R o

4.9.7 IEPHHEE R R AR
M TFEAR S MU A B FIE BRI, B IEECK i R AT A s B(EFE PREE 2 (&
MRS PR TE B2 ARL) ).

UE S HUES I B S A S IS B BRI I B ARL KA (E B S C N F8 B BB [R) 3R Soas =R 0T Je A A o £h
FEUE TS SRR R S L T T M MR EUM T http://www.eCert.gov.hk A 4f
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A USROS SR FHUE PR I S 00 S R BT 1) IR P B8 T Bl o 76 7= 26 5 1 L& B TR) P
SR B A7 2 o

499 L& EREE MRS E WKW A
2 EAEAIRAS R 2 AR TEM SR D A $i5 B A% RIS S A, DUSCRIE 3 AO BRI IR A

49.10 & LHEE RN
i N LRI 2 BT, HRYE 2 4.9.6 ZbIAEF 14T R k.

49.11 WHA G R EABR AR
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4.9.12 FHERL TR S I RF IR AL E

AEAT BEFRAE TSR0 N B M RL TR /MIHIESE Nt CEAREABR TR I8 £ R b AR BE RS ), 7T
LA I 7 P IS SR E AL O 9 32 P 2 5 AR A1 A 757 X D0 S i, DL s B R SRS " D B oy 75 R
AEHEEL . G R A P WSO LB P A A N S el Rk e it K LR & BESS i R & N, IFAE
RIZ R IR R 2 5 BARIEAHEIN 3 7.2 %% () ZBESRBEUE P IE o b i e Jot R AR B8
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“EEANLT, BIROBT, SRIERREICE, HOBTIZIERA (H0 ZAERITIRIER R T .

“CHERAE TR FRER SR ARG LM CAZ BRI i, iR PRB AL L A S i R A
“A YRR SR R IET R T 4R ) SRR A

“REFEEE” 1 ERE AR IR ZE T DL LAl SE T A R B B AR S

“REAR” SHAZENLRIN S, T IZNLOC S A 5014 %05 3 o Ja 2R

“&” K BFT UREMEEDAESUKON LR E BT BCR M AT S, BOZ A BRI AR B -

“IEREFR TR 1545 KA I F AR B IR MERENE NG, ZH SRR METEE L,
PARTR VR ZAEAS A2 SR R I R PN H A

“EBRBE” 15T E AR S iE.

“SMIME” B fR% / 25 Ty e IR 9] S 325 16 42 1) 46 5

“SSL” HIfREE R4S

CHBRETS” 1R AR RO RIEAE B TR A P AN LOGE S, IR TR A A IR EOA FTESS .
“BUTHRE" BT R TRESARASEREAIN - ITEL AT LE -
“BACN” SR E LU ETA BEIRA
() FERUEFS R A4 BRI PR R E 1
(i) CHEZIZUET; &
(i) FFA 5 TAZUEAS P30 A TT RS N 2 AN R 5
“RACAWL” 18 IC AR BESBOT LA PR, G E AR HE R LA SRR S AR L U PR 25K

“RAB AN FRIEABIC AR ISR R O F SR AL, RS BAZIEAE L, A2 9 & B IR 3
R TIER Z B .

“EEBFRT RIETREAE L THER.
“TLS” BIARAm = IR 2 P i 104 S

“RERG” RGN KM AR BF R
(a) A B 22 4] Sl S N AR A A s
(b) ERTHAE PO AT FENE SR AR U7 3CBE T & BRI PO 4 55 IR A 35 7 A 25 BKT
(o) AEHE SHATHIFEhRE; K
(@) OB sz & w .
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“ENVAZUE R SRR AEFHE SSL AIE A5 J 2 2 AL SRR 2 T I B8 1 s A% SEIRE R B

“WebTrust for Certification Authorities” BIFE http://www.webtrust.org 245 2 I FIINEEIEM 451100 (CPA) WebTrust 1%/ .

“WRRR " AR TE (ARES) 105, TRLEUE T T fal R & 42 R i) 7 B A% W s 42 R 1) e 230 B4 415 5 D
Fory (BIES “*” ), EUEAS T T B0 AU T 8 1R — sk 44 B3k 44 1 P A s 44 7K

APITRT R Z K, WFEBEEZTSEI TN ATFERRSUESE, MZERZBLANEEAN, WSHD
ZF AT AL ERZAL TR
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http://www.webtrust.org/

H-= B
B 3% B - FISEFBUE FEH#E R

AP R IR B A 4R IE 5 "Hongkong Post e-Cert SSL CA 3-17" 2 "Hongkong Post e-Cert EV SSL CA 3-17"#R
PEAAZAEAE MV HE I 28 0 H Tl Ak 3o R T A Fl A S S SES EL At o 24 IE 15 B3R i At A% E AR b v
25K BT e A% 0, IEMRYE e Bk B H ek TIEHECE ] WP R A, 75 A

RS B AZAIE AR M D o

1) MIFEIEF “Hongkong Post Root CA3” Z FHIETFIEH (fEIARSE) #N

PR i@ F - B A 4k GE 5 "Hongkong Post e-Cert SSL CA 3 - 177 :-

EREHK | ERNE
FRERE (Standard fields) R (fAAR#S) PR (fAARES) IR (fAiR3S)
“SEAIR " “ LB "
R4S (Version) X.509 V3
F%5 (Serial number) [ A& HE M BUR G0 B B 1 — A o7 gk 307
ZEBH AT (Signature sha256RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert SSL CA 3 - 17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BRI (Validity period) | AETF Mot |[HEHEHIEEBUR S % B WUTC B [/]]
before)
ANIBTF Not  |[HHESIRE RS 1k B FIUTC B8]
after)
EEBFR (Subject name) en=[fAREE L FR] (hED
o=[F I AWM AFR] (D)
1=Hong Kong
s=Hong kong
c=HK

FEATFERIR (Subject public key
info)

H R A (Algorithm ID): RSA
ANTTFERGRE (Public key): S5 RLK 92048407 7T

RN RFI4FR (Issuer unique identifier)

KAt

BB NRFIZFR (Subject unique
identifier)

ARAEH

FUESEfH#2AE (Standard extension) (3>

HLFME B (Authority |BEAENLER H
Information Access) A (Certification
Authority
Issuer)

[ & N AFFHES URL]

& EIEFRE
BIRML
(OCSP)

(28 LUEPIRANZ URL] iz 9

BLRERD AL IR A 44 7K

[ th N T 0 PR R b

(Authority Key Identifier)

AVEMSEUE TR (RIS ) AEE AL AE N

202547 H 15 H
PRSI, 1.3.6.1.4.1.16030.1.7.24

&Iangkong Foste-Cert
FHBHEFHE
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policy) (E11)

Policy Identifier = [ IR BIS] (o 4

=B | AR
PR (Standard fields) BFIER (fa fRA%) BPIEF (AR BAER (AR
“ERR" “ZHR "
L RAE R AT (Key WAL &E, RN
usage)
(HRESR “R4E” 4D
JEFBUR (Certificate Policy Identifier = 2.23.140.1.2.2 (ki 12)

E4£F4& (Subject DNS B P il o = E X N S P il & 2 E X N S P Gl e 22 7
alternative name) K] FR] + (R EIBEAFRSY | + [0 & 49] [FAMRE
AR RS A4 FR] (s> L] (e

rfc822 ARALH
RHEAFE Jssuer HRAEFH
alternative name)
FA PR (Basic EERA 52 SR I
constraints) (Subject type)

BRKERS |

(Path length

constraint)

(A=A “ o047 F240)

S e A5 P R A F 7 ¥ Gl & Toans
(Extended key usage)
IERHEE RS R R IF R AR = IEFHUEIE S50 K sUURL] D
(CRL distribution point)

1.3.6.1.4.1.11129.2.4.2

EF5 %8 2 I A1 2k

DUR yiE T H R 4kE+H” Hongkong Post e-Cert EV SSL CA 3 - 17" & HAHVIEIAIEEEFIEH (SRR

) -
AL | EAIANE
FRAHERS (Standard fields)
R 2 (Version) X.509 V3
5 (Serial number) e Rt [ N = o ey o VA ToF = e A i L - |
ZEH AT (Signature sha256RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert EV SSL CA 3 - 17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BRI (Validity period) | AEF Mot |[HFEHEMEBUR S B FUTC B[]
before)
AIBF Not  |[HFUEIBBUR SR E FIUTC Ha)]
after)

AVEMSEUE TR (RIS ) AEE AL AE N

202547 H 15 H

PRSI, 1.3.6.1.4.1.16030.1.7.24
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AL R | EMNE
PR (Standard fields)
ERLZFK (Subject name) cn=[fAIARAS ZFR] (B

o=[BIL AN BFR] (W2

Object Identifier (2.5.4.9) =[fiEiht]

1=Hong Kong

s=Hong kong

c=HK

Object Identifier (2.5.4.5) = [EMFEMERS]

Object Identifier (2.5.4.15) =053, Bl FA AN /7 BUR STAE” /7 Rl
SAR” /7 AR SR ] (10D

Object Identifier (1.3.6.1.4.1.311.60.2.1.3)=HK

EEAFFEILRTER (Subject public key

HURA (Algorithm ID): RSA

info) ANTFERGRL (Public key): ZFHEREK FE 204847 78
KRB ARAILZFR Issuer unique identifier) | 1#
BiE NIRFIZFR (Subject unique KA
identifier)
FRAELE(HAZ AT (Standard extension) (FHE3)
HLAME B35 1 (Authority [BEVEMLIRRH | [ & A TFESS URL]
Information Access) A (Certification

Authority

Issuer)

L EIEFRE | (28 FAEIRASNZ URL] ik 9

ERML

(OCSP)
VLI EERG R IR 42 K UR HNUES 1 AR B RE BRI AT ]
(Authority Key Identifier)
AL AE 8 (Key L2 E, LRI
usage)

Qi =y IS5 S =)
IEHBUR (Certificate Policy Identifier = 2.23.140.1.1 (Bt 13D
policy)
Policy Identifier = [#4 IR AES] (o 4>
Policy Identifier = 1.3.6.1.4.1.4146.1.1 (HzE10

EF48 (Subject DNS [(FARLFHRAZFAREEZFR] + [0 £ 49] [FSMaAMRIEZFR] (e
alternative name)

fc822 AL
RHEAHSZ (ssuer FAFEH
alternative name)
FARRHI (Basic BNkl I SR
constraints) (Subject type)

BB BRI [

(Path length

constraint)

(HRRR “oR4E” R2AD

FE{d 5 AL AL A FH vk fe] AR A% 56 Uk
(Extended key usage)

AVEMSEUE TR (RIS ) AEE AL AE N

202547 H 15 H

PRSI, 1.3.6.1.4.1.16030.1.7.24
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e | EAINE

PR (Standard fields)

IERHEERSTR A Ir R IFR = [IE B REETE B0 K S URL] (8>
(CRL distribution point)

1.3.6.1.4.1.11129.2.4.2 E P2 2

B -
L.

10.

11.
12.

13.
14.

BAC ANMIA I 2 A7) IR 28 44 F% CELFE1a) IR 28 1) X 4544 FR (Domain Name) ) o BRIESC (IR 2% 42 FR 41, 1857 4% 1SO /1EC 10646
FR RIS 1 SRR S B RR R . IR (RIIRES) “IBARR " BRI IRAS 4 R 1 52 B 2 33 42 FR 1) 8 A 1 3 43 i 20
NIBECTE (BPES “*”, FONIBRAFERM), J8RIER A T2 AW FTIRA 10 F— 1804 8L IR 4 1 r g (Al iR A 42
M, BN *.eCert.gov.hk, *.subdomain.eCert.gov.hko

R (AIRSES) PATESCRAT, WURAZRRONTE S ald S, HF B FIE 5 78 B s A% SR AL A &) e 2R L
¥, AT E R B IR LB R CAF AR N ARG 5, MHZA & 9S4 FR0 R e H
TIEBWN. ST RAE AT LA AT HiER TR, SRRET AT LHRIAT, P CAF LR BRTE
RN (WAZIEE RS 3.1.1.3 %) Do A, FUASTAET ARG DA R A RIMAES Box. BRIES
B, BMFTE RSN “JE8t”,

BRAE R AMNE, BT bRAEE A YN “FE8E”  (Non-Critical) ZEAHAE AL

AR VLR AUE T A4 IR RS (Object Identifier, OID). J% T AN IR IR ARG, ES I 1.2 4%,

HFIET (AARSS “ERM " MEANLEE ARSI LR, — MNNERTEEERLIRN Z GRS ZFR, Heik
FIR IR e 22 13 i A LA (RIS “*”, FONIBRCFF ), B — NN AR SR A R #s 2 AR (1
: *eCert.gov.hk & eCert.gov.hk)o. FRIECAlHgs ZFRAL, 28w H 1SO / IEC 10646 it 15 1 o S Aal i s 4 7K
AR (RIIRSS) “ IR " 2 EARR A G52 E 50 MaREs A FR, 55— BoRIE EAR A2 TR B R IR 8 45K
Feal G 0 & 49 MOAMARBE LR . BRI ERA (WES ) ZfARBLHREASWER . BRI FARES
AN, B 1SO / IEC 10646 H4mhD i SCAR R 2% 4 FR 745

Xt F | 4k GF 45 "Hongkong Post e-Cert SSL CA 3 - 17" K HHWE T, IEPWMEE R K S URL N
http://crlL.eCert.gov.hk/crl/eCertSCA3-17CRL1.crl, M5 4KAIE 5" "Hongkong Post e-Cert SSL CA 3 - 17" AT & H Y [ HEARAE 5
HTE R o

it F H P 4K 30F 45 “Hongkong Post e—Cert EV SSL CA 3 - 17T RHMIUER, FPRETE RS KA URL N
http://crll.eCert.gov.hk/crl/eCertESCA3-17CRL1.crl » Bt 4kiE+ "Hongkong Post e-Cert EV SSL CA 3 - 17"Fr i iy [ %
PRAE P IRESE H .

28 PR DIRA B IR 208 B A IR 2§ # URL A http://ocspl.eCert.gov.hk

AREGAELNTFHRE Rz — "RAN" "BURFSAR” RS B HER R SR, BT S IE AU R SR
FIEME SSL EF5 I AIAH 5 2% 3K

HT TP ARIE B2 A IE P AT S ASHEI . AZUEHLIS/ B Ve 4R TR HE LR ER AT GlobalSign MEHSBUR .

BEAERL AN T ARZAEN LR A S R IZ AR 065, F T AR RIS AZAE AL 5%/ Y 2% 18 35 2 2R EOR A H FIE 5 4 AR IR
A,

HAEA I T AZAELIE /B 0 22 10 10 SEARAIE SSL 3iE F o ] (14 R A, FH T ARiRiE .
BERAAHR N T 3k GlobalSign #2ALZ GlobalSign ¥EiRHIFS, TR K KIEBRF 4 GlobalSign EHEH
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http://crl1.ecert.gov.hk/crl/eCertSCA3-17CRL1.crl
http://ocsp1.ecert.gov.hk/

MR C
B3R C - P HRIBUUE 5 % H.(CRL) K& MR B BRI 448 B2 (ARL)

A3 C IR 3% A 48 1E 15 "Hongkong Post e-Cert SSL CA 3 - 17" "Hongkong Post e-Cert EV SSL CA 3 - 17"
R R RS R, R EARJEIE B "Hongkong Post Root CA 3"FIT & H IR 52 AUIRUER 15 B0 1) B8 38 I A AT 22 HERN
g

T s MR B R = VR8T B AR BIE TS i B0 CRE BT TR A& ds R 8] 09:15+ 14:15 K& 19:00 (BIAE#RJE VG TR
[GMT & UTC] B 18] 01:15.06:15 K 11:000) 5 UEF5FUES 15 B8 A5 MR Hm A A% 104 b vk D0 g 850408 1 B 70 5 1) 38

a) [BEAAE RSB R Full CRL) &5 5 5 B ZKiIE 45 "Hongkong Post e-Cert SSL CA 3 - 17" A "Hongkong
Post e-Cert EV SSL CA 3 - 17"Fr & I AT EUEHE B BERl . A mT 2051 T R iR A7 1k (URL)SREL [ BEAKAE
PRy

i, H A 4K E 5 "Hongkong Post e-Cert SSL CA 3 - 17"l & H HOAE 15
http://crll.eCert.gov.hk/crl/eCertSCA3-17CRL1.crl B
Idap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert SSL CA 3 - 17 CRL1, o=Hongkong Post, c=HK)

i P 4EE P Hongkong Post e-Cert EV SSL CA 3 - 17"Fi R HHIESS
http://crll.eCert.gov.hk/crl/eCertESCA3-17CRL1 .crl B,
ldap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert EV SSL CA 3 - 17 CRL1, o=Hongkong Post,
c=HK)

AR RIE R TE RS CREHIE BRI BUR, AT TIERR TEBHEEE $0 % 5] (CRL distribution points)
FEOL P BT A7 3iE(URL) 3R BURH 5 RO AIE 5 S8 175

EIEH GO N, BB TEHNEE, YO R E B REE R A . EARTULKEA 75 Z 1S
T, s IS AT AN AE S A3 0 B S0 E P R I R TR S A A T Y . FISHREE SR R A AMESR
BRBAAEFR T, TEEISEM I http://www.eCert.oov.hk/ A A #h FEIE P IRUEHTE #..

A HE WS 2 BB S A AT SRR TS B, TR B N BCH AU I TP AR (RIS SGIE) BRI IELZ
REEEAE LT UCHE T H IR BT 7 B SR B A o SRR R SRR IS AT T A L E T R

i FHARVEIE 5 "Hongkong Post Root CA 3"FT & H FIEF:
http://crl1.eCert.gov.hk/crl/RootCA3ARL.crl 8%
Idap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 3, o=Hongkong Post, c=HK)

(D HEH4kiEH"Hongkong Post e-Cert SSL CA 3-17"#R 34 ] /2 H I UE S4B 18 S % -

FRHERSAL (Standard fields) | FAEHE (Sub-fields) |[VEIHEESTE BALAL N A EZ1E

RRAs (Version) V2 DA R AIE PR TS B 2
WA X.509 28 —hi

KB HIRF (Signature Sha256RSA RS R LSS B H s i

algorithm ID) B LR AR S
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http://crl1.ecert.gov.hk/crl/eCertSCA3-17CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertESCA3-17CRL1.crl
http://www.ecert.gov.hk/
http://crl1.ecert.gov.hk/crl/RootCA3ARL.crl

(Revocation date)

FRHERZAL (Standard fields) | FAEAL (Sub-fields) |MEFHHAETE HAZALNE H1E
KA (Issuer name) cn=Hongkong Post e-Cert SSL CA 3 - 17, |MA2 B RE 5 K & HIE B4
o=Hongkong Post, T H AN
1=Hong Kong,
s=Hong Kong,
c=HK
HIRFEHT (This update) [UTC &) BEAE B R ASE T E R
HH B G IREEHD
TREH (Next update) [UTC Fi ] FOR T UGIE P4 i ok T 2
NI H B BT H (R IRE
o, mMASTERMHAZE
K o AR AZAE A ML HE U 5
JE, UETh RS T B2 B H BT
JRH
HHHET Revoked A FPIES (User GEBFE] AL A Y E RS I E
certificates) certificate) 5
#BEH [UTC FF ] IEA 7 SRR VI 5 AR I )

IEREEEE R EREMAEAL (CRL entry extensions)

R EARY (Reason

code)

[Ej;iCiEp 0 MG L))

CffE 1D

FRUEFEMIAAT. (Standard extension)  (HfE 3)

MR RERL R H2RR (%5 R ML TIE PR v B 2 A 4RIE T3 0 32

(Authority Key Identifier) P BRI AT

IE-BREEE R 51 (CRL [HAZIE RS04 ] A SR TR UE 5 4B 7 B 1
number) T, s LU

(D E P 4kIE " "Hongkong Post e-Cert EV SSL CA 3-17"#3 48 A< M| /& H HIIE P55 1 Bps -

(Revocation date)

FRUEREAL (Standard fields) | FAEHL (Sub-fields) [VEFHBUESTE BALSAL N 2 ZiE
RRAS (Version) v2 B B IRUE PR s
WA X.509 28 ki
KB EIRF (Signature Sha256RSA DRSS DL B P i
algorithm ID) B BRI IR D
KHA (Issuer name) cn=Hongkong Post e-Cert EV SSL CA 3 - |42 SR8 % & HHiE 48
17, TH RN
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BEREF (This update) [UTC )] SRS B R ASIE T i B R
HH B G2 IREH
TIREH (Next update) [UTC I}a)) Fon R UGE PRS2l T 8
N H s Bk (R IR
B, MASTERWHEZE
Rt o HRAEAZAE VR Y v I 50
52, EPHRESTE R H
KR
WD Revoked A PES (User GEF 7S] BEAEH H ARG T FE T
certificates) certificate) =
HEBEH [UTC Fa]] PR SRS TIE 5 A )

UEFHEAS T B BB SE A2 AL (CRL entry extensions)

JREHEMRFY (Reason

code)

(U EE R iR )

(e D

AU IRECE TR (fAl s ) AZAEAE b vE

202547 H 15 H
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FRAERZAL (Standard fields) | TAEAL (Sub-fields) EFBMBIHERMAL &%

FRUEFEF2AL (Standard extension) (Kt 3

PR RLRL IR A 2 7R (28 % BEAIE Pofpi v 2 2 vh 4kAE R £

(Authority Key Identifier) 1R AR TR TT

IE S #E R 555 (CRL [HAZIE &R G5~ 4] SR B IE P RO T R 4
number) T, %gs LU AR

() ERIRIEF"Hongkong Post Root CA 3"#R4E A< #E M| /2 B3 AU A 3 s =X -

FHER2AL (Standard fields) | FASAL (Sub-fields) |FEAUBESHE RPN A g S e

WA (Version) v2 SO BRI B I A )
WA X.509 5 R

2B B AR5 (Signature Sha256RSA A B H DL B AU TS

algorithm ID) I EERR Y

KH N (Issuer name)

cn=Hongkong Post Root CA 3
o=Hongkong Post,

A R R8T R SRR
R IR a|

number)

1=Hong Kong,
s=Hong Kong
c=HK
W6 X B HT (This update) [UTC B &) B B R AR BRI B R
HH U G2 HD
T REEHT (Next update) [UTC Fa)] TR T IR PO TS B T 2
AN E I BT (R IR
oy, MASTERMBEIAZE
K o AR AZAE R ML HE U A
SE, FEBUHESTE R
JORH
FAE T (Revoked FHPAER (User LEPFS] A A EREIE B RRER
certificates) certificate) 5
HEsH [UTC K] SO S TR AR UE T AR R 1)
(Revocation date)
WEP A S B R E R A7 (CRL entry extensions)
JRIAAS (Reason | [4ueS BE HH R AL (B 2)
code)
FRUELE (A AT (Standard extension) (i 3)
WL 2R R 1R 31 44 [ R ML H A 17 P AR JEIE T )
(Authority Key Identifier) PR T AR TR AT
IEBHEHE 2519 (CRL A RS SR BRI i S 4

5, EgT LU P

ipEs

L AXRETIER (ARES) RIEMATERFIES (RIS PR REE 5,  HUES R B soR e
AT A AT SR 2 R R 5

—_
1l

e Ekjr

fith ik
s
£

iy
LIbEIE,

LR,

9 = RERLHAHH

3 = BRAEHE,

4 = IEFHHHAL,

B, AUE PRI B TR A LA 2 65 B B i1

AU IRECE TR (fAl s ) AZAEAE b vE

202547 H 15 H
YIRS 1.3.6.1.4

.1.16030.1.7.24
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A RARYFAUEAS e AR5 BRI TE 5, SRS SGIEFS,  HAE-P OIS B 50 RHE A= AL 208 35 BAR
Forpr— AN B IR A5

0 = &AFH, 1 = HBEERIMNE, 2 = BIUENOCE RSN, 3 = BRREH,
4 = IEBHHEA, 5 = KIEE

|

5

FrRAR A U, BN RALEREBOE N “ AR
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KR D
B3 D - BFISHEELR LiE AR A R (OCSP Response) i

AT D R R EFH ML IR AR 2 (OCSP Response) #4248

R ARAT AN PUT BRI Z LIRSS A2 B NAESS, Al O R — A Rk
TRARRL 2] e 5 ARVERIE 15 CA Sz P QR UEHREAT 4 AR IRESE I LI 252

RIFUES:
EH EAALTR (CN) 2 EAEH RSB RALNEE NEF EELR (CN)
“Hongkong Post Root CA 3” “Hongkong Post Root CA 3 OCSP Responder”
HgRUE 5
EHEAKAZFR (CN) £ _EIE RSB RAAZENEFHEELFR (CN)
“Hongkong Post e-Cert SSL CA 3 - 17" “Hongkong Post e-Cert SSL CA 3 - 17 OCSP Responder”
“Hongkong Post e-Cert EV SSL CA 3 - 17" “Hongkong Post e-Cert EV SSL CA 3 - 17 OCSP Responder”

FRUELLAh, e FAEPRIREIE T S Rl ik 28 3R 0 L 17— NE— RO AH RS OID “1.3.6.1.4.1.16030.1.6”
88 T2 B RESIE IR A28 NAEB R “UEBBOE” A7, MR D MfE =47, Rt FiEIR
AL %

A S MR E AR5 IR A TN L) N 3 R A R SCHRF AR A 28 AR AR RS N B 28R . — NI ) 2k e A5 IRAS

L EE B DL R
FRERSAL FAEAL(Sub- FHEAL(Sub-  |[BEALARE £
(Standard Fields) |fields) fields)
A B FR A (Version) vl (0x0)
(Response data) | B2 fal [R2$ K0 by key FE#RS | [N IRZE 1A &L SHA-1 F4i5
Responder ID 4 18]
Produced At 774 [Generalized B8] DU 22538 I ] (GMT+0).
ﬂ:
Sequence of Single Response H-— B & 751
Single Response  |Certificate ID | [ZESRFEH R 44 FK] FEORPRETIRA AR
BN IEA5 R o JRBREN
o R ATHRLIIIIE
Il
o RHAAMMIEEE
o PSS
ISR [ERRRES] B W (AR, B
(Certificate (8] (GMT-+0) A1 38 EH IR R AR RS
status) E 1, 2)) BUORS
AR B This [[Generalized i 7]] IE IERRIR A BB H 410
update B 18] (GMT+0).
TR Hr Next |[Generalized B [8]] BE IR S IRAS B H AN TR
update (GMTH0).
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PR AL TAEAL(Sub- FHPL(Sub-  |[REALAE £E

(Standard Fields) |fields) fields)

2B 5 AR sha256RSA FH 2538 8 25 1 B3
(Signature

algorithm ID)

% (Signature) (B E 50 N2 4

HEP (Certificate) (87 25 1) R 2% 25 28 NAIE 15 F 2500 ] | o7 28 1) R 28 1 2828 NAIE 1
B -

L ARETIUE (RS ASEMAER FIES (RS K2 EIEIRERNE, HAEFRESEA T 5
U B R A

= AFEH, 1=
Kibgia, 9

R AR

TGRS, 3 =

BRARAH, 4 = IEHHEUL,

2. ARMRITES K AE 2 FAEFIRES N, QR GESS, HAERESAE AL 2 5 DR Herb — M

T

IILE
0 = &AFH, 1 = HHREEIMN,
4 = IEBHHAL 5 = &ibEiZ

2 = BAENLRBE RSN, 3 = BRRAHE,

AU IRECE TR (fAl s ) AZAEAE b vE

202547 H 15 H
PR

1.3.6.1.4.1.16030.1.7.24

&Iongkongfbste-(:ert
FHRBREFHE
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W= E
MR E- FWMBCEES - REWHE

1) HETFEBGE RS KEMFNERTER (FRES

BHE HEPIER (ERES) EEIAEERTFER (EREE)

BiDN B E R AT X BUR 2 R A B 2 WK . 3 v A ] 2 A i B vt
R AT EX B ECE R . 851135

ERFAN TEARIN

15 PR & HK$200,000

AT R

(s gy T 2048 £i7.7C RSA

KE

R R N s

PRk

X ga [P FR(Domain Name) AU K HIRIZAL fZ VA EEFAE ~ SR FFENE BFEAE
RE G5 BEITE MRS RS %

RS Tt 258 o K o

ERREE [« il HEEK o B NATR. EE I 55 2]

BT AKIEE (= B0 AN RS SRR e SRR LN (v B0 AN 2 1 RS 4 R S 1 6 Ak 3 44

e Bt 2 A M AR 28 44 Bt 2 A R4 44 5

ggwﬁa WAL (A4 0.1 %

WA B —F

ORAAEVE AN 4.6.1 & 6.3.2 %)
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W= F
B3R F - BB FERBEZRCHl 2 8 GEA KR

P ASAZUE AR b E U A2 2 TS, A i RO TAE P I 4R 2 AE B ALK
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R G
i G - TR FIERRS - BERTHEFERAFTZ AT ARLE CGEERE

HI A UE A Ml 1 U A2 H RS, b SRR AR L T 355 A AR B UE A5 AR 55 0 e 46 38 -2 328 WL 77 9547
IRAF AR &L HIR
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B3R H - BIENL AR IEIEF i 300

W= H

2%
mH

B RSB SAREIE 475

AR

=E

1 Hongkong Post Root CA 3

0176 AH3H =
20426 H3 H

IEARIFIEF T 2017 4 6 H 3 HEEHE
K ARIES -

EEETHE LR (Subject DN)

C=HK, ST=Hong Kong, L=Hong Kong, O=Hongkong Post, CN=Hongkong Post Root CA 3

SHA-1 Thumbprint

58A2DOEC2052815BC1F3F86402244EC28E024B02

2 Hongkong Post e-Cert SSL CA 3 -
17

WITHE6HAIH=E
20326 A3 H

LRI E 2019 627 B 1 HE 2025
F4 A 30 HEH e (FEkEE) -

ERTHLHE (Subject DN)

C=HK, ST=Hong Kong, L=Hong Kong, O=Hongkong Post, CN=Hongkong Post e-Cert SSL CA 3 - 17

SHA-1 Thumbprint

927978 71DC6AOBOEE1417BB657D7EDOFCOFY7SEB

3 Hongkong Post e-Cert EV SSL CA 3 -
17

017F6 H3H =
203246 A3 H

FEHYRIEFE 2022 4 1 H 21 H & 2025
4 H 30 HAHZEMIAERTIES
(falfas) -

EEREHEZFE (Subject DN)

C=HK, ST=Hong Kong, L=Hong Kong, O=Hongkong Post, CN=Hongkong Post e-Cert EV SSL CA 3 - 17

SHA-1 Thumbprint

6CA9BB1B3BAEF67D6D5414132ATEFB212836639E

4 Hongkong Post e-Cert SSL CA 3 -
17

20253 H20H =
20326 H3 H

SR RAIE S FRARIJRIE T “Hongkong Post
Root CA 3" FEZERSRE S ¥ B &
Ho 202545 A 1 HigEFBA H
HFIER (EfRES) -

FERELHAHE (Subject DN)

C=HK, ST=Hong Kong, L=Hong Kong, O=Hongkong Post, CN=Hongkong Post e-Cert SSL CA 3 - 17

SHA-1 Thumbprint

D0994C394B1E9D7226B566F23FASEE40EEBCFE26

5 Hongkong Post e-Cert EV SSL CA 3 -
17

20253 H20H &
20326 H3 H

[ 4EE S AR JEIE S “Hongkong Post
Root CA 3" FEZRSRE S ¥ EH &
Ho 202545 A 1 HigEHBA H
FEIAE TR (EIRES) »

FERELHAHE (Subject DN)

C=HK, ST=Hong Kong, L=Hong Kong, O=Hongkong Post, CN=Hongkong Post e-Cert EV SSL CA 3 - 17

SHA-1 Thumbprint

AF528DA49013C02048ACES1033646B042B7C6185
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PRSI, 1.3.6.1.4.1.16030.1.7.24

79

3.!‘1'cmg.(’cmg Poste-Cert
FHRBREFHE




6 | Hongkong Post Root CA 3 202F 11 H16 HE
202093 H 18 H

AT AR5 GlobalSign AR IEF

“GlobalSign Root CA - R3” & » DI

LM EAEMPERRJEIES CA 3 2
“GlobalSign Root CA - R3”  FRJFEIE+

ZBIFMEH5R % - A5 GlobalSign iEH

BERIER - 1BS0 -

https://www.globalsign.com/en/repository ©

EEREHEZFE (Subject DN)

C=HK, ST=Hong Kong, L=Hong Kong, O=Hongkong Post, CN=Hongkong Post Root CA 3

SHA-1 Thumbprint
AFOF1F7AFBD02E3DDE39BD0B646CF97B7D122408
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