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A. Guidelines for e-Cert (Server) Applicant

After receipt and approval of an e-Cert (Server) application, Hongkong Post Certification
Authority will send an e-mail with subject “Submission of Certificate Signing Request
(CSR)” to request the Authorized Representative to submit the CSR at the Hongkong
Post CA web site.

This user guide is for reference by applicants of e-Cert (Server) in generating their
key pair and Certificate Signing Request (CSR) using Apache Web Server. The CSR
containing the public key will then be submitted to Hongkong Post Certification
Authority for certificate signing.

If you lose the private key after the certificate is issued, you will be unable to install

or use the certificate. Therefore, it is strongly recommended that you should backup
the private key before the submission of the Certificate Signing Request (CSR).
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B. Generating Certificate Signing Request (CSR)

1. This user guide uses the utility “openssl” that comes with the OpenSSL
package as an example to generate the key pair and Certificate Signing
Request (CSR). Since the directory path of the utility differs from one
server to another, applicants should therefore refer to their server
documentation for details.

Type the following command at the prompt to generate a 2048-bit RSA
private key (myserver.key) encrypted in Triple-DES (3DES). You will be
prompted to enter and confirm a password.

Note: Bit length smaller than 2048 may not be strong enough, while greater
than 2048 may be incompatible with certain web browsers. It is
recommended the bit length of the encryption key to be 2048 in order to
support better security strength.

Note: It is very important that you remember this password. You are required
to provide this password when you start your Apache server.

openssl genrsa —des3 —-out myserver.key 2048

2. Type the following command at the prompt to generate the Certificate
Signing Request (CSR) (myserver.csr) using the private key (myserver.key)
generated above. You will be prompted for the password.

openssl req —new —key myserver.key —out myserver.csr

Enter the following information when prompted for the following X.509
attributes of the certificate:

Attribute Description Example
Country Specify “HK” HK
State or Province Specify “Hong Kong” Hong Kong
Locality Specify “Hong Kong” Hong Kong
Organization Specify organizationname = My Organization
Organizational Unit | Hit <Enter> to leave blank
Common Name Specify server name WWW.myserver.com
Email Address Hit <Enter> to leave blank
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You will be prompted for extra attributes (i.e. challenge password and
optional company name). Hit <Enter> to leave these attributes blank.

Note: Please make sure that the correct server name is entered in the
“Common Name ” field and “HK” in the “Country Name” field.

Note: For application of e-Cert (Server) with “Multi-domain” feature
or EV e-Cert (Server) with “Multi-domain” feature, please input the
“Common Name” field with “Server name used as Subject Name in the
Certificate” being filled in the application form. It is not necessary to
specify any “Additional Server Name(s)” in the Subject Alternative
Name of the CSR to be generated. It will be assigned by the Hongkong
Post CA system automatically based on the information applied in the
application form when the certificate is issued.

For application of e-Cert (Server) with ""Wildcard"" feature, please input the
“Common Name” field with "Server Name with Wildcard" (including the
wildcard component, i.e. the asterisk *’, in the left-most component of the
server name), e.g. *.myserver.com, being filled in the application form.
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Note: To generate Certificate Signing Request (CSR) with Chinese Domain
Name, use IDN conversion tool to convert Chinese Domain Name into ASCI|I
characters and input the converted name in the “Common Name” field.

Before Conversion After Conversion
www. 311 7] il 5 .com Www.xn--3pqw8o2pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]:
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pqw8o2pk43espw.com
Emall Adaress |[]:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:
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C. Submitting Certificate Signing Request (CSR)

1. Click on the hyperlink in the e-mail with subject “Submission of Certificate
Signing Request (CSR)” sent from Hongkong Post Certification Authority to
access the Hongkong Post CA web site.

(=B s Submission of Certificate Signing Request (CSR) - Message (HTML) 2 ® - 0O X
MESSAGE

I~ EReply E1  [W whereabouts Vi G- S MarkUnread & a’%} b Q @
BaReplyAll G5~ |&3 To Manager - B B Categorize~ - ~
& - Delete B Ermail =| Move Chinese  Translate Zoom Insights
® € Forward B~ A Eral *I LT EP- P FollowUpr  Conversion - B v
Delete Respond Quick Steps [ Move Tags [ Editing Zoom A
Tue 25Jun-19 10:29 AM

CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)

To M Yeung Cheng
(If you are not able to read this e-mail in Chinese, please select "View" on the toolbar and change the Character Coding to "Unicode, UTE-
§")
XX.XX.2019
Dear XXXXXX,

Submission of Certificate Signing Request (CSR)

We are pleased to inform you that your application / renewal application for Hongkong Post e-Cert (Server) certificate has been approved.
The PIN Envelope has been passed to you by hand at the juncture of submission of the application, or delivered to you by registered mail

You may then use the PIN Enveloge to submit the Certificate Siﬁﬁﬁ Reauest ECSRi to us for further gocessinﬁ at
)

https://www.eCert.gov. / 7l lish /EB&certC:

)
[case note the procedures 10f SUDMISSION O icate Signmg Reques! or & erver) wil card’ Teature or Multi-
domain" feature are the same as submission of CSR for e-Cert (Server). Please only submit the Server Name with "Wildcard" or Server name
use as Subject Name in the Certificate as in application for certifi i ingly. For more details about submission of CSR,

please refer to e-Cert (Server) User Guide. -

Please note that starting from 1 July 2019, Sub CA “Hongkong Post e-Cert SSL CA 3 — 17" of Root CA3 will be used for the issuance of all
types of e-Cert (Server) (including e-Cert (Server), e-Cert (Server) with "Wildcard" feature and e-Cert (Server) with "Multi-domain" feature).

Please install this new Root CA and Sub CA certificate in your server before the installation of e-Cert (Server). For more details, please refer

to e-Cert (Server) User Guide.

2. Type the “Server Name”, the “Reference Number” (9-digit) as shown on the cover
of the PIN Envelope and the “e-Cert PIN” (16-digit) as shown inside the PIN
Envelope, and then click “Submit”.

aff)frgk()ﬂ'gf’(lh‘e-cerl The solution for e-Security
SHBHRTTHE

FEE®

- Submission of Certificate Signing Request (CSR) - e-Cert (Server)
AA

The personal data you provided in this form will be used by Hongkong Post and its operator of e-Cert senvices for provision of e-Cert
semvices to you. Information we collected about you will not be disclosed by us to any other party in a form that would identify you
i@ unless it is permitted or authorise_d hy law. It is volum_ary for you to supply to us_your_personal data. Failure to provide related data may
CERTIZEN affect the processing of your application. You have a right of access and correction with respect to personal data under the Personal
cxtienen Data (Privacy) Crdinance. Your right of access includes the right to obtain a copy of your personal data provided in this form. If you
. E wish to do so, please send your request by mail to Kowloon East Post Office Box No. 68777, by e-mail to enquiry@eCert.govhk or by
fax to 2775 9130.

Server Name : [www ZETFRR . .com h

e-Cert PIN Envelope information :
Reference Number : :0185302?2
(Shown on the cover of the PIN Envelope, 9-digit)

e-Cert PIN - |sessssssssnnnnne

(No need to input the space within the 16-digit PIN}

/ Submit Clear
/
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3. Click “Confirm” to confirm the application information. (If the information is
incorrect, please contact Hongkong Post Certification Authority by email to
enquiry@eCert.gov.hk.)

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Subscriber Details

Server Name : www. my-organisation com
Additional Server Name(s) : www. FEYE S .com
Number of Additional Server(s) : 1

Organisation Name : My Organisation

Branch Name :

Business Registration No. : 1234567812312121
CRICI: 12345678

Others :

ion of the certificate to be

Type of Certificate : e-Cent (Server) with "Multi-domain" Feature
Certil ig Hash i : SHA-256
Validity Period : 2 Year(s)

This page is to confirm the application data. If the above information is correct, please click "Confirm" to proceed
You may opt to get the e-Cert (Server) containing the organisation name and branch name in *Chinese by clicking "Confirm Opt with Chinese" button to proceed

Confirm Reject Back  Confirm Opt with Chinese
*For Chinese domain application, please make sure the Chinese characters are correct

Note: If English and Chinese organisation name and/or branch name have
been provided at the application form, in order to generate e-Cert (Server)
with Chinese organisation name at Subject O field, click the button
"Confirm Opt with Chinese" to proceed.
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4. Open the Certificate Signing Request (CSR) that you previously generated in Part
B Step 2 with a text editor (e.g. Notepad) and copy the entire content including the
lines "-----BEGIN NEW CERTIFICATE REQUEST-----" and "-----END NEW

File Edit Format Wiew Help
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5. Paste the content to the text box, and then click “Submit”.

o
< Honghong Poste-Cert
HEEBHTTEE

The solution for

aAA Welcome to generate e-Cert
e-Cert (Server)

Please note that with effect from 1 December 2012, e Cert (Server) will be issued only with 2048-bit RSA key
length. Only Certificate Signing Request (CSR) with 2048-bit RSA key length will be accepted. For details,
please refer to the relevant announcement.

Please paste the Certificate Signing Request CSR (base64 encoded PKC5#10) to the following box and press
"Submit” to generate certificate.

1
|
|
|
|

&)
(5]
(g
8]
=
o
[
&
5
=)
&
g
=]
(5]
8
t
=]
|
|
|
|
i
I

MIICuDCCRaACAQAWCZELMAKGAIUEBRMCSESXEJAQBgNVBAQTCURVbRCgSZOuZZES
MBAGARIUEBXMJISGOuZyBLbZ SnMSEwHWYDVQOREXhJbnR1coms 1dCBXaWRnaXRzIFB0
e5BMdGOxGTAXBgNVBAMIEHd3dy5teXN1lenZlcisjbZ0wggEiMAOGCSgGSIb3DOER
AQUAR4IBDwAWGQEKA0IBAQDWOrGIPJGkghXdWnuWe rAMwdfkLSdJogXzM105zqm/
CTWCOWVIQ10PJfFHbe+0ime IKiNS7a9+1TKVOLg3GVEWSY/ ILg0+idKW3KeBXssR
LX8+pirXC/e/rwLGASNVJIACIXVS082K02Bmz jrgkBt zpVE/hZpppd FYEWnRYHt8R |=
HxcaEmxsucrg/8NfEwWFBVME/pVDINGCbizklz885aDCZPClcZ6XjcgUoWKkE+WGN+
T£Im9XnzIrgKPVEDAXT7/TxtsOThXK1PIa61YORROASmZhascfkwUEcz0TpeKx2zd
LYwPR1FvezId8SEPIYS5J4pJvBnODF71EVCc30Fl8wgf 6 PAQMBAAGOADANBokghkiG
SwOBAQUFAROCRQEAS/XNrOmYEccXoRUSPNkO1MjkIbhOga78R64pY L 3QZD+¥Tsav
s0bMgHePvksFRmtsM0zZ51XSb0I0gzkajTEzTsTuS3pevSVWhRIe+bp2+UHSACT T
4hNPO+Dwub¥smZmIPByppbGVWEwi FCMPUGxzXouhhNcoZOEKKjNnwhh5s9rcnc3cV —
2epNrEtDH1HBPZrJoSTNpW4UA32drGD/ dunlNY£1HUKWIZ 7351 7T inmnMNEQTQv5s
nlc/MQE63PXxLuGJTrZpclIVeZpSFuwSzvEXBWxG515z7thglkegS3pFa+2ghEVshe (v

6. Click “Accept” to confirm acceptance of the certificate.

>
< Hongkong Poste-Cert
FEBRTTHE

The solution for e-Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The following is the information of this certificate:-

@ Subscriber Details
C.E'?T'Z_E_',“ Server Name : www_ TRy {lE 7 .com
Organization Name : My Organization
Branch Name :
Business Registraction No. : 1234567890123456
CRICI: 12345678
Others :

The following is the system generated information

Subscriber Reference Number : 0000919783

Type of Certificate : Hongkong Post e-Cert (Server)

Issued by : Hongkong Post e-Cert SSL CA3 - 17

Certificate Serial Number : 5a 8567 23 1ef3 1a 42 b9 44 79 2d 67 32 ce 47 7d 82 03 32
Certificate Signature Hash Algorithm :  SHA-256

Validity Period : 01/07/2019 —01/07/2020

Please click "Accept" to confirm acceptance of this certificate. Otherwise, please click "Reject" and state the
reasons for rejecting the certificate.

(Note:- Your personal data collected by Hongkong Post will be used for processing your e-Cert application. You

have the right of access and correction with respect to personal data as provided for in the Personal Data
(Privacy) Ordinance.)

Accept | Reject

2007 © | Important Notices | Privacy Policy
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7. Click to download the Hongkong Post e-Cert (Server)

£

o
o Hongtong Fou e-Con
REEERTER

FEEEAEE

aAA

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

You may now:-

. Download the Hongkong Post CA Root Certificates
. Download the e-Cert (Server) User Guide

---------------

E Download the "Hongkong Post e-Cert (Server)" certificate

Note:

1. Youcan also download your e-Cert (Server) from the Search and Download
Certificate web page.

https://www.ecert.gov.hk/en/sc/index.html

2. For all types of e-Cert (Server):
Install the Sub CA "Hongkong Post e-Cert SSL CA 3 - 17" issued by Root
CAS. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
Install the cross-certificate ""Hongkong Post Root CA 3 (Cross certificate
2022)". Click the following link to download:
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

3. For all types of EV e-Cert (Server):
Install the Sub CA "Hongkong Post e-Cert EV SSL CA 3 - 17" issued by
Root CA3. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca 3-17 pem.crt
Install the cross-certificate ""Hongkong Post Root CA 3 (Cross certificate
2022)". Click the following link to download:
http://www1.ecert.gov.hk/root/root ca_3 x_gsca_r3_pem.crt
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D.

Installing Server Certificate

1.

Copy the private key that you previously generated in Part B Step 1 and the three
certificate files that you downloaded in Part C Step 7 to the following Apache
server directories. (The directory path may vary depending on your system.)

For example:

a) For installation of e-Cert (Server) issued by “Hongkong Post e-Cert SSL CA
3-17”:
/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

b) For installation of EV e-Cert (Server) issued by “Hongkong Post e-Cert EV
SSL CA3-17”:

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ev ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

Change to the Apache server directory containing the certificate files (e.g.
lusr/local/apache/conf/ssl.crt/), and then type the following command at the
prompt to create a certificate chain file (hkpostca.crt) containing the Sub CA
certificate and cross-certificate.

For example:

a) For installation of e-Cert (Server) issued by “Hongkong Post e-Cert SSL CA
3-17”:

cat ecert ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

b) For installation of EV e-Cert (Server) issued by “Hongkong Post e-Cert EV
SSL CA3-17":

cat ecert ev ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

Open the Apache SSL configuration file (e.g. /usr/local/apache/conf/ssl.conf)
with a text editor.

Locate your SSL VirtualHost container, and then modify the following directives
within the virtual host. Please add them if they are not present.
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<VirtualH

# Private Key

SLCertificateKeyFile /usr/local/apache/conf/ssl.key/myserve
# Hongkong Post e-Cert (Server)

SSLCertificateFile /usr/local/apache/conf/ssl.crt/cert000081

# Hongkong Post CA Certificate Chain

SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/hkpos

5. Save the changes and exit the editor.

6. Restart your Apache server using the following commands.

apachectl stop

apachectl start
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