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A. EBTESE (ke HFAES

EFAEERZERREEE ML E T8 (FAlREs) Bk FaERERFES
H ¥ 5 B “Submission of Certificate Signing Request (CSR)” HYEEES » TR JEFTHE
RFEEE B BUZ S RN 4EnEEE =S CSR -

AR FfEE B ERESFEETES (AlEs) HFE AQE Apache 48 H (K
ar AR RO RIS T 28 BOK (CSR)REAI B - a2 LY CSR i gz
AEE LS DA FRE 5 -

W MMERE EH RS RIERFGRL - TR R SERZAEE - NIsRs R
TRRREEHFEER(CSR)FN A E G E Tl -
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B. EABEFHZZER(CSR)

1. AHFfErERZE OpenSSL R {-AuHY “openss!” /A HIFEFE A BL ¥ #HE
RLATRG &2 B 2K (CSR) LMESS - HRMER ARSI A AU H 8k
BB AAE > FTEAHE NESE A S G AR IHEBE S -

IR cTim ALL T fe< @A —{EF Triple-DES (3DES) fiI#Hy 2048
fir7eHY RSA ZHERE (myserver.key) o IERF g R~ A R ERLZ o

SEE NS 2048 (LAY E L BCR BETE PLE SR B SE HA A 2048
7T 7 T BE L B B a5 1 A 7 o e T/ SE 7 2048 (LT HY 5L -
LETTE AL EA TR FEE

LB AR R E B - & B Apache [l 250
GBS (T -

openssl genrsa —-des3 -out myserver.key 2048

2. PR ALLT RS H R ERY R RS RE (myserver. key) 7 £ — (&5
EFHBEK(CSR)(myserver.csr) o AR A ©

openssl req —-new -key myserver.key —-out myserver.csr

EHESHERLUT X500 SHABILR » 38 ADL 20K °

& el e
Country figg A “HK” HK
State or Province 5 A “Hong Kong” Hong Kong
Locality i A “Hong Kong” Hong Kong
Organization PNy My Organization
Organizational Unit & <Enter> p{ZZ
Common Name i A (] Ak as 4 T WWW.Mmyserver.com
Email Address ¥ <Enter> {72

TR g R o A oL@ % (Bl challenge password Kz optional
company name) - % <Enter> B ZE -


http://www.myserver.com/
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JEE s ERTS "Common Name , —#iy A 1 #ERY S50 15 75 5 78 K
"Country Name ;, —##y A "HK -

JEE B HGEEFEE (AR BEKT B Rie E ae 2 (1K
@) "B GF{F "Common Name , —f# - dig A S5 7 15 A T I
T HEE G E TSRS ) H a0 S (mR 55 1
7 | R E TR S AT MaR a5 ) 0 A T E i & E
K(CSR)HFEHIGA » B BEEIZ78 15 AT %ag Zhs + ETRIEH 5
RS 7T & BE B -

LB T (Aka) “#k” 5 1F "Common Name , —/if# -
I A 55 215 Tt YT | B I AT & T as R 55 1 Hany
BE R T (R 255 T iR e 3 1 3 AT A BT T * ) BIE51) -
A% *.myserver.com °
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VL A i 1 XA R s 4 R T & (T ) i 1/ TR AT
FHTEIR TR A XA i #26 ASCN o0, il ] LU S/ —
WP B AR AT E -

R iR
www. 1) fa] Ak 4% .com www.xn--3pqw8o2pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreganizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pqw8o2pk43espw.com
Email Address |[]:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:

H5
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C. ’XEEHEZER(CSR)

1. FHFBE LB HE ST F 55 “Submission of Certificate Signing
Request (CSR)” HYBEERN#% — | HEE4S DU AR 2 7 A B B a8 TR R 1Y
&gk o

HS Ot 4 Submission of Certificate Signing Request (CSR) - Message (HTML) 7 ® - 0 X
gning 9

s

& QReply  EL [ whereabouts Vo @ S¥MarkUnread £ Translate to Simplified Chinese a’%} % q @

X

©aReply All G5+ | |E3 To Manager - B i Categorize  $ Translate to Traditional Chinese .
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Tue 25/6/19 10:29 AM
CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)

To M Yeung Cheng
HENEE: 75
BEXREHRFEK
BEFEXHEBHHETES (ARS) RRANGFEDEME. STEEFHEHERETIRCAAENRIRN, J@BHREM
=5 3 2] i e 4 ;-

https//www .eCert.gov. / b/h 71 &ch I=WEB&certC: =8 I

BUETEE (ARE) "EARR SR (BEREER SBNETEE (ARE) ~ REFEDR SBAR. AT
gﬁgg@;@gﬁﬁﬂg ?ﬁgm&mww ETRETIRAMNARSLHEASHARBNEEN EEEEER - AWET &
1 B, BENETEE (ER2D AFREE.

, B2019 7 1 A, BFRET ARS) HRETET (RN . BTEL (RS "BAR RETRET BRE) " SHR)H
ARIFEE CA3 A hAREE Hongkong Post e-Cert SSL CA 3 - 17" HE. AREETEE (ARK) 8, AEZRUFORERHH
BETAMNARSEL. AMEE BeNETEE (AR APEE.

#2017 5 9 7 B2, FEHHEHIINETRE LS ETRRMMIEERSORE. FRRSHZRFERERNE 1412 4.
, H2019F 27 1 B, BFEE (RS UBRHENRRCAHER . BRANBRAHSTRE (RN, FEHTZRMNE

TRE (@RS (FRERFDRENRSHE FEREE . B nEiETEE (ﬁﬁﬁié%) IR T BNERRRENEATS, BRE
{EEIPIRY 16 6. FEITERIFIRG 16 EISIMFRA LRHETRE RS <A

HA

MEEN, ERE 29216633 HEEE enquiry@eCert.gov.hke
!
ERE RN

2. i A[fEAREs44RE] ~ ETHR S SR Y[ 251 J?as)‘é](hm%l%)&lfﬂﬁ wH (=
BINHY[E T F S (H A8 - AiEHE] -

The solution for e-Security
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3. FH[EXHEZRHFEER o (NFHER AL > sFEEE
enquiry @eCert.gov.hk Fr4E & AT EUZ SRS - )

A TEBRE TR, -ETEE (RS

HEATH

FIRRAE AT - www.my-organisation.com

SR BB AT ¢ www. FERTEHER com

Bithn el BR 2K S i - 1

A8 - My Organisation
FRIES

ABPIBIE | S TRIE -

LEL s H 1234567812312121

SRS/ AREEE 12345678

J0fe S 1SS B S -

F AR SRR SR E

By EFREE (HRE) SE

EEWEMERNE SHA-256

AW - 2

MEFH AR VEH S E - DL E R ER - S [V Ay -
IGRFEHER T REAER P ICRNE-AE - R EED N O X R Est:

WiE | EE EELERE | WZEATX
MOERA P SCRALER - WELTETATFERE TS

JEE BB T E IS LI TR SR
EFPREHE - JIF R IR L A5 R A1 5 Y 8 T2 & (1R
) * IR T -
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4. RXXFmEEEs(BIA0 © sCSA) BT Al E A2 AYRE & % B 2K (CSR)

RS BN A S “----BEGIN NEW CERTIFICATE REQUEST-
" J “~----END NEW CERTIFICATE REQUEST-—" - (fif]£
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5 EHBAMEANE  ARiFE[IEXK] -

The solution for e-Security
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AAA KupMETES
BFEE (ERED

SEE. B202F12A1AK . FREDEEREOSEEROAEBRRER 048 xMEFEE (AERSE) - O
HRSAEBRREH20480uxM FERTTHERR) (Certificate Signing Request, CSR) AFWHZ -
HREECMERMAL -
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e5BMdGOXGTAXBgNVBAMTEHd3dySteXNlcnZlciSibZ0wggEiMAOGCSqQGSIb3DOER
RQUAR4IBDWAWggEKROIBRODWOrGIPJGkghdWnuWe rAMwdfkLSdJogXzM105zgm/
CIWCOWVIOLO0PJfFHbe+0ime IKiNG7a9+1 TKVOLg3GVEWSv/ ILg0+idKW3KeBXssR
LXB+pirXC/e/rwLGRINVIACIXVS082K02Bmzi rgkBtzpVE/ hZipppdFYEWnRYHT8R |=
HxcaEmxsucrg/SNEEWFBVMt/pVDINGCbiZklz885aDCZPClcZ6X] coUoWkE+WGN+
TEImSXnzIrgKPVEDAX T/ Txrs0ThXK1PTa61YQRROASMZhascTkwlEcz0TpeKx2zd
LYwPR1FvezId89EE] Y3J4pdvBnODFT1EVe3QF 8waf 6 PAgMBALGEADANBgkahkiG
9wOBAQUFAROCAQEAS /XNrOmYEccXoRUSPNEC1MikIbhOga78R64pYE3gZD+YTsav
s0bMgHePvksFRmt sMOzZS5iX5b0I0gzka i TEzTsTu53pevdVihRIe+bp2+UHSAO €
4hNPO+DwubYsmZmJPByppbGVWtw) FCMPUGxzXouhhNcoZ0KKjNnwhh5s9rcnc3cV
2epNrEtDH1HBP2rJoSTNpW4UA3 2drGD/duniNY f1HUKWTZ 7] 51 7TTinmmMNEg 7Tqvs
nle/MQE3PKLUGITr2pcl TVe2pSFuwSzvEXBNKGE 1827 thgLkeqS3pFa+2ghEVsht &
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6. i [BER] MERRREZILEEE -

[y TIPSR The solution for e-Security

FEBRBTHE

B "ERBTIEER, - B7EEF (AR

DIFTARNETESEAMER : -
HESHE
FIIRAE &8 - werw FEATERREE com
AN My Organization
SHTIRBPIGTE My Organization Unit
3 1234567890123457
TS 3
HivTE (HEABRECCBEREEE)
HFEASEER: 0001397035
BN Hongkong Post Trial e-Cert (Server)
W Hongkong Post Trial e-Cert SSL CA3 - 17
EEFE: 21d3 47 fb 40 69 89 01 b8 89 67 1d 62 29 30 7 d9 34 16 28
BERERERTA SHA-256
BEEREY: 14/08/2019 - 14/08/2020

R P IR - SHSESAR T IERE - ST RERERE Y o
FREIRIRZ LREE - RREEEBIREET B ROINSDES AN ATEAS
(X - ERBIURERAEATN - AHREERNETESETNHEE - FAERERIASTN (BB WOIMNE - BREARBERMIBAEH )
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7. “~#k Hongkong Post e-Cert (Server)z5 & -

- Honsting P e-Cent
#HEEERTER

% "B THHEK ) -ETHE (ERES)
fR3u[RL :

Fesvreis 2. FHEEHITERS
3. MM T (HE) P

07 © | WEET | LW

1. AL R TG Z4H a8 (a4 ) -
https:/www.ecert.gov.hk/tc/sc/index c.html

2. BtArEEIE RS E (AERES) E:
GHEAIFR IS ZE Root CA3 #5281 4352 "Hongkong Post e-Cert SSL CA
3- 17" A ALl N N E -
http/www l.ecert. gov.hk/root/ecert ssl ca 3-17 pem.cit
GAERS W ZE "Hongkong Post Root CA 3 (XXX FEZ2022) " o al ALl

G9hL N EE -
http:/www l.ecert. cov.hk/root/root ca 3 x gsca r3 pem.crt

3. BT AR R T & (fafkas ) &

LIRS Z Root CA3 #% 581 14628 2 "Hongkong Post e-Cert EV SSL
CA 3- 17" AR LU gl & -

http:/www l.ecert. gov.hk/root/ecert ev ssl ca 3-17 pem.crt

GHERS W 353 "Hongkong Post Root CA 3 (35X EEZE2022) " o AIALLF
GIhE T E -

http.//wwwl.ecert.gov.hk/root/root ca 3 x gsca 13 pem.crt

H 10
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http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
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D. ZifElkasgE

1 FFAETR B #RVPER 1 RV ERSRL R C BRIV ER 7 N akHy = (&
ETHFEHE] TS Apache (Elfk=RHTH A » FIBEAE 24 > HEkp& A
RERFTAIE - )

B
a) w4 EE “Hongkong Post e-Cert SSL CA 3-17” #H B FraE (A
ARes) -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

b) %z 455 E “Hongkong Post e-Cert EV SSL CA 3 - 17” % # (8B E
FiEE (RS -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ev _ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

2. %] Apache fElflEsiVREEAEZE HER(BIAD « /usr/local/apache/conf/ssl.crt/)
N AT AL NS E— (B S E X G EEE
#HFE ZE (hkpostca.crt) °

B
a) LM HTEE “Hongkong Post e-Cert SSL CA 3-17” it BEFEE (A
HR#%) -

cat ecert ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

b) #4575 E “Hongkong Post e-Cert EV SSL CA 3 - 17” % 5 HIE MR R
FE (AR -

cat ecert ev ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

3. MSCF4miE <547 Fd ApacheSSL 4H R % i f& Z( f4
lusr/local/apache/conf/ssl.conf) -

H11
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4. HRfEHY SSL VirtualHost 5 » AGH B EHER S ERA TS T2
E - EREREE © HETTILE -

<VirtualHost *:443>

cateKeyFile /usr/local/apache/conf/ssl.key/myserver.key

¥ EBEECGE SRS (ARG
SSLCertificateFile /usr/local/apache/conf/ssl.crt/cert0000812104.cer
&

SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/hkpost

</VirtualHost>

5. (A MERH T dmiEEs -

6. IE R ALL NS EHEENEHY Apache {alfRzs -

apachectl stop

apachectl start

H 12




