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A. BTIEH (AR HIEAIES

B HEBUZUENLOCEN B L AZ B FE T (RIRES) WiG/E, SMSRIREKR
3 B N “Submission of Certificate Signing Request (CSR)” FJHLHE, ZESRIKIZAL
R B S EBAZ AR AL S P 35 3258 CSR.

AP arE B RIS B LR TIE (R HIEANWTE Apache M TR ik
# B AR F R REANIE 25 F EER(CSR) TP IR . (3 A CSR K242
A2 B A MR BUZAE B G LA FIE 525 o

InpE MR R R R AR E IR, R ANRE 2R B AR . DR e 2 S 1]
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B. FEAIEHAZZEER(CSR)

1.

AH P fer K H OpenSSL #AHEL 1T “openssl” 72 FFE == AR B 25
T RE AR 1525 BR (CSR) LMES5 . TN AR IRAR 1A AR U 78
H RS A AN, B CLHIE NN 2225 A B 48] ik 2 1R AH 5< S

FIRIRFHMALL TS — /1 H AES-256 IN% /) 2048
£7ICH) RSA %R (myserver.key). A HE 74 N S AN 0

TG DT 2048 (7701 AL TR FEREVEE U (REFES HIRA T 2048
17707 ] GE-5RLET 1 a8 A 27 TR FFE A& 2048 1470 1T Z A9 2L,
MITIELEECE T (R T

VER: ISR BN E . 2GR SIERT Apache (KA1
i BRI

openssl genrsa —aes256 —out myserver.key 2048

FHRTFH N LA $84 H BRI 10 %05 &L (myserver.key) = £ —/MIE
LB H R (CSR)(myserver.cst)o OB B HE RN 0

openssl req —new —-key myserver.key -out myserver.csr
BIRSIRLLT X509 iEHJEERS, A LT Bk

JR i ik v

Country WA “HK” HK

State or Province i\ “Hong Kong” Hong Kong
Locality fi N\ “Hong Kong” Hong Kong
Organization YNNI R My Organization
Organizational Unit % <Enter> F7%

Common Name o N\ Al il 44 B WWW.myserver.com

Email Address 1% <Enter> ®H =

IR 2= g 52 n i N HoAh J& % (BP challenge password J2  optional
company name). % <Enter> ¥ '&418 %o



http://www.myserver.com/
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LR 1EHIR T [Common Name — A 15719 E 12 1A iR a5 75 # K
/Country Name | —f##/ A [HK /.

VEE: ZHIEH R (AR “EER T B T (TR
&) “ZhR” g [Common Name | —fgH, A5 H 177 1% 41 /15
Gy [ HEB Fiul 153 5L 1R a5 K #AHT & i iR 754 7
T [ FUF 153175 W HIETOMaRasE F ), L 75 774 ik 155 2
K(CSR)LFEFIGA, BrrBHNEZ PR RGBSR U TR, SRR 15
TR g ) 2L H 50 5

HHIFEHE T (k) “WHKR” . g [Common Name | —f#'1,
TG HIFZ T IIH G [ 7FHI 8 T 7 1R a4 7 # A1
B 1K 75 5 BRI 7555 BRI R 2 50 17 i B 7 3G 7 % ] I A1) o
A% * myserver.com .
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VERE A I T AR s E R Tl 75 (TR ) - i 1/ E R
B #e LR HH X135 R F Bk ASCHL 770, FF ] LU B S/ —
W IAFEBITHIE o

Ll L2335
www. & [ 1] Bk %5 .com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreganizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pqw8o2pk43espw.com
Email Address |[]:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:
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C. RIEFHEZEEK(CSR)

1. EFEBHEBZIUENL R K £ B A “Submission of Certificate Signing

Request (CSR)™ F¥J HL IS A 4% — T iR 3E &5 DAZE 2 45 4 8 R ERURZ AIE AL R 1Y)
W3k

HS G = Submission of Certificate Signing Request (CSR) - Message (HTML) ?2 @ - O X
L Messace
I~ QReply [FL | [Wl whereabouts ¥ i~ S¥MarkUnread 4] Translate to Simplified Chinese. a"@ #H Q @
X
G Reply All G5~ |3 To Manager [~ B i Categorize B Translate to Traditional Chinese & -
8. - Delete = 2 Move 7 = Translate Zoom  Insights
S © Forward B~ Team Email % + [EP- I>FollowUp~ % Chinese Conversion & [
Delete Respond Quick Steps. ] Move Tags i Chinese Conversion Editing Zoom ~

J  Tue25/6/1910:29 AM

CA Enquiry <enquiry@ecert.gov.hk>

Submission of Certificate Signing Request (CSR)
To Ml Yeung Cheng

HEOEE
RRREREER

BEHSEHERH TR R ARARARIL, TRBAREM

https-//www.eCert.gov. / A 7 I=WEB&certC: =S I

BUETRE (ARS) BAR R SR BEEEER SRNSTRE (ARE) » BEFEER) PRIER. RAIRT—R
ERFENARETNETEE ARSI WA FETE ST IRAENARELBELSNANFENEEY BTHEER) - AMER &

WEE, M2019F 7 A1 A, BFRE (RN QEETEE (RE) . BTEE (RS EAR RETRE (MRS S8 #
ARIFEE CA3 ()P4 E "Hongkong Post e-Cert SSL CA 3 - 17" HIH. ERHETEE (MRS 9, BAZRUFORERDH
BETAMNARSL. BMEE BEMITES (AR RS,

#2017 9 57 B, EEHHEHIIRETEE LGS ETRRMMRERSNRE. FRESHERFRENT 44124,
WHEE, M2019F 2 A1 B2, BFRE (IRD ERASNNBREIBEEMA. BRANBRBHSTEE (IR, BEEHEIZENNE

RRETRE (RS (FRERFCRENRSEFREEE . ALRRHEETRE (RN, KT AERERENBABHL. ERE
i AFISHME 16 fES. FUGERTERE 16 LS EB L ETEE AR <M.

BEN, HHE 2921 6633 HEHZE enquiy@eCert gov hk.
!
EEETZEME

2. MA[FIARES PR BT SRS B[S 5 5 1OV ) S B
{EE WIS IR ST/ L), BF LR,

[y TRPMIINPINIY T <olution for e-Security
FHBPRU TR

RX TEHEEER - BFEE (FARN)

{MELPRARBFUARNEA RS  SESHEATF RN ZEERREAMEAEFASRENER - MIFMFRARAZATHX AR EANE  FURNTEER

7 LIRS HNAR - FARBRSVRE - RREMRAFHEARE  2RABEHE - MRERRAREE  TESVERBHOTFRERH - RIS (@ARE (1
CERT@ZEN [3) #60)  FARERNERFEBRREFAMRNEARE - NRTFEIXELEE > WER (FFRREBRER) (Pos736) W (MEMARHERER) (Pos736A) » 7
ey ETEEF-BRBAFLEEBRMARSLEES - (TREHERER) 1 (MEMAREERER) FIRESRERM

-z {AmRSRE :
Tonghons Post
okl {EIAR 882 W - www.ecert govhk
BFRSEMEHRAY
SEER |018564144
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3. [BARIH N FIE R R . (kI E KB IE, 15 HEIEE
enquiry@eCert.gov.hk BEZ% B B BUZIENL . )

>

ey Hongkong Poste-Cert The solution for e-Security
HFHBRVFER
FEEMEE
oy R ERERER) - TFEE (ARS)
BREARE
8 AR & www.ecert.gov.hk
) ISR Hong Kong SAR Government
CERTIZEN T TRERAT
dliidl DEEBPIRE HKPO-Business Development Branch
HFRBH
N B HAse
QB TR AR INER :
Rt fReA HKPO-BDB
AMFRANRFRENEE
REmE WFRE (1ARH)
Biem : 15

STALIERIAA » S5 EREVIER » IRRFT) O :
SRIBERFIRE AT XIS » REFIDIER R ©

(e | (e | [samtm | [weemmex |
BRI B R © W LADART TR © 1R RETRE -
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4. (H2026 % 3 A 15 HiEgA, BAGER TIEBUREIRA) HMNE
M BRI TIE (RS BRI 8IE (DCV) Tk # ik
BEPFRITE, MR BRI TR MR, R
H A3 UE BT IS (RS P & i i HIA. i
R DCV BiEfTh, %R ALAGEsg CSR.

CIFIERE, RGH AR TR TIUETS (ks ) 9%
HEZ VAP FE. )

A, Ik RS ACEE | MIEEE H 3 IE (DCV) J7i%k, 1 NI IER %
“fileauth.txt”, FFRH_EAEREETUER (RS Pro S g
208 N R b AR e AL . EAR RS SR I IS R AT RS
% THA ] dksk. R, ARG TR IED (RikE) i
AR

('I/mlu/mm;/’mle-ceﬂ The solution for e-Security
SEPRB TR

R [ERIEPER] -BFIER (@8

[RASEZHISHIE] (DCV)Fik: EEEENeEN) v]

) o
CERTIZEN

1. TSR
THRESKIEBAIIERE( fileauth.txt ),

2. EIIERER FERISRINTIEIARRS :

TGRS FERISHIBTFIES (AR FESNEMEENNAINGE FHEEUS, HRENTED
HTTPEHTTPSRIIFER,

® http O https
1 | http://iwww.ecert.gov.hk/.well-known/pki-validation/fileauth.txt

2 | http:/ivww1 ecert.gov.hk/.well-known/pki-validation/fileauth.txt

3 IEIIFREE:

HERER, BRETLUERERAFRHTTPERHTTPSMILRISARESE AFER, SR
USRI RS AIRIIIIERS,

4 FEIA:

NSRRI ATIERVE, SR, COLUREERIREMR [MEEHEI0E] 25, BF
£147£20/06/2026 10:17Hi5eR%, S0, SEEEBEHNNIERAEERS,

[m ] [EEER
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B. WEF [ ASGAZT | WIS H 6L (DCV) J7i2, & NEK)
e (AR P& B4 B i A5 50 1UES ) DNS TXT

The solution for e-Security

>
e Hongkong Poste-Cert
FEPRRBTHE

1BX [ERIEPER] -BFEE ([F5R:8)

[P HIASIE | (DCV)RE: MEEHRESEE (BN v
HR:
1. FHEDNSLER:
FEREMETIIR (PR RasnEMESiTEDNS TXTESR,
iDRm  |TXT
F#, _dnsauth www ecert. gov.hk

_dnsauth www1 ecert.gov.hk
CRE 38822D36543BTAD1FF44EFCCEFEIFBO8 | SHILIFS
TTL 3600

2 #EDNSICRE:
IRADNSICRE A 27T AT,

3 WA -

SEDNSIEEFREART ATIENTS, SRl s, PSRRI [FHEEHeIE]
Ers, [EFSTE20/06/2026 10:17F7eRk, SN, CEEFEARIISEIEAISIEIES.,

2007 © | EEET | FAREEE

C. ikt THYEHME ] REZERIIRIUE (DCV) Jiik, B E R T
A, SRJE 4% [ ARSI UERD | o B FlEfE S, 2R 0
NIRAUERD, SRJE4e [HRIN] 4888, 1EVER, SIEAEH Tk
T CRlfikes) “ 2 48h” .

The solution for e-Security

8//(»1;;A4:;1g Poste-Cert
FEBRUTHE

R% [ERIEBER] -BFEP (FHE=R)
TRIHISBIIE] (DCV)5iE:

bi-oi

1. FEERIEES:

TR EREE FHBF I LURIKEAERS,

[admin v|@ecert.gov.hk v| ‘ poa== ] |

2. A
SERS: | J
IARITRE, AERIRALE,

2007 © | BEETR | FAREEE
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5. HXXFgiasdian: I0FEA)IE B AR E Z R (CSR) LA
Hl 4= 8B N B ALHE “-----BEGIN NEW CERTIFICATE REQUEST-----"
% “—---END NEW CERTIFICATE REQUEST-—" . £ 7RG F A

7w ARETEERRK].

The solution for e-Security

>
Ce Hongkong Poste-Cert
HFHBRVFER

RX TEREEER) -BFEE (FARS)

ML TERIBEER (Certificate Signing Request, CSR) (B#lbaset4 MIBAIPKCS#10) MTFESHEA » WIR[HZT]RAN -

————— BEGIN CERTIFICATE REQUEST----- a
MIICmzCCAYMCAQAWKDELMAKGA1UEBhMCSEaxGTAXBg Hd3dy51Y2VydCSn

b3YuaGswggE1MAOGCSqGSID3DOEBAQUAAS IBDWAWGQEKACIBAQCIR) aSYnESCN1Z
exrGydMz/1W1V1CN/+PI+QBTQqRI4m4 £AZHOMZDATOEMKFPpzavnVv/UZEeSWIHe 6W
GhL1750WwdUl9D4WwALa0mihvlrNxo)EuAlwDuvva+CYIMEDXSWSQunJ11XBmuNm
2LACCéHo+0VbeRyDOWgyOvoAWhd8toMDnBIJsv7Q/ oWNSRQIZBGCsHSQiaqocTZK
9UX4MOS90MS/hR7TASPRSGEpLX1gRxyDFEbur YH30AS3DNuzS0YyUXh/STx/XxUa
qwqvadhSsSE49yztRmln3zomeVikoDjliljyWgo824alx3yDFYnOTMgHINGM1FOX
r6STeXDEAGMBARGGLIAsBgkghkiGIwOBCQ4xHzAAMBSGALUAEQQUMBKCEHA3dyS1
¥2VydCSnb3YuaGswDQYJKoZ IThveRAQELBQADGGEBARIS3TX1J7MLNAVZHP1pT+9Y
2gSc4TE2qyNSSehgYZY6/240/1geJE6xNPYBDKTANQBEOAN160L£dKEKZmZnKg/dS
7SE7JINhuYxy5sNQdo)TODIuSzBkwDkrZPhkVU+ROEAa+JPET1sx/41M0UBUdRERPY
0/ZxXgH1aTMEHEIRBOJ] 12FPW1SSEddSKNSZzrk3TuRé+7172k4ATEXTRehGy Sibst
U)ITV4s10tEkIEIRU78A/0232U1DUyx30b3HE1RCKXDMUIS/ k) alx53GEStwentU v
WiNOPelNJdH7y]z2TyrvMBEECDVLKEK7+75a445rx1pA2SylbZ43yzTESWhdCYA=

[s2x | [gELM |

2007 © | WEET | TAREEH

6. f7 [#3Z] WiAEZ LIRS

The solution for e-Security

>
< Hongkong Poste-Cert
FHBRTT R

RX TEHEEER - BFEE (FARN)

UTARNRFREANNEE -
) HEAH

CERTIZEN RS www.ecert gov.hk

RRRRTRARNARNS IR Hong Kong SAR Government
ATEBPIRR - HKPO-Business Development Branch
R IR
ARFMIMEE / 2F WK :
R AR : HKPO-BDB
HihAH (BERBRITNAMARES)
BiRAS TR :
M Hongkong Post Trial e-Cert (Server)
oA : Hongkong Post Trial e-Cert SSL CA3 - 17
LELR 45b9 30 00 2d 44 89 87 4c 74 c4 88 35 4b d1 92 08 b8 6¢ 20
MERREN: 13/01/2026 - 31/07/2026 (1998)

WERE AR WSS HIDARE T TERE » SRENFAERERE

RERE RIS LIS  EREEEBERIRERT S BRSNS RERAR -

(EE : HFRBREMENEARE > REDRRIFHTFREORTE  GRRRTEARE (W) EHNNE » BREWREEROEARE o
|m2| | Fme

2007 © | MR | FAREERR




HIES (fRIk#:) 48R — Apache I L] i &

7. N # Hongkong Post e-Cert (Server)ilE 5.

2
= Hongkong Poste-Cert
FHBRUFER

BE
I?A.A.E]@. % TESREER) -BFEE (RN

{RIRFIIL

w‘? 1. F# "Hongkong Post e-Cert (Server)" i##
CERTIZEN 2 FHESHHIRAIN
3. THEFER (MRS BAEE

BT
AEFRERFRFEECAINERF B/ RANEE TRARECA MR AKEEANMERKRTEFEE (FMRW) 4E5/FARES - AL
TE(RPIRYHEIS/{EIAR 23 2% "Hongkong Post Root CA 3 (XX IBE 2022) " HEMBHAS -

2007 © | BT | MREEN

1. B LM PEFZRE FEUF M T FEREHTHE Ul 75 (R7D .
https:/www.ecert.gov.hk/tc/sc/index sc.html

2. LIRS Root CA3 Z5 H9H# 28 1F 13 "Hongkong Post e-Cert SSL CA
3-17" TFHEHML T

http/www l.ecert. gov.hk/root/ecert ssl ca 3-17 pem.cit

LRI IRIFIIE T3 GlobalSign Root CA - R3 #5 4 #9538 X iiF 13 "Hongkong Post Root
CA 3"
FECH 27 T

http./www l.ecert.gov.hk/root/root ca 3 x gsca 13 pem.crt

3 LLEEHIRITUE TS Root CA3 224 H9H285F 1% "Hongkong Post e-Cert EV SSL
CA3-17" TFHHMbH 27T

http./www l.ecert. gov.hk/root/ecert ev ssl ca 3-17 pem.crt

LR RIFIE T3 GlobalSign Root CA - R3 #4193 X 13 "Hongkong Post Root
CA 3"

T 1T

http/www l.ecert. gcov.hk/root/root ca 3 x gsca 13 pem.crt



https://www.ecert.gov.hk/tc/sc/index_sc.html
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
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D. ZIRfAIRAHES

1.

Re 1T+ B BRHIAD IR 1 B AR s h% et & T C BRI IR 7 R =Mk
FIREHIE N5 Apache flfasiI AN (IREAFRG, HRBAE
HREAPIAA . )

(LR
a) ‘HH P 4kiET “Hongkong Post e-Cert SSL CA 3 - 17” 25 K i B TR
H (AR -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

b) 2% 4KIE T “Hongkong Post e-Cert EV SSL CA 3 - 177 25k [ ZE 48
WIERTFIES (fFARES) -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ev _ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

#e3| Apache fAlfil#sHIEF 4% H 3 {F1W1: /usr/local/apache/conf/ssl.crt/)
W, ARG THRFFRA LU T 482 S — A8 8 vh 4Rk 4 & A8 XGIEH IE
PAERY 2 (hkpostca.crt) o

Bl n:
a) ZHEH P 4EIET “Hongkong Post e-Cert SSL CA 3 - 17” 25 % 1 TR
F (AR -

cat ecert ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

b) 2% 4KIE T “Hongkong Post e-Cert EV SSL CA 3 - 177 25 K& [ ZE 48
WIERTFES (fFAfRES) -

cat ecert ev ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

FH SC 7 47§ 4% 4T 7T ApacheSSL 41 75 15 & R4 (9] 4n -

/ust/local/apache/cont/ssl.conf).
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4. RHER SSL VirtualHost X8, S5 T R 4ol £l % X B py 5 e DA R
Eo WMBBEARGLE, HEITME.

<VirtualHost *:443>

/apache/conf/ssl.key/myserver.key
# FUEHBECE IR (A RES
SSLCertificateFile /usr/local/apache/conf/ssl.crt/cert0000812104.cer

7 P MR AR YRAE 5

SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/hkpostca.crt

</VirtualHost>

5. fEAFACHE METIT T O AR o

6. THRRTHMALLT R4 BRI ER Apache il lRds.

apachectl stop

apachectl start




