eHongkongPoste-Cert
HEMPBEF&F

e-Cert (Server) User Guide

For Microsoft Exchange Server 2010

Revision Date: April 2025



e-Cert (Server) User Guide — Microsoft Exchange Server 2010

Contents
A.  Guidelines for e-Cert (Server) APPlICANT ...........ccooii i 2
New and ReneW APPIICALION. ........cciuiiieieciece et reenne e 3
B.  Generating Certificate Signing REQUESE (CSR)......ccviiiiieiieie e 4
C.  Submitting Certificate Signing ReqUESt (CSR).....c.ccoueiiiiieie e 10
D. Installing Sub CA /Cross CertifiCate ..........ccccvveiiiiieiieiice s 15
Removing the old Sub CA Certificate (if applicable)...........ccoovveieiiiii e 18
Installing Sub CA / Cross CertifiCate ..........ccecvevieiieiieie e 19
Installing Authority Revocation LiSt (ARL) ......cceiieiieeciece e 24
INStalling Server CrtifiCate ... 29
F.  Backing Up the PriVaAte KEY ......cc.cciiiiiieiie sttt et 36
RESLOrING the PrIVALE KBY .....eciiiic ittt nae e nne s 38

Page 1



e-Cert (Server) User Guide — Microsoft Exchange Server 2010

A. Guidelines for e-Cert (Server) Applicant

After receipt and approval of an e-Cert (Server) application, Hongkong Post Certification
Authority will send an e-mail with subject Submission of Certificate Signing Request (CSR)
to request the Authorized Representative to submit the CSR at the Hongkong Post CA website.

This user guide is for reference by applicants of e-Cert (Server) in generating their key pair
and Certificate Signing Request (CSR) using Microsoft Exchange Server 2010. The CSR
containing the public key will then be submitted to Hongkong Post Certification Authority for
certificate signing.

If you lose the private key after the certificate is issued, you will be unable to install or use
the certificate. Therefore, it is strongly recommended that you should backup the private key
before the submission of the Certificate Signing Request (CSR) and after the installation
of the server certificate. To learn the backup and restore procedures of the private key,
please follow the instructions as described in the following sections:

F.  Backing Up the PriVAte KEY ......cc.iciiiiee ettt et
G.  Restoring the Private KBY ........c.ciiiii ettt sttt sae e e
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O

New and Renew Application

If this is the first time you apply for e-Cert (Server), please follow the instructions as described
in the following sections for a new or renew application for e-Cert (Server):

Generating Certificate Signing Request (CSR)
Submitting Certificate Signing Request (CSR)
Installing Sub CA / Cross Certificate
Removing the old Sub CA Certificate (if applicable)
Installing Sub CA / Cross Certificate
Installing Authority Revocation List (ARL)
Installing Server Certificate
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B. Generating Certificate Signing Request (CSR)

1

Start the Exchange Management Console by selecting Start, All Programs,
Microsoft Exchange Server 2010, and then Exchange Management

Console.

In Exchange Management Console, click + next to Microsoft
Exchange On-Premises to expand the list of services.

Select Server Configuration, and then select New Exchange Certificate (in the
right side of the screen).

Note : For renew of e-Cert (Server) application, please do not click “Renew” option to

renew the certificate.

Please click “Create Certificate Request” as the same procedures

as new application for e-Cert (Server).

|88 £<chanpe Management Consale M=l E3
| Fhk Adin  Mew  Heb
T p— {=n
il SRRl 7 U
Ui Maosoft Sxcherge ¥ Server Configuration 1 chject | LI
= iy Moasoft Exchange On-Premsas (v ) Madby Codfiguretion Demain Controler... _:j
[ «3 Organzaion Condgurating ¥ Creany Fitat Oy
= 3 Sarver Configuration T (i35 o Lt
£ b s ik o ,
e TGWUIRTPPEONIEZ | Fb Transpert, Chan
:_" Hub Transpost @} Reofresh
S Unflad Massaging @ e
2, Recperk Configuration
=l Tocbax
< | i3l Manans Clint Acass Roke
_-3 WIN-R7PPEQ2N2EZ 4 ohjecks 75 Manage Hab Transpoct Rels
Exchange Crtficates l Sm Manaos Dicomati Logging Fropsries.,.,
w L& New Exchargs Certficata... -
[ Mxcrosaft Exchange trport Exchange Catiicans. .
v Merosott Exchance Frepert
TG "s
e could not be displayed
5% Export Exchange Catificats...
o Assion Serdzes to Certficate..
| Rerew Exchange Cestficate.. “
Remove
onen
. | || T [ e 5
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4 Enter a friendly name to identify this certificate (e.g. Hong Kong Post e-cert), and then click
Next.

|
Ty

3 Introduction Introduction
T his wazasd sall hialp pou to deleming v s of cesblicatis ywou s 10 yous
applications to behave corechy.

New Exchange Certihcstle

. Doman Scope

) Cetilicats
" Configueation

. Completion

Before you contis, we recommend that gou read these documsris about Exclhange
Server acrvicnz and corficate weosremnentz

I IHoﬁg Korg Pozt a-cerf I

’ e

Heip I ¢ Back l I Mest > I Cancel I

5 Inthe Domain Scope section,

| New Exchange Certificate
= -
B Introduction | Domain Scope
P Enter & parced domain hame below i you would loe 1o appdy s cobbicste ta all itz
B3 Daenain Scope by domang automaticaly uging widcact: e @ usatul when you want o add
. Organization and adrdomeans e bul dont wand 1o updals an sexdeng cailldcals
" Lacation >
i ¥ Enasble wildocard cartficate
— Ceitficate ;
= Conligutaton Root domar for wikdoard [tor exampls, contoso.com o “.cortoio.coml
0 Comgstion Im"’ew-cm
Hulo < Back ] Ml > Cancal l

= If your CSR is for a wildcard certificate, select Enable wildcard certificate, enter the
root domain name for your wildcard certificate, and then click Next. And directly
follow step 6.
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Note: Please make sure that root domain for wildcard is filled with Server Name
with Wildcard (both the names with or without wildcard component, i.e. the asterisk

“*’are acceptable).

If your CSR is not for a wildcard certificate (both Normal and Multi-domain feature),
click Next without selecting anything, and follow the 5.1 and 5.2.

5.1 In the Exchange Configuration section, select the services then click Next:

Note: You need to know exactly how your server is configured to select the services
you need to run, e.g. Client Access server (Outlook Web App). This example is a
multi-domain server certificate.

Note: For application of e-Cert (Server) with Chinese Domain Name

Option 1: please input the domain name with “Server name used as Subject Name in the
Certificate” being filled in the application form.

Option 2: please use IDN conversion tool to convert Chinese Domain Name into ASCI|I
characters and input the converted name in the domain name field.

New Exchange Certificate

Bl Intoducton Exchange Configuration
3 Use thiz page to descrbe vour Microsoft Exchange configuration and domain infosmation. |
1 Domain Scope the wizard does not automaticaly provide this infoimation, you can enter it yoursel.
Exchange "3k Federated Shari ¥
O Configuration g Federated Sharing i
) Caitiicate Diomaine =2, Client Access server (Outiook Web App) A
Organization and IV Lubook web App s on the Intranet
hecaion Domain name you use to access Dutlook Web App internally;
y g;‘g‘gﬁﬁim | Wi myserves.com
[ Completion V' Outiook Web App is on the Intemet

Doman name you use to access Dutlook Web App [example: mail. contoso.com)

lwvm.rwscwcsZcom
AR el rebretrere) .
=2 Client Access server (Web Services, Outlook Arywhere, and Autodiscover) ¥

«

2 Client Access server (POP{IMAP)

«

= Unified Messaging server

&

T Hub Transport server

«

= Legacy Exchange Server

Hep | Reset Back [ Neat> Concel |
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5.2 Select the common name (Server name), click Set as common name, and
then click Next. (The bold name means the one set as common name)

-

New Exchange Certificate

M Inttoduction Certificate Domains

; Review the list of domaing that wil be added to this cetificate.
[ Domain Scope

n Exchange d}ﬁdd... Ed.. I F Set as cammor hame I
Soenoudion Domain Name =
[ Certificate Domains WwWW._myserver.com A ——
Organization and W, TYSETYer2, com
Location
; Cettificate
~ Configuation
. Completion

Hep | <Back |[ New> Carcel |

NOTE: For application of e-Cert (Server) with Multi-domain feature or EV e-Cert
(Server) with “Multi-domain” feature, please set the common name as Server name
as Subject Name in the Certificate being filled inthe application form.
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6 Complete your organization’s name and your organizational unit, select HK (Hong
Kong S.A.R.) for the Country/Region. Type Hong Kong for both State/province and
City/locality, and then enter a file name and path for the certificate request, and then
click Next.

Note: Please make sure that Hong Kong S.A.R. is in the Country/Region field.

{
g } New Exchange Certificate
-
M Introduction Organization and Location
i Use this page to enter the name of youwr crganization, organizational unit, location, and
£ Domain Scope ceitificate request fie path.
Exchange A
s Configuration 0'95"2&'?"' :
B CoifcateDomaine | 1My Diganizaion
Organization and Organization unit
o Location i -
{My Drganization Unit
— Certificate - = = e
J Configlration Location
J Completion Countiy/region:
!Hong Kong SAR.,  -s— :]
Citylocality:

‘ lHong Kong

State/province:
[ﬁong Kong
Centificate Request File Path

Specily the name of the request fie n the text box below. Use the Browse button to select
the folder where you want the request fils to be created. The name must end with the
extension "req"

|C:h\certreqg it E —

Help < Back Next > l Cancel
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7 Check the detail information and click New.

-8

1 introduction
1 Domasin Scope

py Enchangs
Conligutation

I Cerificate Domains

n Orgemzation and
Locabon

o Cerificate.
Configuiation

) Completion

Help

( New Exchange Certificate

Ceililicate Configuration
T he wezard vl ws= the conligualion below. Cick News Lo continue.
Configuation Summarn:
5 Hong Kong Post e-cert B
FrierdlyName: Hong Kaong Post e-cert
SubjectName: C<HK S<"Heong Kong” L="Hang Kong",0="®y
Drganization’ 0L <"My Organization Unit" CNewwes myzever com
DomainName: Wi mpzeiver com W mpserves2 com
PrivatefeyE vpoctable Troe
KeySizer 2048
U woee file S

Wiile Binary stream irko the file Tihcertreg.ixt’

To copy the cortents of thes page, press CTHL-C. /

cBack |[ New | Cawel |

8  Click Finish to complete the procedure.

_____ Y

I Introduction
B Doman Scope

n Exchange
Configuration
) Cedificats Domaing

n Orgarization and
Location

n Cerlihcate
Configuration

1 Completion

Hebl

l New Exchange Certificate

Completion
The wizard completed successfully. Click Firish to close thiz wizard
Elapsed fime: 000001

Summany: 2 tem{z) 2 succeeded, 0 faled.

'a' Sonplabed

["4) Hong Korg Post e-cett

Exchange Management Shell command completed:

New-ExchangeCertficate -FiendhyMName 'Hoeg Kang Post a-cel’
-GensateRequest PrivateleyExportable $e KeySize '2048' SubjeciN ame
‘C=HK,S="Hong Kong'' L="Hong Kong" 3="My Organization",0U ="My
Orgarization Unit” CN=mww. mpserver com' -D omanN ame

Wi mysErver. com’, W ryserven2.com’ -Seaver WIN-R7TPPEQ2NZEY

Elapzed Tims: 0200:01
| ekt Fle

a. Competed &

Excharge Management Shell command completed: g
\Wiite binarg stream into the fils 'Chcerreg b’ .'_I

Step 1; Based on the infarmation you provided, you must use & Unified
Communications cerhficate Please gat the carlificate from a cethoation authonty.

Step 2 Use the Complele Pending Request wizard to map the cerlificats 1o the
cettfioate request created on the sever

Step 3. Assign the Exchange senices to the certficate using the Assign Sendces to
Cesbicate wizard.

I rﬂ Gyt I

To copy the contents of this page, prass CTRLC

2 Sarll
A0 SN
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C. Submitting Certificate Signing Request (CSR)

1. Click on the hyperlink in the e-mail with subject Submission of Certificate Signing
Request (CSR) sent from Hongkong Post Certification Authority to access the
Hongkong Post CA web site.

- b o Cat s o Segrony Panpamer (V) - Muage (TN Y™ - O'xX
L I
| x 3 Yevk [ d W accdee ¥ Y PP pe— = v n .:",\
G ek 28 W8+ G TaAviage S | —— a =
2 . Peie - .. hone e RS =
b 1 Femmeed T e v g P b e i
-

f
! | Sutarisnion of Certeent Signing Saauet (C99

(1 e e sor able 10 read this sonad o Chisss, plasr sadest "Y' ” ca the soolbar snd chunge e Chrscrer Coding ta “Uncods, UTY
)

XX XX 210
Dewr XNXXXX,

Subranmon of Cotdicste Sguog Regoes (CIR)

We me ploand se et you St yous ppbeation | enewel appdcntion fo Floughoes Bowt e Cert (Berver) comificele b been spproond
| The PIN Eavelope Ban Soen pasnd o you by hand  the pascsae of nbenamace of @z applicatscn, or delvered 10 you by noputsted mad
Yos oy then i the PTN Bucebpe to it the Contifioate Segning Raguest (CSI) 1o s £or farhes peoc esabg &

B wewes +C s ae Ak Bhpost e oartiegent Wl deres “hagr-yestnddis bansel~ W LA L Cmopor 4

e T — e . —— . featire a1 “Mubs
| omnnar™ S are thee waree s wabaspmnon of CR Sar o Com (Barrm) Ploase auly sabarst e Sarca Noow o ih “Wascand” w Serves same
| ooe na Bubyocs Newe 1 the Cotificare o 2 applacation foe cetéfieeie provmtion sccoodizgly. Formsos detads sboot wdmmmson of CSR,
please vefex 10 5 Lo (hervs Lses Cruade

- o

| Mlease sote duet mameg foom L July 2009, Scb CA “Hosghoag Powt o Cet 85U CA S - 177 of Root CAS will be wed for the e of of
s of & Com (Sanwe) (ioe ladug #-Cont (Secywl - Cot (o] avh “Wikdoaed ™ fontire sad o-Cort (Server) weh "Nalt-dosas ™ foarces)
Pleese erial e new Boot CA el Sub CA tentificals i your server befions (be smialiation of o-Cent (Senen) Fotstioes dotmb, plewse i
o e Cont Darvet Vas G

2. Type the Server Name, the Reference Number (9-digit) as shown on the cover of the
PIN Envelope and the e-Cert PIN (16-digit) as shown inside the PIN Envelope, and
then click Submit.

s
Co i hompbony Mt e-Cert
ORI IAN

The solution for e-Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The perscns data you geoncad in thea foem wil be used by Hongiong Post and s aparator of e-Cat seevices for provsion of e-Cen
semmces 10 you Information we colieciod about you well not Be disclosed by us to any other party m a form that sould dentdy you
unless @ 15 panmitiad o suthorised by low. I s voluntary for you 10 supply (o us your personal dats. Fatkere Lo srovdes relsted csta nay
afact the processing of your sppicaton. You haw & nght of access and Comachan with rsapact 10 personal data under the Parsonal
Data (Pmacy) Ordnance Your mght of access ncludes the nght to oblan a copy of your perzanal data provided m this form H you
wish 10 4o 40, pledsn send your fegeest By mal 10 Kowloon Exst Post Office Box No 63777 by e-nail 10 sogurpn@eCan gov hk ot by
fax to 2775 9130

o Do
Senver Hame www RE 15 B com —
o Lot PIN Envelope information -
Reterence Numbar 018530272

Shown on the cover of the AN Emaelops. Sdgt)
o Cort PN sessssnssnsnssne

(No nead 1o input the spoce withe the 16-dign PIN)

——lp Scbent | Clear
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3. Click Confirm to confirm the application information. (If the information is
incorrect, please contact Hongkong Post Certification Authority by email to
enquiry@eCert.gov.hk.)

Submission of Cerntificate Signing Request (CSR) - e-Cert (Server)

Sudscriber Decally
Server Namw W 1Ty COJAnIAMB 0N (e
AdSuanal Server Namels) | wws TITEIR com
Nusbar of AdStonal Servels) : 1
Organisation Name My Oygamaanion
hnER
Branch Name :
Busmoss Ragistration Mo, - 12ZMsmzna
CRiCE . 12345678
Others :
fo of the centif o.be
Type of Cenmilicate | o-Cant (Senvr) Wi Tl Coman” Faum
Centificate Signanwee Hash Algarthm SHA- 264
Valldity Parind - 2 Yowin)

This page is to confirm the applicesion dota, ¥ the sbove Inlormation Is correct, plesse click “Contem™ to prosood
You muay opt 1o get Be o Cort {Server) containieg the organisation name and branch name in “Chineee by clicking “Confem Opt with Chinese™ buion 1o procesd

G Reprt Bock Contrm Ot with Chisese

Fat Clarmae doman sppboston, plamse mabe turs B Chmens tharacisrs amm conec!

Note: If English and Chinese organisation name and/or branch name have
been provided at the application form, in order to generate e-Cert (Server)
with Chinese organisation name at Subject O field, click the button
"Confirm Opt with Chinese" to proceed.
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4. Openthe previously generated Certificate Signing Request (CSR) with a text editor
(e.g. Notepad) and copy the entire content including the ----- BEGIN NEW
CERTIFICATE REQUEST----- and END NEW CERTIFICATE REQUEST-----.
(You may refer to Part B Step 6 for the location of certificate request file.)

B certreq - Motepad

File Edit Format  View Help

5. Paste the content to the text box, and then click Submit.

C.I)-:’ungkung!bne-Cert The solution for e-Security
HEBUEFEE

AAA Welcome to generate e-Cert
e-Cert (Server)

Please note that with effect from 1 December 2012, e-Cert {Server) will be issued only with 2048-bit RSA key
length. Only Certificate Signing Request (CSR) with 2048-bit RSA key length will be accepted. For details,
please refer to the relevant announcement.

Please paste the Certificate Signing Request CSR (base64 encoded PKCS#10) to the following box and press
"Submit” to generate certificate.

1
|
|
|
|
o
=]
7]
91
=
o
5]
4
o
o]
A
g
=]
=]
4
@
=]
|
|
|
|
i
>

MITICuDCCRaRCAQAWczELMAKGRAIUEBNMCSEsxEjAQBgNVBAGTCUnvbmeg329uZzES
MBAGRAIUEBxMJISGOuZyBLb2Z SnMEEwHWYDVOOKExhJIbnR1cm51dCBXaWRnaXRzIFBO
e3BMdGOxGTAXBgNVBAMTEHd3dy5teXN1lecnZleci5jb20wggEiMAOGCSgGSIb3DOER
AQUAR4IBDWAWGQEKRAOIBAQDWOrGIPJGkghXdWnuWerAMwdfkLSdJogXzM105zqm/
CTIWCOWVIOQ10PJLFHbe+0imeIKiN9729+17KVOLg3GVEWSvV/ ILg0+idKW3KeBXasR
LXB+pirXC/e/rwLGASNVJIACIXVS082K02Bmz jrgkBtzpVE/ hZpppdFYEWnRYHL8R |=
HxcaEmxsucrg/BNLEWFBVML/pVDINGChiZklz885aDCZPClcZ 6XjcgUoWKE+WGN+
TEImSXnzIrgKPVEDAXT/Txts0ThXK1PIa61YQRROASmZhascikwUEcz0TpeKaZzd
LYIwPR1FvezId8SEP)YSJ4pJvBnODF71EVC3QF18wgf 6 PAQMBARGQADANBgkghkiG
SwOBAQUFAROCAQEAS/XNrOmYEccXoRUSPNEO1IMjkIbhOga78R64pYL3gZD+¥Tsav
=0bMgHePvksFRmt sMOzZ251iXSb0I0gzkaijTKzTs7us3peveVWhRIe+bp2+UHSAOIt
4nhNPO+Dwub¥smZmIPByppbGVWEwI FCMPUGxzXouhhNco20KKjNnwhhSsSronc3cV
2epNrEtDH1HBPZrJoSTNpW4UA32drGD/ dunlNY£1HUKWIZ 7351 7TinmmMNEG 7qv5s
nlc/MO63PXLuGI7r2pclIVeZpSFuwSzveXBWRG515z7thglkegS3pFa+2ghEVaht (M
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6. Click Accept to confirm acceptance of the certificate.

[Toy

-
e fh mhowsy 11 et @-Cont
H LEL 2 B0

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The 1 ing s the inf tion of this certificate -
Subscriber Detaily

Server Name : W T LI com
Organization Name : My Organization
Branch Name :

Business Registraction No. : 1234567890123456
CRICI: 12345878

Others :

The following is the system generated information

Subscriber Refe 0000915783

Type of Certificate : Hoegkong Post e-Cart (Server)

Issued by ! Hongkong Post o-Cort S5L CA3 - 17

Certificate Serial Number - 58567231013 1a420044792d07 2 co 4T Ta 820332
Certificate Signature Hash Algorithm ©  5HA.256

Validity Pertod : 01072019 — 040772020

Please click "Accept” to confirm acceptance of this certificate. Otherwise, please click “Reject” and state the
reasons for rejecting the certificate.

of processing your e-Cert applicaton, You

(Note:- Your personal data collected by Hongkong Post will be u
fata as provided for in the Personal Data

have the right of access and correction with respect to perso
{Privacy) Ordinance.)
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7.  Click to download the Hongkong Post e-Cert (Server).

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

You may now:-

a8 1. Download the "Hongkong Post e-Cert (Server)" certificate
o 2. Download the Hongkong Post CA Root Certificates
3. Download the e-Cert (Server) User Guide
&
& AL e

Note:

1. You can also download your e-Cert (Server) from the Search and Download
Certificate web page.
https://www.ecert.gov.hk/en/sc/index.html

2. Starting from 1 July 2019, Sub CA “Hongkong Post e-Cert SSL CA3 - 17" of
Root CA3 will be used for the issuance of all types of e-Cert (Server).
Subscribers with e-Cert (Server) certificates issued on or after 1 July 2019 is
required to conduct the following so that their websites installed with e-Cert
(Server) under Root CA3 will continue to be trusted by common web browsers:

Install the Sub CA "Hongkong Post e-Cert SSL CA 3 - 17" issued byRoot
CA3. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17 pem.crt
Install the cross-certificate "Hongkong Post Root CA 3" issued by
“GlobalSign Root CA - R3”. Click the following link to download:
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

3. Starting from 21 January 2022, Sub CA “Hongkong Post e-Cert EV SSL CA 3 -

177 of Root CA3 will be used for the issuance of all types of EV e-Cert (Server).
Subscribers with EV e-Cert (Server) certificates issued on or after 21 January
2022 is required to conduct the following so that their websites installed with
EV e-Cert (Server) under Root CA3 will continue to be trusted by common web
browsers:

Install the Sub CA "Hongkong Post e-Cert EV SSL CA 3 - 17" issued by Root
CA3. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_ pem.crt

Install the cross-certificate "Hongkong Post Root CA 3" issued by
“GlobalSign Root CA - R3”. Click the following link to download:
http://www1.ecert.gov.hk/root/root_ca 3 x_gsca_r3_pem.crt
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D. Installing Sub CA /Cross Certificate

1. Start Microsoft Management Console (MMC) by clicking Start > Run,
type mmc and click OK, and then select Add/Remove Snap-in from the

File menu.

= Consolet - [Console Root] M= E3
3 Rl Acicn Yen Favomes Widow Help | =l®ix]
; @ T el
—  Cpen... oD T
-~ sam afss P
Thare are no Itams 1 show n this vew,
Add|Rermave Snap-in, . Ourl+41 Tfove Actions 4
i Exchange Management Cmsn\\
2 Clwindoms. . ServerManzgar N
3 Conmlel sawe-20131003
4 Clwhdowsisystemazidsa
Exk
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2. Select Certificate in Available snap-in then Click Add.

Add or Remove Snap-ins

You can select snap-ing for this console from those available on your computer and configure the salectad set of snap-ins. For
extensfole snap-ins, you can configure which extensions are enabled,

Selected snap-ins:

Avalable snap-ns:
Snap-n ?_vendor
j;m:tive Drectory Do.,. Microsoft Cor...
{04 Active Directory Ske.., Microsoft Cor...
__ Active Directory Use... Microsoft Cor...
=" ActiveX Cortrol Microsoft Cor... =
Z ADSI Edit Microsoft Cor ..
4.4 Authorization Manager  Microsoft Cor...
= Certificates 1 Microsoft Cor...
P Commpanent Ser Microsoft Cor ...
},Ccmp&.lter Managem. .. roscft Cor...
" Details Templates Ed... Microscét Cor...
!':%Oew:e Manager Microsoft Cor ...
{27 Disk Management Microsoft and...
=, DS Microsoft Cor...
L4 Event Yiewer Microseft Cor... 2
Description:

N [T Console Root

Edk Extensions.,.

Advanced, .,

The Certificates snap-in allows you to browse the conkents of the certificate stores For yourseF, a service, or a computer,

| OK I Carel

3. Select Computer account, and then click Next.

Certificates snap-in

This shap-in will always manage certificates for:

" My user account

¢ Computer account

!/
¢Back I Next > I Cancel I
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4. Select Local computer, and then click Finish, and then click OK.

selectComputer |

Select the computer you want this snap-in to manage.

This snap-in will always manage:

I (s Local computer, [the computer this consale is running on) I
" Another computer: I < Brovise

I Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console,

< Back | Finish I Cancel
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The following uses the “Hongkong Post e-Cert SSL CA 3 - 17” Sub CA certificate as example.

Note: Starting from 1 May 2025, new Sub CA certificates will be used to issue e-Cert
(Server). When installing an e-Cert (Server) issued on or after 1 May 2025, please
first remove the old Sub CA certificate, if applicable, and then install the new Sub
CA certificate on your server.

Removing the old Sub CA Certificate (if applicable

Expand the “Intermediate Certification Authorities” and select “Certificates”, right click the old
“Hongkong Post e-Cert SSL CA3 - 17” and select “Delete”.

Ry

.........

Click “Yes” to delete.

| Certificates that ars issued by this C& or any lower fevel CA
wili 0o fonger be trusted.
00 you wish to deete tha certficate]
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The following uses the “Hongkong Post e-Cert SSL CA 3 - 17” Sub CA certificate as example.

Installing Sub CA / Cross Certificate

5.

Expand the Certificates (Local Computer) node,

then right-click the

Intermediate Certification Authorities and then select All Tasks > Import.

file Asson  Yes Mg
% a0z s @m
¥ Conhesten - Cometther | jioped To tned 3y Exgvatoan Diote  Intended Purposes  Friendly Nane =
:m»mcam ul LYEONO00 ECE Canfication s AddTnat Lsemad CA Rzce DAy Ak “Nzems
g <ol o JOOMO00 RSA Cattication dus. ASITnat Esteonl CA Roct 0-Mep- 23 AR “Naw
o s Indasrradhate Confication ! L.lcouooonsl.mmvmm COMODO ASa Centication Ssth.. 13525 Serves Auhestiotl.  <Ngne>
= 2 Contiicate Revecation sl ,Xcoms&amn COMODO RS Cenhication Aath.. 125623 Serves Autheeticats . <MNener
[ Gt || SJ0giCen SHA2 Sexure Sorvis A Digiest Glabal Roet €4 00 Mar-13 Al “Menes
. . = Al “Nanes
Server Aushenticati.  +Nenes
Server Authenticats.  «Morer
afiign Organcation Velatat AR L
Secure Contifiome M <Al <Ngrer
Pt Cotifomon . <Ak <MNact»
Fivet Certfiemion . AR Neoes
Z gmgPont e Cert CA L - W Al “Hzews
1 Cantheae £ Pacgew| LI Honghong font o-Cart CA ) - 15 “ARs *Nenes
3 Smat Cod Trusted Foets || [ Jitonghoong Prot o-Cart CA 2 17 “Als whicra
‘ 31 ghong Fot e-Cart 950 CA. Mangiteng Payt foa CA dye-1J “ARs “Ngres
T3 Honghong Poct Ract A Hanghang Post Boot G 1 13-Mey-13 vAls <Mgrwr
|| 3 Honghomg Poat Pace CA 2 Haegha g Post Foot CA T 0 et <A3s by
S Honghong Foot Peck TA 3 Haoghong Post oot Ca | 15 Mey-23 AR Moo
Ll Honghong Post Rect <A ) Hergueng Past feot C4 4 O ban &2 Al “Hanes
o Henghong Prxt Tral e Com C4 . Harghang Past Triel foct CA Y E-2pnll CARs “MNznes
[ 3iHonghong Foot Tnale-Cam Ch . Hargkzng Pest Tral Roct €A1 (&-2gr.23 Ak whzrms
Moagkong Frmt Tnel o-Com CA . Manghang Pat Trel Roct CA2 O dae-3 AL “Nzner
V0t s Encrppt Mmooy X3 5T Root CA XY 15-Mar 31 “Als ANsoer
; Moo TTLSCAZ Bstamare CyberTro Root 20-Myp- Server Autherticati . <Moo
SIMeoomot TTLSTA Y Batwrdee CyberTount foot 200y M Server Auhenticatl . <Nenes
Lol Micraseit Secure Server CA 201 Mcreseht Roet Cotlome Autherl. 190 28 Ak “Manes
W Andray o KN H Rzct fathonty D2 Cotefgring Win.  sHaner
|| yiNetaok Schutions Cenfrate A AddTnnt Btemad CARec DMep- 22 Server Authesticati.  «Norer
| elost Agenzy Bact fgercy 1 a4 “Als “Mznes
L Tructiuie TLS RSA CA Ougicart Glabat Rast CA 08-Dc-21 Server Aughmticati.  sNsoes
; 13/ Tnates Sacums Cansticate Auth . IZSERTaust 254 Confication Asth..  10-%ep-3d Senves Authertionts . <Moo
LV TWCA Gebsl ook €4 TACA Rt Cotiicmen Authay  25-Ca-30 <Al> =<Mares
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6. Inthe Certificate Import Wizard, click Next to continue.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
‘connections. A certificate store is the system area where certificates are kept.

Store Location
(® Current User

() Local Machine

To continue, dlick Next,
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7. Click Browse to locate the Hongkong Post e-Cert SSL CA 3 - 17 certificate that
you downloaded in Part C Step 7 (ecert_ssl ca 3-17 pem.crt), and then click
Next.

File to Import
Spedify the file you want to import.

C:\ecert_ssl_ca_3-17_pem.crt

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)
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8. Select Place all certificates in the following store, and choose Intermediate
Certification Authorities, click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

I| Tntermediate Certhcation Auorbes | Browse...

9. Click Finish to close the wizard.

Completing the Certificate Import Wizard

The cerafcate wil be mportsd atter you ok Fnish

Clenst_s¥ o2 _>17 pem.orl
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10. Click OK

The Hongkong Post e-Cert SSL CA 3 - 17 should now have been imported to the Intermediate

to complete.

0 The import was successful.

Certification Authorities > Certificates.

File Action View Help

leozF s %

= HE

) Certificates - Current User
1+ |1 Personal

-

Issued To

Issued By

Expiration Date

Intended Purposes  *

5 GlobalSign Organization Validation CA - SHA... GlobalSign Root CA

5] Go Daddy Secure Certificate Authority - G2 Go Daddy Root Certificate Author...
[5) Government Root Certification Authority Government Root Certification A...
5] Government Root Certification Authority

20-Feb-24
03-May-31
05-Dec-32
05-Dec-32

<All>
<All>
<All>
<All>

i [ Trusted Root Certification Au
i || Enterprise Trust
[ Intermediate Certification Aul

| Certificate Revocation Lis Government Root Certification A...

| Certificates
1 || Active Directory User S
I 1 Trusted Publishers
1+ |1 Untrusted Certificates
i+ || Third-Party Root Certificatior
» | Trusted People
I I Client Authentication Issuers
|+ |1 Other People
i ] MSIEHistorylournal
| Certificate Enrollment Reque;
I ] Smart Card Trusted Roots

[Z/Hongkong Post e-Cert CA 1- 10
[5:/Hongkong Post e-Cert CA1- 15

“anq Poste-Cert SSL CA3-17
CATHongkong PoSt ROOT CA
[ZIHongkong Post Root CA 2
[5JJHongkong Post Root CA 3
[5/Hongkong Post Root CA 3
[ZIHongkong Post Trial e-Cert CA 1- 10
[Z:IHongkong Post Trial e-Cert CA1- 15
Hengkong Post Trial e-Cert CA2- 17
5] Let's Encrypt Authority X3

B4 Hongkong Post e-Cert SSL CA 3 -

< >

7 Hongkong Post Root CA 3

=/ Microsoft Secure Server CA 2011

5] Microsoft Windows Hardware Compatibility

53/ Network Selutions Certificate Authority
[5Root Agency

5] TrustAsia TLS RSA CA

5] Trusted Secure Certificate Authority 5
I TWCA Global Root CA

[ USERTrust RSA Certification Authority
5| VeriSign Class 3 Code Signing 2010 CA

lwww.verisign.com/CPS Incorp.by Ref. LIABIL...

<

Hongkong Post Root CA 1
Hongkong Post Root CA 1
Hangkong Post Root CA 3
Hongkong Post Root CA
HongkonggPost Root CA 2
HongkondlPost Root CA 1

Post Root CA 3
HongkongiPost Trial Root CA 1
Hongkonglpost Trial Root CA 1
Heongkong Post Trial Root CA 2
DST Root CA X3

Hongken

Microsoft Root Certificate Authori...
Microsoft Root Authority

AddTrust External CA Root

Root Agency

DigiCert Global Root CA

USERTrust RSA Certification Auth..,

TWCA Root Certification Authority

AddTrust External CA Root

VeriSign Class 3 Public Primary Ce...
Class 3 Public Primary Certificatio...

03-Jun-32

15-May-23
15-May-23

-Miay-
05-Sep-40
15-May-23
03-Jun-42
08-Apr-23
08-Apr-23
02-Jun-32
18-Mar-21

<All>
19-Oct-26
31-Dec-02
30-May-20
01-Jan-40
08-Dec-27
10-Sep-24
28-Oct-30
30-May-20
08-Feb-20
25-Oct-16

<All>
<All>

<All>

Cede Signing, Win...

Server Authenticati.,

<All>

Server Authenticati..

Server Authenticati..

<All>

<All>

Client Authenticati..,

Server Authenticati..
>

Intermediate Certification Authorities store contains 36 certificates.

Figure 1: Hongkong Post e-Cert SSL CA 3 - 17 certificate has been successfully installed

Repeat step 5 to step 10 for installation of cross-cert (root_ca_3_x_gsca_r3_pem.crt) which was

downloaded in Section C step 7.
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Installing Authority Revocation List (ARL)

11. Download the Hongkong Post Authority Revocation List (ARL) at:
http://crl1.eCert.gov.hk/crl/RootCA3ARL.crl

12. Expand the Certificates (Local Computer) node, then right-click choose the
Intermediate Certification Authorities, and then select All Tasks > Import.

Fils  Actien  View Help
e ooz +Bm

o Contcates - Cunmnt User Otject Type
e L Centiioms Pavocunon List
Trustes Root Certfiomon Au

S TrA  Centficmes
| ot o
| Comticate tand P Conticares. |

Coni¥ocites A Tada o Fnd Cutileste
Lctive Divactory Ut |
Trustes Fiksbabers Viem . mpot
Ustrumes Cartrics
3 Thrd duyRoa sy oeh
Truntes Pecphe Eputla.
Dbt Ausentican
Othwr Faople o2
MSEHmendousel
Confrate Ensbirent Regue |
T Sevant Caed Trusted Poats - ||

< )
Cartiaea actions that can be pefaimed on the ke
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13. Inthe Certificate Import Wizard, click Next to continue.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
® Current User

() Local Machine

To continue, dlick Next.

| | Cancel 3

14. Click Browse to locate the Hongkong Post Authority Revocation List (ARL)
that you downloaded before in Step 11 (RootCA3ARL.crl), and then click Next.

(Tip: choose All Files)
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File to Import
Spedify the file you want to import.

Iﬁlename:
. ST I l E

Note: More than one certificate can be stored in file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P
Cryptographic Message Syntax Standard- PKCS #7 Certi
Microsoft Serialized Certificate Store (.SST)

Next l [ Cancel

15. Select Place all certificates in the following store and choose Intermediate
Certification Authorities, click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store:

II Intermediate Certification Authorities i| | Browse...
|
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16. Click Finish to close the wizard.

Completing the Certificate Import Wizard

The certificate will be imported after you diick Finish,

You have specified the following settings:

[ e B P  Intermediate Certification Authorities
Certificate Revocation List
C:\RootCA3ARL.crl

17. Click OK to complete.

0 The import was successful.
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The ARL should now have been imported to
Authorities > Certificate Revocation List.

leow 20 -

the

Intermediate Certification

¥ Cmtficme - Carvent U toumd By Ellectres Dete ot Lrmele

Perne
Troted Roct Cantficamion M

L] Hengkang Pus Rect CA 4 He

25-Luc-10 2-Dac- 12

-
triwpree Tnut

elaie Con -2
Lerifhy e

Actrom Dirwctary e Objact

Trusted Pubbevers

Miramed Cattfumes

Tioet Daty Fot Comfxaton

Trumed Pesght

Oure Asttarticsnon iy

Ttber Paagie

ALSE b hatovysoumae|

Issued By

[#] Hongkong Post Root CA 3, Ho...

»

Effective Date
20-Dec-18

Next Update
20-Dec-19

Figure 3: Hongkong Post Authority Revocation List (ARL) certificate has been successfully installed
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E. Installing Server Certificate

1. In Exchange Management Console, select Server Configuration by expanding the
Microsoft Exchange On-Premises. Click the certificate you added before and choose
Complete Pending Request from the right side of the window.

#e:cchange Management Console

e 2iclHE B
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GO B Tasped N N
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e -~
i & Rocpen: St ) Refied:
T o ﬂ ek
A
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2. Click Browse to locate the Hongkong Post e-Cert (Server) certificate that you
downloaded in Part C Step 7, click Complete.

pRr 8 Complete Pending Request
3 introduction Introduction
4 pletion Théz vazard will help you to import 3 cestficate izsused from the cestification autharity to pour

Exchange server, Before the mpon ocoirs, e certficate wil be mapped to the cestficate
iequest that already oxists on the sesver

Select a carhhcate to map lo thes cetbhcate regusst:

[EDzaravadministraton Dekiop\ con0000821 782 cot

Exanple. Chcetilicates impoit.cer
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3. Click Finish to complete the installation.

fy Complete Pending Request

1 Inroduction Completion
s & | The wzard completed successhudly. Click Frizh to clces this wezard.
cReplahn Elapsed bme: 00,0005
Summarny: 2 temiz]. 2 succeeded, O faled
| JIRead file @ Coogeted, A

Exchanges Managemer: Shell command completed:
Read binary stream from the file
‘CAUzers\Administrator\D esktophest 0000821 792, cer.
Elapsed Time: 00 0000
o CEtD00DE21792. car D coaplerad . A

Exchange Managemert Shel command completed:
Import-ExchangeCertiicate -Server "WIN-R7PPEQZN2EZ -FileD ata '<Binary Datay!

Elapsed Time; 00 0604

To copy the cortents of this page, press CTRLSC. /
Haeb I < Beck | I Firizh l Carncel I
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Hongkong Post e-Cert (Server) certificate has been successfully installed. You can
check the detail information by double-clicking the certificate.

4.

*% 2mial
EEEMCM ¥ Berver Configuration
B ft Exchange O o =
5 20 Orpencetion Confiyration Genesy | Decais | Certficaton Fam
= || Serve Cofipasen - \ Coceroder
R Malton
o Ot Accew b Traneport, ¢ L Certificate Information
Lo W Trwrspont — — - »
= Unfed Messagng This certificate s for the
b imi(u‘ww * Ensures e identy of & revote comguter
o Tookon o Proves your cherity (o & remote compnier
* LIALALION0.LTL
0221140122
: * fefer tn e cortfication authorty's statement for detals
Issued toc  vobd-ov.eCert.gov ok L
Progertios. ..
Issued by: Hongtong Post e-Cert S, CA S - 17
Vobd from 20-May-15 to J0-Mey- 20 x
"
e ..
o
o
K I— | -’l”‘
£ i
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F. Backing up the Private Key

1. In Exchange Management Console, choose the certificate that you intend to export,
and then click Export Exchange Certificate.

Fle Action. Vsw Hep
| 7| BiD

L Mcrosot Exchargs £ server conflguratinn | | Actians
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5l o Servar Carfiguration S Tiok | 1 Mediy Corfiguration Domain Contraler..,
o Md = \
fqm s 'ﬁnsxmmeqmzez Hub Tronspart, Clent e, | = Beport st
o b Tiensport Yiews »
2= UnfieliMassacing
7 2 Recpiert fooficurdion (@ Refresh
@ Toobox Vel
o | L ——————————
5 WIN-RIPPEQZNZEZ S | s
EQzn s 5 Menage Clen: dcomss Role
Eeaete I 740 Manage Hub Trarsport Rols
ame ~ S=f Sigr
\ | 0'—.:"-1 @ Mznage Clagnostic Logging Propertes. .,
. Ll Entsr Freduct Key...
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Specify the name of the file you intend to export, and type in the password. Then
click Export. (By default, the file will be saved with a .PFX extension.)

i.i‘-: Export Exchange Certificate

B Intoduztion Introduction
| Thizwizard val haboyou to srpoet a ceetificate wath the camecpending privats key to afila.

 Comgplztion | You are requied to enier o passward o piotect the prvate kep
=3

[EAUseis\Edmiestiaiet Doctments\backunkey ls Browsz. I
Erample: Chzethicaes\poaitply

Pazswoid
[onoq:

Hep ook [ Epst | coesl |

3.

r

Click Finish. Hongkong Post e-Cert (Server) has been successful exported.

imf: Export Exchange Certificate

B lntioduction Completion
1 Comslebio | The vazard complated successiuly. Cick Finkhto clos ths wiard.
il | Elapead time 03:00:00
Summan: 2 iterrls) 2 succeaded. O faled
S d P Cophated. 2

A =
Exchange Managemant Sndl command corplieh
E:po:l{m“mgecmhca‘e “Server WINF ?FPEQZ‘IQE? ~Thumbpint

'E1403459F ER3CO20EFIF2E7TFEA2268 316BAFF 1" -Passvaard
‘Spstem Secunly SecuraSinng' -Ensyknzoded

Elepsed Time: 000000

»

ke e @@ sopitad

Exchange Management Shell cormand compieted
\Wiite binary streaminka the fla ‘T sses\ddmmishiatot D ocumentabackupkey.ply'

Elzpead Time: 202020

To copy e conlenls of 1hie page, pass CTRLC /

L ¢ Bazk l Firesh Lo I
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G. Restoring the Private Key

1 In Exchange Management Console, choose Import Exchange Certificate under Server
Configuration.
g[uhanuc Management Consale !E m
Fl=  Acoon Vew Hep
e 2 1 e ? v
E!‘,‘"Wm Exchange F Server Configuration 5 ) a8 | Actions
= Ly Micraso®t Excharge On-Pramises (v [ “Server Configuration
[ .4 Cromeation Corfiguration ¥ Craate Fiter - -
= igav:—cmﬁg,rﬁon I IB& : Mac¥y Corfiguration Doman Cantraler...
-1 G [ COWIIRTFEQZNZEZ  Hhb Trampert, Cherk Acc,.. | L Expart i,
2 Kl Trarsocrt v »
50 Urfiled Mescaging
i & Asopeflt Corfiguration G Refresh
8 Tealbox Hel
q | ) |
= : . WIN-RIPPEQZNZ2E2
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HEEL BB | o erge Oogrostic Loagn Popsrt
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2  Select the private key you intend to import, and type in the password. Then, click Next.

& !
fj; Import Exchange Certificate
Al "ﬂ'

) lnoduztion | Introduction

= This wizaid vk hebo yeu tomport a catificalbe with 3 vaid pevabs kejp o your Exchanes

- Select Sarvers sover. You mus etver thi pazswond of tha peivate kep for 2 guscezahd import.

g pakEelnage Selact Ihe file name b mport = cebhcate and the prvate ey

Canlificata ;

i1 Complefion |C:Usaie\admisliaicr Deskiophbackupkey.pis Brovica. |
Evampls: C\certlicaiesumport plx
Pasepord
|oooq"

Hep oot [ wews ] cacel |

3 Select Servers and click Next.

f “Y'  Import Exchange Certificate

.

B Inlioductisn Select Servers
Thiz wizard vl heb you to mpoit the specilied certficate to muliple secvers,
[ Select Servers
 Impcit Exchangs Select s:cwgrs vou warkt fo mpott e specilied centfcate o,
= Catiiate AR add... |
~I Comglatizn Nama. = [ Aok |
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4 Check the detail and click Import.

?'g :
¥ Import Exchange Certificate
SR

B Intioduckon Import Exchange Certificate

BE G otect Saving The vazard vl use the conligurabon below Click Impant to continue.

Impoet Exchanpa Carfiguration Suremnaiy;
[ e g4 i

Celfcate e R
[ Comgletion - ——

Read tinaw siiezm fiom the fil 'CAU eais\bdrinisiialod\Desktopsbackupkay. piy.
5 WIN-RTFPEQRNZEZ %

Pazsword Spstem Secunty SezureSting’
FrivalekeExpotzbe $us

Ta copy the cankents of the page. press CTRL+C /

Hep I < Back Il Irrpeet I Cancel I

5 Click Finish and Hongkong Post e-Cert (Server) certificate has been successfully
restored.

?1 Import Exchange Cenrtificate
)‘_,a

13 Intraducion Completion
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