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LR N L, “Hongkong Post e—Cert SSL CA 3 — 177 "H4kiF 5 A+
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6. FE[SEUEICAMERIN, %[ F—514kEk,

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

® Current User

() Local Machine

To continue, dick Next.

7. MR ESATT C MRS 7 F#E ) Hongkong Post e-Cert SSL
CA3-17 F4EIETS (ecert ssl ca 3-17 pem.crt), SAEH[ F—F].

File to Import
Specify the file you want to import.

C:\ecert_ssl_ca_3-17_pem.crt

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.S5T)
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8. IEFFLR A UL LR A IX], SRS HZ[ T — 28]

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

| Intermediate Certification Authorities i | | Browse...

9. FE[TEMRIRKHMIRER .

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(W8T R S e SR VAREEY  Intermediate Certification Authorities
Certificate
C:\ecert_ssl_ca_3-17_pem.crt
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10. % [WE R TE K-

File Action View Help

0 The import was successful.

El HEmgkong Post e-Cert S5L CA 3

L o AN & B R

= HE

5 Certificates - Current User

» [ Personal

i [7] Trusted Root Certification Au

i (] Enterprise Trust

4 || Intermediate Certification Au
[ Certificate Revocation Lis|
[ Certificates

i (7] Active Directory Userm

1> [ ] Trusted Publishers

» 1 Untrusted Certificates

i+ ] Third-Party Root Certificatior

i (7] Trusted People

1> || Client Authentication Issuers

1> [] Other People

> [ MSIEHistoryJournal

[ Certificate Enrollment Reque:

1> || Smart Card Trusted Roots

»

Issued To

Issued By

5] GlobalSign Organization Validation CA - SHA...
5] Go Daddy Secure Certificate Authority - G2

5] Government Root Certification Authority

5] Government Root Certification Authority
[ZilHongkong Post e-Cert CA1- 10
[5JHongkong Post e-Cert CA1- 15

N Dact o.Ce

I Hongkon,, Post e-Cert SSL CA3 - 17

20-Feb-24
03-May-31
05-Dec-32
05-Dec-32
15-May-23
15-May-23

GlobalSign Root CA

Go Daddy Root Certificate Author...
Government Root Certification A...
Government Root Certification A...
Hongkong Post Root CA 1
Hongkong Post Root CA 1

Hongkong Post Root CA 3 03-Jun-32

Expiration Date

Intended Purposes
<All>
<All>
<All>
<All>
<All>
<All>

[Z/Hongkong Post Root CA 2
[5Hongkong Post Root CA 3
ZJHongkong Post Root CA 3
[5lHongkong Post Trial e-Cert CA 1- 10
SilHongkong Post Trial e-Cert CA1- 15
[5/Hongkong Post Trial e-Cert CA2 - 17
5 Let's Encrypt Authority X3

Sl Microsoft IT TLS CA 2

S Microsoft IT TLS CA'5

Sl Microsoft Secure Server CA 2011

Hongkong Post Root CA 3

Laielals Lauitie Bage ol e o — o
Hongkong Post Root CA 2

ng Post Root CA 1

ng Post Root CA 3

ng Post Trial Root CA 1

ng Post Trial Root CA 1
Hongiggng Post Trial Root CA 2
DST Root CA X3

Baltimore CyberTrust Root
Baltimore CyberTrust Root
Microsoft Root Certificate Authori...

15-May-23
03-Jun-42
08-Apr-23
08-Apr-23
02-Jun-32
18-Mar-21
20-May-24
20-May-24
19-Oct-26

Hong
Hong
Hengl
Hong

03-Jun-32

T
<All>
<All>
<All>
<All>
<All>
<All>
<All>
Server Authenticati..
Server Authenticati..
<All>

< >

=/Root Agency

[ TrustAsia TLS RSA CA

5 Trusted Secure Certificate Authority 5
5./ TWCA Global Root CA

[ USERTrust RSA Certification Authority

[ VeriSign Class 3 Code Signing 2010 CA
Slwww.verisign.com/CPS Incorp.by Ref. LIABIL...
<

Root Agency

DigiCert Global Root CA

USERTrust RSA Certification Auth...

TWCA Root Certification Authority

AddTrust External CA Root

VeriSign Class 3 Public Primary Ce...
Class 3 Public Primary Certificatio...

08-Dec-27
10-Sep-24
28-Oct-30
30-May-20
08-Feb-20
25-Oct-16

<All>

Server Authenticati..
Server Authenticati..
<All>

<All>

Client Authenticati...
Server Authenticati..

>

Intermediate Certification Authorities store contains 36 certificates.

K%k 1:
HE DR
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“Hongkong Post e—Cert SSL CA 3 - 17”

10

(root ca 3 x gsca r3 pem.crt).
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Z 5 BB B #(ARL)

11. T EIRBUMEETE 2. (ARL): http://crll.eCert.gov.hk/crl/RootCA3ARL.crl
12. RIF[H gRFRUERA] S LA R % — T, SRS [ TAE>[EA].

File Action View Help
e zE oz HE

3l Certificates - Current User Object Type
» (1 Personal

&[] Trusted Root Certification Au
i [ Enterprise Trust

[ Certificate Revocation List
[ Certificates

43 iate Certifi—=-~—A———
7 Certificate Revt Find Certificates...
_ B Centficates [Pl v\ Find Certificates...
b [ Active Directory U
b [ Trusted Publishers View » Import...
[ Untrusted Certifi
» (] Untrusted Certifica rer

& [ Third-Party Root G
b [ Trusted People Export List...
» [ Client Authenticati
» [ Other People
» ] MSIEHistoryJournal
b [ Certificate Enrollment Reque
» (] Smart Card Trusted Roots

Help

< >

Contains actions that can be performed on the item.
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13, FERIECAR RN, &[T —214k%k.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
®) Current User

() Local Machine

To continue, dick Next.

Cancel

14, ¥ W EBFEE AT 228, 11 T3 M “Hongkong Post Authority
Revocation List (ARL)” #Z B TE . (RootCA3ARL.crl), #RJE4%[F—
Hle (B EHE PTARET)

1+ a » ThisPC » Local Disk (C:) v ¢ Search Local Disk (C:) ¥l
Organize v New folder = v M @
i Downloads A Name ¥ Date modified Type Size A
% Recent places MSOCache 09-May-18 9:41 AM  File folder
OneDriveTemp 18-Jun-19 10:01 AM  File folder
@ OneDrive - Certizen i Perflogs 22-Aug-13 11:22 P...  File folder
. Program Files 03-Jun-191:28 PM File folder
i@ Homegroup . Program Files (x86) 15-May-1910:09 ... File folder
ProgramData 09-Jan-19 11:37 AM  File folder
1% This PC JJ scan 30-May-193:18 PM  File folder
|4 Desktop L Temp 04-Jun-193:20PM  File folder
j‘:l Documents j.u Users 29-Aug-18 214PM  File folder
‘j Downloads I . Windows 16-Apr-18 11:47 AM  File folder
¥ Music L xampp 29-Aug-189:49 AM  File folder
E Pictures ecert_ssl_ca_3-17_pem.crt 20-Jun-1910:53 AM  Security Certificate 3KB
L' shared (168.140.1C/ 5] root_ca_3_pem.crt 20-Jun-1910:53 AM  Security Certificate 3KB
B Videos 2l root ca 3 x root ca 1 pem.crt 20-Jun-19 10:53 AM _ Security Certificate 3 KB
a Local Disk (C:) RootCA3ARL.crl 20-Jun-19 1:44 PM Certificate Revoca... 1KB
v |_] WindowsSEGUIEM).tt2 16-Apr-18 11:12AM  TT2 File 1,651 KB v
File name: | ‘\ | |ailFiles 4 v
\ | Open Cancel |

26

=
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File to Import
Specify the file you want to import.

C:\RootCA3ARL.crl

Cryptographic Message Syntax Standard- PKCS #7 Certifica
Microsoft Serialized Certificate Store (.SST)

15, GEFELR A SR L BAERX T, SRJE TN — 2.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate store:

Intermediate Certification Authorities || srowse... |
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16, FL[5E BRI HIRE R -

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

e S R SE ST Intermediate Certification Authorities
Certificate Revocation List
C:\RootCA3ARL.crl

_ l Finish H Cancel

17, AL E PR IE K

o The import was successful.

File Action View Help I

R bl NENRCRERN * Hod
G Certificates - Current User
p (] Personal
» [ Trusted Root Certification A
b [ Enterprise Trust
4 [ lgtepmediate Certification A
| Certificates.
» [ Active Directory User Object
1 [ Trusted Publishers
» [ Untrusted Certificates
» (] Third-Party Root Certificati
1 [ Trusted People
1 [ Client Authentication Issuers
» [ Other People

Issued By & EffectiveDate  Next Update
Hongkong Post Root CA3, Ho.. 20-Dec-18 20-Dec-19

o

Issued By z EffectiveDate  Next Update
Hongkong Post Root CA 3, Ho... 20-Dec-18 20-Dec-19

3: “Hongkong Post Authority Revocation List (ARL)” FZRURGHTE B Ol Th 2238
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2. FIWWERFA T C WAL % 7 T % “Hongkong Post e-Cert
(Server)” iE+, SRJEHZ[TER].

g OAREMESR

AT Bift
..n N SRR RN TN R R B (U BASBEE A\ Exchange {S1AREE - EEA 287 * 1B
o SERR EEEHEZERS O FEeaER -
I ER EEEEERASES):
IC:\Users\&dnﬁnistramfd)eskbp\cem'\cerlﬂDOUB21796.cer BIEER)...

#iF: Cihcertificatesimport.cer

soE | 2| s=mo | mE |

=i
W
S



HIETS (fal s ) H J 4E B — Exchange Sever 2010

3. K[FERIRA R FRUE A .
Lp  EREBEER
SEB%
g ;g HBEORIHTTRL - 15— T Gk RAPRIEEIEE -

HYH) '

£Z3MEFRS: 00:00:00
1= 2 @B R - 2 ERkTh » 0 BB -
| s @E= a

CIoERRAY Exchange B3R a & Ea 4
1” EX C:\WUsers\ddministrator\Desktopicerts\cert0000821 796 cer' SEET _SERIEF

!)IL
£Z3MEFRS: 00:00:00
[oy! cert0000821796 cex @cxs »

ESERkAY Exchange B3R f2 T EGM S o
Import-ExchangeCenrtificate -Server WIN-GEBROSPLSIT' -FileData '« — 3L EH >

£E3MEFRS: 00:00:00

15T ChlC BN SU B mRIAE - /

< E—#(B) | SERK | i H




MRS (A R#S) FH /45 B — Exchange Sever 2010

4.

Hongkong Post fAlilR#H1IE+ & it %2 %e, IRA] AR IR LS B IR
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xl
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*

General | Details I Certification Path
“3 Mir
Ak ]
A La_ Certificate Information
This certificate is i for the purpose(s) ﬂﬁﬁr"m—l_'&_'—l_
+ Ensures the identity of a remote computer o Vecaon 140 Gold 630220 5
* Proves your identity to & remote computer
- +1.3.6.1.4.1.16030. 1.7.1
g +2.23.140.12.2
*Refer to the certification authority's statement for details.
] Issued to: valid-ov.eCert.gov.hk
|
Issued by: Hongkong Post e-CertS5L CA 3- 17 A
Valid from 30-May-18 to 30-May-20 E ]
Forlerur Seeve -] Wore
93 Baclecy B (0FL Az
Issuer Statement
4| | (Ll | 2
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