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A. Guidelines for e-Cert (Server) Applicant

After receipt and approval of an e-Cert (Server) application, Hongkong Post Certification
Authority will send an e-mail with subject “Submission of Certificate Signing Request
(CSR)” to request the Authorized Representative to submit the CSR at the Hongkong Post CA
website.

This user guide is for reference by applicants of e-Cert (Server) in generating their key pair
and Certificate Signing Request (CSR) using Microsoft Internet Information Server (11S)
10.0. The CSR containing the public key will then be submitted to Hongkong Post
Certification Authority for certificate signing.

If you lose the private key after the certificate is issued, you will be unable to install or use the
certificate. Therefore, it is strongly recommended that you should backup the private key
before the submission of the Certificate Signing Request (CSR) and after the installation
of the server certificate. To learn the backup and restore procedures of the private key, please
follow the instructions as described in the followingsections:

F. Backing UP the PrIVALE KEY .....c.eciiiiiic ettt sttt sttt sttt s te et te e e 23
G.  REeStOring the PrIVALE KEY ........coiiiiiieiiise ittt 30
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New and Renew Application

Please follow the instructions as described in the following sections for a new or renew
application for e-Cert (Server):

B.  Generating Certificate Signing ReqUESt (CSRY) .......ecviiiiiiiie e 4
C.  Submitting Certificate Signing ReqUESt (CSR) .....cccvciieiieiieieieec e 9
D. Installing Sub CA / Cross CertifiCate ..........cccceiereieieiieisise e 13
Remove Old Sub CA Certificate (if applicable).........ccccoviveieiieiiiiece e 15
Installing Sub CA / Cross CertifiCate .........ccovvveiiii e 16
E. INStalling Server CrtifICALE ..........coiie e 20
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B. Generating Certificate Signing Request (CSR)

Start menu, “Administrative Tools”, and click on “Internet Information Services (11S)
Manager”.

In “Internet Information Services (IIS) Manager”, select your web site, and then double-
click “Server Certificates”.
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3

At the right column "Actions", select “Create Certificate Request”.
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Note : For renew of e-Cert (Server) application, please do not click “Renew™ option to
renew the certificate.  Please click “Create Certificate Request” as the same
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4 Type the common name (i.e. server name) for your site, organization’s name and your
organizational unit, select “HK” for the “Country/Region”. Type “Hong Kong” for both
“State/province” and “City/locality”, and then click “Next”.

Note: Please make sure that the correct domain name (i.e. server name) is
shown in the “Issued To” field and “HK” in the “Country/Region” field.

Note: For application of e-Cert (Server) with “Multi-domain” feature or EV e-Cert
(Server) with “Multi-domain” feature, please input the “Common Name” field with
“Server name used as Subject Name in the Certificate” being filled in the application
form. [t is not necessary to specify any “Additional Server Name(s)” in the Subject
Alternative Name of the CSR to be generated. It will be assigned by the Hongkong Post
CA system automatically based on the information applied in the application form
when the certificate is issued.

For application of e-Cert (Server) with "Wildcard™ feature, please input the
“Common Name” field with "Server Name with Wildcard" (including the wildcard
component, i.e. the asterisk ‘*’, in the left-most component of the server name), e.g.
*.myserver.com, being filled in the application form.

Note: For application of e-Cert (Server) with Chinese Domain Name

Option 1: please input the “Common Name” field with “Server name used as Subject Name
in the Certificate” being filled in the application form.

Option 2: Use of IDN conversion tool to convert Chinese Domain Name into ASCII characters
and input of the converted name in the “Common Name” field is also supported.

Distinguished Name Properties
g¥

Specity the required information for the centdicate. State/ provence and City/locality must be specdied a¢
offical names and they cannat contan sbbirevations,

Commaon name: waw SRR .com _
Organization My Organization

Drganzational ymit My Organaation Uni

Cay/locality Hang Kong

Sate/province Hang Kong

Country/reguan; e, _
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5.  Choose “Microsoft RSA SChannel Cryptographic Provider” for the “Cryptographic
service provider”, and “2048” for the “Bit length”, and then click “Next”.

Note: Bit length smaller than 2048 may not be strong enough, while greater than 2048
may be incompatible with certain web browsers. It is recommended the bit length of
the encryption key to be 2048 in order to support better security strength.

Request Certificate ? H

1 . Cryptographic Service Provider Properties

alt

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider b
Bit length:
2048 ~

AN

Previous Cancel
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6.

Enter a file name for the certificate request, and then click “Finish”.

Request Certificate

File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for

signing.

Specify a file name for the certificate request:

|C:\certreq.tx‘t

Previous

Finich

Cancel
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C. Submitting Certificate Signing Request (CSR)

1. Click on the hyperlink in the e-mail with subject “Submission of Certificate Signing
Request (CSR)” sent from Hongkong Post Certification Authority to access the
Hongkong Post CA web site.

Suteriarmen of Cartfs ave Shgrargg Regum (TSR] - Masmags OITHVG) T e - x|

F MESAAGE
- x £ Raply n N w 3 } N Mads Usrnast m & N

B I cumuin s &2 Q J

€4 faply Ar G0 : z
Py Defete Loy owe Chinese Tiprmisle Teom  Wieghty
Edrorwes TR - mal « Y= P rotesup- conerza - 3 *
Ueme hossene powr Vop . Moss Teg S iniey - -
= 'l
"\',. A Enquity <enguiryiecert g hk>

) j Subenisdon of Certificate Signing Request (CSR)

(If you are not able 10 read this e mail & Clasese, pleass sedact “View” on the 100lbar and change the Character Codeag to “Umicode, UTF
)

XX XX 2021
Dear XXXXXX,

Submnosca of Cemfacats Sqgung Regoent (CSR)

We ate plessnd 10 mfom you that vour spplicatuon | resewal sppicateon for Honghong Post e-Cent (Server) comificate has been sppeoned
e PIN Eaveloge has been passed 10 vou by hand at the junctees of submssson of the applcetion, or delnered 10 you by segustered mad
You many then uwe the PIN Eav 1o sbinn the Cestificats Tt (CSR) to s for further peoce o

e werw =Cart gov hiohkpos app/omtogoest ‘webboms Manr-wsainh & chasae i~ Wi & conCarogory =5

Please nore 1he peocedures for sebaussion of Cemificate Signemg Request (CSR) foe e Cen (Server) with “Wildcard " feature or "Muhs
doman” feature are the same a ssbmission of CSR for - Cert (Server). Please only sobomt the Server Name wieh "Wildcard™ or Server nams
use s Subdect Name m the Comblicme as m application foe conificate generation accoedmgly . For moee details abowt subeosssn of TSR,
please yefer o ¢ Cort (Srrver) User Gusde

Please note thae starmeg froems 1 July 2019, Sub CA “Hongkoog Post e Cent SSL CA 3 - 17 of oot CAS wall be used for the ssuance of all
types of p-Cont (Server) (melodmg o-Cert (Server), w-Cest (Server) with “Wadcard” featurs snd o-Cort (Server) with "Mult domamn” featum)
Please wntall this sew Root CA and S CA cenificate = your server before the sstallatios of o-Cent (Server) For more details, please reler
to e-Cont (Server) User Gunde

2. Type the “Server Name”, the “Reference Number” (9-digit) as shown on the cover of
the PIN Envelope and the “e-Cert PIN” (16-digit) as shown inside the PIN Envelope, and
then click “Submit”.

P
= [ hmgtong Fhw e-Cert
sRPRRIEN

Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The parsonsd date you prowdad o this Sorm wil be used By Hongkong Post and ity opscater of 0-Cen seeaces Bor prowsion of ¢-Cen
seraces 10 you. Information we colected about you will not be disclosed by us 10 amy other party i a form that wodld identdy you
unfess 4 i permited or auth d by law. 2 s voluntaty $or you to supply 1o us your personal dats Fadies to pronde relsted dsty may
affact the processng of your application You hawe 3 nght of accass and comaction with respact 10 parsenal dats under the Parsonad
Data (Prvacy) Ordinance Your nght of access imcludes the nght to obtain a copy of your persenal data prowded m this form If you
wish 16 do 80, plaase sand your reguest by mail to Kowloon East Post Ofice Box No 68777, by e-masl 10 soguing@eCan goe ik of by

fax ta 2775 9130
Sarver Particulars :
Sanw Name vy ETH BB coo _
#Cect PN Envelope information :
Raference Numer 018530272
(Shown on the cover of the PIN Evelope, Y-dign)
eCert PIN CETTTT LTI

(No meed 10 mpul the space within the 16t PIN)

—lp | Submt  Clear
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3. Click “Confirm” to confirm the application information. (If the information is incorrect,
please contact Hongkong Post Certification Authority by email to enquiry@eCert.gov.hk.)

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Subscriber Details

Server Name : Wwww.my-orgamisation.com

Additional Server Name(s) : waww. 2728 com

Number of Additional Server(s) : 1

Organisation Name : My Organisation
ROER

Branch Name :

Business Registration No. : 1234567812312121

CRICI: 12345678

Others :

n i ifi It

Type of Certificate : e-Cert (Server) with "Muiti-domain” Faature

Certificate Signature Hash Algorithm : SHA-256

Validity Period : 2 Year(s)

This page is to confirm the application data. If the above information is correct, please click "Confirm"” to proceed
You may opt to get the e-Cert (Server) containing the organisation name and branch name in “Chinese by clicking "Confirm Opt with Chinese” button to proceed

Confirm Reject Back  Confirm Opt with Chinese
*For Chinese domain application, please make sure the Chinese characters are correct

Note: If English and Chinese organisation name and/or branch name have been provided at
the application form, in order to generate e-Cert (Server) with Chinese organisation name at
Subject O field, click the button "Confirm Opt with Chinese" to proceed.

4.  Open the previously generated Certificate Signing Request (CSR) with a text editor (e.g.
Notepad) and copy the entire content including the **-----BEGIN NEW CERTIFICATE
". (You may

MIIDZ2CCATACAQAWGY S XCZAIBONVBAYTAK hLMRIWEAYDVQQIEW | I
EjAQBYNVBACTCUhV ngSZQUZZEYMBYGAIUEChMPTXkgT3JnYWSpemFOanuMRSW
HQYDVQQLEXxZNesBPcmdhbm16YXRpb2 ShbCBvbm T OMRkwFwYDVQQDEXB3d3 cubX1z

XI2ZXIuY29tMIGFMAOGCSOGSIb3DOEBAQUARIGNADCE1QKBGQCheR3SKIMgZXVE
xse211tQ37jNxQAEkPa2kxv3vBRM3VJOA21pDvwfIk1md87n+ashN1KthTm7j6
vmébu/Jeq/9X6Mgj4vONUOI+PIIxwf+R2D6NX36128116kSDNYTV+beu/aQurciu

RIPKTDSM7vhvzS] JWVIThENE1ZRTNQIDAQABOIIBMTAABYGOr BQEEAY I3DQIDMQWW
Cjuumidznzkwl j IwewYKKwYBBAGCNWIBD] FTMGSwDQYDVROPAQH/BAQDAGTWMEQG
CSQGSIb3DQEIDWQIMDUWDGY IKOZT hv CNAWICAQCAMA4 GCCOGSIb3DOMEAGIAGDAH
BOUr DgMCBZAKBggghk 1GOWODBZAT BgNVHSUEDDAKBOQr BJEFBQCDATCE/QYKKWY B
BAGCNWOCA]GB7]CB6WIBARSAAEOAIQB] AHI AbWBZAGBAZOBOACAAUGBTAEEATABT
EMA3ABhAGY AbgB 1 AGWAT ABDAHI AQBWAHQALWBNAHI AYQBWAGQOAAQE ] ACAAUABY
GBAdgBPAGQAZQBYAL G AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALARL
AAAN AAAAAAAALA
AALAAAAALAALSAALAALAAAALLAALAALAALAAALAALAAAAALAALLALLAALAALAADAA
AWDQY IKOZT hV CNAQEFBQADGYEAOT wywWiXLr Y4+0ZgcCocmEr 8QITDXX
4/eDIETvbmgSUgeyuCuanchftDfdr1wRYe4XhE20UKKykKS/F+6Rf8mtquE+
2+GOIBK FWNKOKOOI n+KS8d1EWT UNWA 3 /RT1ZKGQTWPE8XHB1RboavpgfTItZaziml
tmpVzZCcngKgeprY=
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5.  Paste the content to the text box, and then click “Submit”.

X
o Hhmghong 11 0-Cort
pRpagTaN

¢ o-Seturity

AAA Welcome to generate e-Cert
e-Cert (Server)

Phease oote that with efect from 1 December 2012, e Cert [Server) will bo issued only with 2048-bit RSA hoy
Tungth, Only Centificate Signing Request {CSR) with 2048 bit RSA key longth will be sceupted. Foe dutails,
please redor to the relovamt announcement.

Please paste the Certificase Signing Request C SR (baseld encoded PRE S99 to the Sollowing box and pross
" Salenit” 10 generate cemificate.

ceELMARGALIUESN
ALL2 S By

IvhesgI29ulely
514X aNbnaXie L¥S)
J020wouELMRODCHQOS IDAOCES

P
TXEa0THXEL
4pITRRCETIIRS

6.

2

Co ) frglomg 11 s 0-Cort
asvauian

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The following Is the information of this certificate -

Subscriber Detaity

Server Name www (L1000 com

Organization Name My Organization

Branch Name .

Business Registraction No. 12345678W0123456

CRXCI: 12345678

Others

The folowing Ix the system generated information

S riber Refe Number - 0000615743

Type of Cartificate Hongkong Post e Cert (Server)
Issued by : Hongkong Post o-Cert SSL CA3 - 17
Certificate Serial Number Sa8507 20 1eD 1A L20044 792067 W ce 47 To 8200 12
Certificate Signature Hash Algorithm = SHA 256

Validity Period - QUOTTR2Y -~ 0V0772022

Please click “Accept” to confirm acceptance of this certificate. Otherwise, please click “Reject” and state the
reascns for rejecting the certiicate,

{Note:. Your p i data coliected by Honghong Post will be for processing your e-Cert application. You
have the right of access and correction with respect to dats as provided for in the Personal Data
{Privacy) Ordinance.)

 Bioat |
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7. Click to download the Hongkong Post e-Cert (Server).

-

2
- e o f
C Hongling Hare-Cort Tam anlfulicen far w-Sucurity
FHILV TN

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

You may now:=~

2. Download the Hongkong Post CA Root Certificates

1. Download the "Hongkong Post e-Cert (Server)” certificate
3. Downioad the e-Cert (Server) User Guide

20070 Impadanmt Notcems | Prvacy Polcy

Note:

1. You can also download your e-Cert (Server) from the Search and Download
Certificate web page.

https://www.ecert.gov.hk/en/sc/index.html

2. Starting from 1 July 2019, Sub CA “Hongkong Post e-Cert SSL CA3 - 17" of
Root CA3 will be used for the issuance of all types of e-Cert (Server).
Subscribers with e-Cert (Server) certificates issued on or after 1 July 2019 is
required to conduct the following so that their websites installed with e-Cert
(Server) under Root CA3 will continue to be trusted by common web browsers:
Install the Sub CA "Hongkong Post e-Cert SSL CA 3 - 17" issued by Root
CA3. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
Install the cross-certificate "Hongkong Post Root CA 3" issued by
“GlobalSign Root CA - R3”. Click the following link to download:
http://www1.ecert.gov.hk/root/root ca_3 x_gsca r3_pem.crt

3. Starting from 21 January 2022, Sub CA “Hongkong Post e-Cert EV SSL CA 3 -
17" of Root CA3 will be used for the issuance of all types of EV e-Cert (Server).
Subscribers with EV e-Cert (Server) certificates issued on or after 21 January
2022 is required to conduct the following so that their websites installed with EV
e-Cert (Server) under Root CA3 will continue to be trusted by common web
browsers:
Install the Sub CA "Hongkong Post e-Cert EV SSL CA 3 - 17" issued by Root
CA3. Click the following link to download:
Install the cross-certificate "Hongkong Post Root CA 3" issued by
"GlobalSign Root CA - R3”. Click the following link to download:
http://www1.ecert.gov.hk/root/root_ca 3 x_gsca_r3_pem.crt
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D. Installing Sub CA /Cross Certificate

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”, type “mmc” and
click OK, and then select “Add/Remove Snap-in” from the “File” menu.

@ Consclel - [Cenncle Root)

= o X

B file Action View Favorees Window Help 2 %
< New Cide N

pens Cor0 Mame | Actions

Sauw Cirle5

Save As. Thers are o0 ftems 2o thow in the wew Comsaly Aot &

) = = More Actiens »

AddTarmnve Snep-in_ ColeM

Optons.

Tie

bt

Enabies you 1o add xap s 1o OF remove them from the snap- in console.

2. Select “Certificate” then Click “Add”.

-
B ' Amco Vew  Fevertes Windos  Malp »
o s H

Comele Foet Har | Acthom

Theare are 0o s 50 haw a1 i

Comurle fom -

100 o aebect p-ru R the coneoe Bar ose sealele OF YOO DR e Crigare e electes et o e s P
rtarmtie S %, pou AN COOPGU W EXITEE Ew wraied

Sesictie o e Sglecns map-rx

e rerww - Congole Roor S Cyteeamry.
Aved Comy oroeh

T rooissn moregs Mot G

& Corone Mo,
A teeer Mooz
0ok Merovent
Htor e
e

U oo oy Ot . Moteot O
Proiovet inkymate. . Modeoh O
B0 secntyod Motk s
B secmty s M. Moteoh

L}
3
>
‘EREERR"

¢

2222

i3
ii
5
FEEEE

v Aoyt

Cwacrgesse,
The Carsficatas s aloas o0 % brone Te caments of fw carticats staves fr yuarsst, & merves, or & e

.L’_l oz

3. Select “Computer account”, and then click “Next”.
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Certificates snap-in

This snap-n will always manage certificates for:
() My user account
() Service account

(®) Computer account

< Back

Next = Cancel

4.

~ Select “Local computer”, and then click “Finish”.

Select Computer

Select the computer you want this snap-n to manage.

This snap-4n will always manage:

(®)Local computer: fthe computer t is console is running onjk

() Anather computer;

Browse...

[] Mlow the selected computer to be chang®d when launching from the command line. This

only applies if you save the consale.

< Back

Finish Cancel
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The following uses the “Hongkong Post e-Cert SSL CA 3 -17” Sub CA certificate as example.

Note:
Starting from 1 May 2025, new Sub CA certificates will be used to issue e-Cert
(Server). When installing an e-Cert (Server) issued on or after 1 May 2025,
please first remove the old Sub CA certificate, if applicable, and then install the
new Sub CA certificate on your server.

Remove Old Sub CA Certificate (if applicable)

Expand the “Intermediate Certification Authorities” and select “Certificates” Highlighted the
Old “Hongkong Post e-Cert SSL CA3-17” then right click & select “Delete”.

Click “Yes” to delete.

| Certificates that are issued by this CA or any lower level CA
will no longer be trusted.
~ Doyouwish to delete this certificate?

Yes No
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The following uses the “Hongkong Post e-Cert SSL CA 3 - 17” Sub CA certificate as example.

Installing Sub CA / Cross Certificate

5. Expand “Intermediate Certification Authorities” and right-click “Certificates”, and
then select “All Tasks” > “Import”.

B Consoie] - [Conmole Root\ Certificates (Local Computer]\intermediate Cetification Authoritie\ Certificater] - 0 b
W Fie Action View Fivortm  Window Help -
% amogas @m

Connle Root Issued To lasued By Actions

v gl Centfficates (Local Computer)
Pensonal
Trusted Root Cerification Authorities
Emerpnse Trust
- Intermediate Certification dghorities
_ Centificate Revocation List
Centd

Trusted P ALY X Irpod—
Untrunted Yeew '

—e/Hongong Post Tral e-Cent SSL..  Hongkong Post Trial § | Cetiicates -
—g/Hongtong Post Tral Root CAZ Hongkong Post Tral #
sl Micrasoft Windows Hardware Microzoft Root Authe
~g!Roct Agency foot Agency

Mere Actions »

ol www venisgn com/CPS incorpe. Class 3 Public Pnmany

Third-Pat New Aindow froms Here
Trusted &

Chart Ay New Taskpad View.
Preview £

Test Root Represh

Remote € Export Lt

Centficat

Smert Ca . "?j-dn -

Trusted Dences

Web: Hosting

Windows Live ID Token Issues
WindowsServerUpdatetenaces

Add » certificats 1o » stoce
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6. In the “Certificate Import Wizard”, click “Next” to continue.

=r1

X

“% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Cancel

7. Click “Browse” to locate the “Hongkong Post e-Cert SSL CA 3 - 17” certificate that
you downloaded in Part C Step 7 (ecert_ssl_ca_3-17 pem.crt), and then click “Next”.

X
€ ¥ Certificate Import Wizard
File ta Import
Spedfy the file you want to impart.
T 1
Cilecert_ssl_ca_3-17_pem.crt | I Browse. .. I
| |
Mote: More than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.55T)
Next Cancel
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8.

€

9.

~

Select “Place all certificates in the following store”, make sure “Intermediate
Certification Authorities” has been selected as “Certificate store”, and then click “Next”.

pes

=# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store: \

U gt SIS,
‘ Intermediate Certification Authorities | Browse...

Click “Finish” to close the wizard. )

o# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(0=l o= |y o= m = V=8 [ntermediate Certification Authorities
Content Certificate
File Mame Cilecert_ssl_ca_3-17_pem.crt

Finish Cancel
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10. Click “OK” to complete.

Certificate lmport Wizard >

o The import was successful,

rﬁ Consolel - [Console Root\Certificates (Local Computer)\Intermediate CertificatiogAuthorities\Certificates] = ] X
& File Action View Favorites Window Help -8 %
e |2 0lc: HE
] Conscle Root lssued To 2 |ssued By Actions
v Gl Certificates (Local Computer) — B o
: . ’_QJHongkong Post e-Cert SSL... Hongkong Post Root CA 3 Certificates -
_| Personal
= L » ongkong Post Roo ongkong Post Roo More Acti »
Trusted Root Certification Authoriti = ore Actions
el : T RGNS S Microsoft Windows Hardware ... Microsoft Root Authority
_| Enterprise Trust =
5JRoot Agency Root Agency

v || Intermediate Certification Authorities
| Certificate Revocation List
| Certificates
_| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
| Trusted People
_| Client Authentication lssuers
| Preview Build Roots
| Test Roots
| Remote Desktop
| Certificate Enroliment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Web Hosting
| Windows Live ID Token Issuer
| WindowsServerUpdateServices

Sl www.verisign.com/CPS Incorp.... Class 3 Public Primary Certificati

< >

Intermediate Certification Authorities store contains 5 certificates.

Figure 1: “Hongkong Post e-Cert SSL CA 3 - 17” certificate has been successfully installed

Repeat step 5 to step 10 for installation of cross-cert (root_ca_3 x_gsca_r3_pem.crt) which was
downloaded in Section C step 7.
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E. Installing Server Certificate

In “Internet Information Services (11S) Manager”, select your web site, and then

1.
double-click “Server Certificates”. At the right column "Actions", select “Complete
Certificate Request”.
Q) reamet Information Senaces (15] Menages - u]
- S s LOCALHOST » w "t §-
Fle  View Hep
@l o 8 @ sever Certificates —
I :; ;’E:;‘;;n“m“r U thes fuaturs 10 vcpanet aret marsege cerificates tha the Wb sarver can e with webuem corfigared fox
'," ;:,km:n;ll:m Fiber: [ Shaw AY | Groug e Mo Grouging
Nane osed To Kosed By vy
o
L A ew Lootere \View G-A
2. Click “Browse” to locate the “Hongkong Post e-Cert (Server)” certificate that you
downloaded in Part C Step 7, and then input “Friendly name”, click “OK”.
Complete Certificate Request ? X |
£
I I Specify Certificate Authority Response 1
Al

Complete a previously created certificate request by retrieving the file that contains the certificate authority's

FESpONEE.

File name containing the certification authority's response:

| Chternphcerts\myserver.cer

Friendly name:

| myserver]

Select a certificate store for the new certificate:

Personal
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3. “Hongkong Post e-Cert (Server)” certificate has been successfully installed.

9
& %3, LOCALHOST » whe-
Fle  View Help
Commectioms. | o  Actions
eI 3’ Server Certificates e
& St Page Une this Feature 1o reguet and mustage certificates that the Wek: server can use with webtites imate Cwtfatn Fegu
v ST LOCALHOST LOCALMOST configuind for 551 ’
o) Apphcatien Pocls -
$ & Sites Flter: * WG g Show AR Grlowp byt No Grouping -
Nyme ssued To usued fly [
myserves myserver coen Honglong Poste-Cent 5. 1 '
®
< >
< »| EfiFeutwer View JiE Contern View
Paady <

4. Click on the website that you want to bind the certificate to. Click “Bindings”.

W (ntermet Imformation Seraces (15) Manager

- =) X
0 @ » LOCALHOST » S1es » Defaut WebSee » W e
File  Veew  Hele
T ——
Connection
Q- 1di2 8 @ Default Web Site Home e
b~ e i . Py tire
Sy Start Page - - =
v %5 LOCALHOST AOCANOST! e & Shom A | Growp by Aces 3 e
Y Appiication Pocis 15 e :
v o Stes o) 4oz —— - ) g
% A F = o
& Defauit ieb Sae %?-.l é o e & P-4 &« 3|
Authentic.. Compeesuon  Defauk Dwectory  EmorPages Handler TR oo Appec s
Decument Erowsing Mappngs Respon. Witis ¥
U Jr "'ﬂ ’. 3 : 3 Marage Website -
loggng  MIMETyper  Modles Output Request S50 Setbngs & Rurten
Cachng fikenng »
Management - -
i Browse Website
= ool 2
Comhigurat >
Eartor .
Configure
@ -
< y | [ Testies View |12 Content View
<
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S. click “Add...”.

Site Bindings ? X
Type Host Mame Port IP Address Binding Inferma... Add...
http 20 *
Close
6. Select “https” and related SSL certificate, then click “OK” to confirm.
Type: IP address: Port:
' https ~ IAII Unassigned v‘ |443 |
Host name: \
[] Require Server Name Indication
[[] Disable HTTP/2
[[] Disable OCSP Stapling
SSL certificate:
myserver N7, Select...
Cancel
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F.  Backing up the Private Key

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”, type “mmc”
and click OK, and then select “Add/Remove Snap-in” from the “File” menu.

@ Consclel - [Consele Root) - o x
B file Action View Favorees Windoew Help - 2 x
<o New Crrde N
Open.., Ctré- 0 Nerme IFA
Saew Cirle5
Save A There are o0 fems 2o thow in the wew Coruale oot &
Ve A
_ _ More Actiens »
AddRumnve Snep-in_ CideM
Opbons.
(=
Eat
Enaies you i add wap ng to or remove them from the snag-in console.
13 1Fi 29 : 13 29
2. Select “Certificate” then Click “Add”.
=
B ' Amco Vew  Fevertes Widos  Malp ' x
LA 1k E
Comele Foet e | Actiom
Thvers wre 0 themns 8 dhae in 1 vaem Comelefom =

100 ) awbect O o the coneoe B 100e salate On YOI DTN @ CTigEe e miectes e of Tep e P
tarmte snan %, pou A COOFGUE WK axiras e arabied

Semictie o Sgecnz neprx
B ] - Conecle Ruck S Cytemanry.
Achved Comy Moroeoh Co
Troossn ey Moot Cn
o
=
O
O

¢

%
a

Pivioret inkymate. . Modeoh O
B seantymots Mook
B0 fecnty tbir M. Moteoh s

I EERE R

v Aot

Dwacrpesse;
The Carsficates smep o alaad 10U % bronse e caments of e carticate stavet for yearsst, & merves, or & crper

(] e
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3. Select “Computer account”, and then click “Next”.

Certificates snap-in

This snap-n will always manage certificates for:
{O) My user account
() Service account

(@) Computer account

< Back Next = Cancel

4.  Select “Local computer”, and then click “Finish”.

Select Computer

Select the computer you want this snap-in to manage.

This snap-n will always manage:

(®)Local computer: fthe computer t is console is running onk

() Another computer: Browse...

[] Mlow the selected computer to be chang
only applies if you save the consale.

when launching from the command line. This

<
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5. Backup the private key:
- To backup the private key of a pending request, expand “Certificate Enrollment
Requests” (or named “REQUESTS” in some systems) and select “Certificates”, select
the pending request that you just created, right-click and then select “All Tasks” >
“Export”.

B Conucle] - [Console Roof\Centificabes (Local Cemputer)\Canificate Entoliment Requests) Cenificets] - (] x

& File  Action Vew Faoetes Window  Hels
e 2m 4 X2 H

Ceneole Roct Issoed o Iszued By £ | Actions
v ¥ Centificates (Lo Compute)
Parsonal
Truted Root Certficaban Acthontiey

Ertarprise Trunt Al Taks ’ | -
TTySevRr £Om -
1 ntermedate Cemhcabion Authenties -

Oper
Trusted Pubihshers Cu Tgot. Moee Actinm »

Untrusted Certificaten Copy
1 Third Paty Roet Catfication Authortes Delete \
Trusted Pecple
Clert Authenticaton bssers Froperte
Proview Build focts
1 Test Rocts
¥emete Desitop
v Cotficate Ervniiment Raguety
Cotficains
1 Smart Cand Trsted Rocts
Trusted Devices
Web Houng

More Actiom

| Windows Live © Token lower
WindowsSenertipaateSenices

L-'pM a2 cetificats
- To backup the private key of an existing certificate, expand “Personal” and select
“Certificates”, select the certificate that you would like to make a backup, right-click and
then select “All Tasks” > “Export”.

B Coradie! - (Conucle Raot\ Cartriicasen (ocal Comguem] Paroned Cendicatas| - o x

B fe Actien  Vew Faertes Window  Help

e nm 4 XE= B

Censele Peot tivendt Ta Ieruez By T | Ations
v L Cotificanes {Locsl Camputer) l ~
v Pezonal Open
Catficatas Miore Acbums
Trusted Roct Cashication Authorties AR Tads ’ Gpes
Fresegrve Trunt

oroem -
G Kaquest Catificme with New Koy e

Wtermesete Conbiomon Aenonties N s ol e e Acboss »

Trusted Pubkshers Copy enew Centicate with New ey

Untrasted Centificates Delere &

Thied Party Roce Centification Suthirities -
Truntesd Pecpie

Chertt Authantication Nuers Hew
Provies Buld ooty

Test Rzots

Pamea

Derkiog
- Certhcate Ervoliment Pequens
Cenficates
Sooat Cond Trustes Rots
Thutted Devives
Wes Hnting
Windows Live 10 Token louw

VintowslercerplateSaraces

Eapart & Centificane
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6.

In Certificate Export Wizard, choose “Next”.

=% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel

Select “Yes, export the private key”, and then click “Next”.
o

=* Certificate Export Wizard

Export Private Key

You can choose to expart the private key with the certificate.

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

(") No, do not export the private key

Cancel
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8.  Select “Personal Information Exchange - PKCS #12 (.PFX)” and check the boxes
“Include all certificates in the certificate path if possible” and “Enable certificate
privacy” while leave the other boxes unchecked, and then click “Next”
¥ 4

& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
L DER encoded binary ¥.509 {.CER)
Base-64 encoded ¥, 509 {.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 ((FFX)
s Include all certificates in the certification path if possible

[ Delete the private key if the export is sucressful
c [ Export all extended properties
£ Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel

9.  Type and confirm a password for the private key, and then click “Next”.

Note: It is very important that you remember this password. If you forget it, you will be unable
to restore your private key.

€ “# Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security prindpal or by
using a password.

Group ar user names (recommended)

Add

Remave

Password:

Confirm passwaord:

Encryption: | TripleDES-SHA 1 -

Cancel
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10. Specify the name of the file you want to export, and then click “Next”. (By default, the
file will be saved with a .PFX extension.)

€ & Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

Eile name:
C:\packup.pfx |E Browse... ;

Mext Cancel

11. Click “Finish” to close the wizard.

T T

¥ Certificate Export Wizard

] Completing the Certificate Export Wizard

i You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\badwp.pfx
Export Keys fes
Indude all certificates in the certification path Yes
| File Format Personal Information Exchange (*.pfix
H
£ >

Finish Cancel
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12.  Click “OK” to complete

Certificate Export Wizard X

The export was successful,
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G. Restoring the Private key

1. Start menu, “Administrative Tools”, and click on “Internet Information Services (I11S)
Manager”.

2. Select your web site, and then double-click “Server Certificates”.
3. Atright column “Actions”, select “Import”

W) internet information Sermaces (15 Manager n] X
& | €3 LOCALHOST » @ towe
Fle View MHep
Cannet tiom Actions
o v 9’ Server Certificates |:
:7‘ Camiires 3 | Usethin festurs to reqost and marsage certificatin that the W serve cam use with webstm configured for
v & L?CMWST (LOCALHOST, | o
O agplication Peels
& Sites Filtes . W Show All | Group By No Grouping
Name wued To (S d By Expira
9
< >
< > ! "Fratutes View Centent Vies
Faady L7
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4.  Enter the path and file name of the file containing the certificate, and password, then click
“OK”.

Note: You may uncheck the box “A/low this certificate to be exported” to not allow the

certificate to be exported. Or to allow you to back up or transport your certificate at a later

time, you may check the box “Allow this certificate to be exported”.

Import Certificate ? et

Certificate file [ pfx):

|C:Khackup.p1‘x |

Password:

Select Certificate Store:

Personal

Allow this certificate to be exported

QK Cancel

5. “Hongkong Post e-Cert (Server)” certificate has been successfully restored.

) imternet Infermation Sernces (BS) Manager - Qo X
. v LOCALMOST » 2 oW
Fila  Yoow Help
¥a s centificat
rver Certificate:
- @ ‘I erver Certificates
ir‘ Start Ve Ut tha fasture to reguest and mana srizlicates that e Wek sarvnr con use wath welnsdes corfigured o
- ~ e - Junt & carizlec e Wek sarver can h W —R[-J
v %5 LOCALHOST fLOCALHOSTY & > s
o Apphcation Peok
2 Saes Fiter 7 Shew &1 | Goeup by Mo Grouging
Narnre hsoed Te Issued By Epien
o yTerve com vt e com PN T
X
"
’
» Festures View Conterd View
Peady |
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