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A. Guidelines for e-Cert (Server) Applicant

After receipt and approval of an e-Cert (Server) application, Hongkong Post
Certification Authority will send an e-mail with subject “Submission of Certificate
Signing Request (CSR)” to request the applicant (i.e. the Authorized Representative)
to submit the CSR at the Hongkong Post CA web site.

This user guide is for reference by applicants of e-Cert (Server) in generating their
key pair and Certificate Signing Request (CSR) using Microsoft IIS 5.0 / 6.0 on
Windows 2000 / 2003. The CSR containing the public key will then be submitted to
Hongkong Post Certification Authority for certificate signing.

If you lose the private key after the certificate is issued, you will be unable to install
or use the certificate. Therefore, it is strongly recommended that you should backup
the private key before the submission of the Certificate Signing Request (CSR)
and after the installation of the server certificate. To learn the backup and restore
procedures of the private key, please follow the instructions as described in the

following sections:

F.  Backing up the Private Key......ccccccoooviiiiiiiiiiii e 35
G. Restoring the Private Key........ccceeiiiiiiiiiiiiiiiccceeeeeee e 47
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New Application

If this is the first time you apply for e-Cert (Server), please follow the instructions as

described in the following sections:

B.

O

Generating Certificate Signing Request (CSR) ......ccceevvvvviiiiiiiiiiiieeeeiieee, 5
Creating a New Server Certificate .........cccuvieiieeeiiiiiiiiiiiiieeeeeeeeiiiieeeee e 7
Submitting Certificate Signing Request (CSR) .....ccccvvvvvviveiiiiiiiiiiiieeee, 16
Installing Hongkong Post Root CA Certificate ...........ccccccvveveeeeeenrcennnnnnn. 20
Installing the “Hongkong Post e-Cert CA 1 - 10” Certificate .................... 23
Installing the “Hongkong Post Root CA 17 Certificate .........cccccveeeeennnee. 26
Installing Server CertifiCate ...........cveeveeereiiiiiiiieee e e 29
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Renewal Application

If you are renewing your current e-Cert (Server) on your server, please follow the
instructions as described in the following sections:

B. Generating Certificate Signing Request (CSR) .......ooecvviiieeiiiiiiiiniiiieeee, 5

Renewing your Current Server Certificate.........cccvveeeeveciiiiieeeeeeeenniinienen. 13
C. Submitting Certificate Signing Request (CSR) ......cccvvvvvviiiiiiiiiiiiiiiieeeen, 16
E. Installing Server CertifiCate.........cccoevvveiiiiiiiiieiieiiiieeee e 29
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B. Generating Certificate Sighing Request (CSR)

1. Start Internet Information Services (IIS) Manager by clicking “Start” > “All

Programs” / “Program” > “Administrative Tools” > “Internet Information

Services (IIS) Manager”.

2. In the “Internet Information Services (IIS) Manager” pane, expand “Web

Sites” and select your web site, right-click and then click “Properties”.

'[, Internet Information Services {IIS) Manager i [m] B4
‘:'g File  Action Wiew Window Help | _|5’|1|
& = | BE AXFRR 2E(Z > m 0
-Eg Inkernet Information Services Marmne | Path I SEaky
El----lj myserver (local computer) |= | iisstart.hitm
- Application Poals |=] pagerror.gF
=) Web Sites
™ Fcf ol et Site
[ __J Web Service Extensic Explore
Open
Permissions
Browse
Stark
Stop
Pause
Mew 3
all Tasks 3
Wiew k
Mew Window From Here
Delete
Rename:
Refresh
Expork List. ..
i
Opens the properties dislog box o HEID
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3. Inthe “Directory Security” tab, click “Server Certificate”.

Default Web site Properties

\ieh Sike | Perfarmance | ISAPI Filkers | Harme Directary
Documents Direckory Security | HTTP Headers | Custom Errars

2]

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource.

23

—IP address and domain name restrictions

Grant ar deny access to this resource using
IF addresses or Internet domain names.

Edk...

[ Secure comrunications

enable client certificates when this

Fequire secure communications an o
Server Cerkificate. ..

resnUrce is accessed.

YWiew Zertiticate, ..

Edit...

K Cancel Apply |

Help |
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Creating a New Server Certificate

Note: Please skip to Stepl4 if you are renewing your current server certificate.

4. Inthe “Web Server Certificate Wizard”, click “Next” to continue.
Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
Centificate Wizard

Thiz wizard helpz you create and adminizter zemer
certificates used in secure Web communications
bebween your zerver and a client.

Statuz of your Web Server:

Y'our Web Server doezn't have a certificate installed
and you don't have any pending requests.
Certificate "Wizard will help pou ta create a new
certificate for thiz Web Server or attach to an
existing certificate.

To continue, click MNest.

Cancel |

5. Select “Create a new certificate”, and then click “Next”.
115 Certificate Wizard

Server Certificate
These are the methods for azzigning a certificate to a'Web site.

Select the method you want to use for thiz web site:

& Lreate a new certihcate.

' Assign an existing certificak

" Import a certficate from a Eey Manager backup file.

" |mport a certificate from a .pfx file

{~ Copy or Move a certificate from a remate server site to this site,

¢ Back I Meut = I Cancel
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6.

Select “Prepare the request now, but send it later”, and then click “Next”.

115 Certificate Wizard

Delayed or Immediate Request
You can prepare a request to be zent later, or you can gend one
immediately.

Do pou want to prepare a certificate request to be zent later, or do youw want to send it
imrediately to an online certification authariby’?

¥ Prepare the request now, but send it later
{7 Send the request immediately ta am anline mmhnrity

Cancel |

Type a name (or accept the default) for the new certificate and choose 2048
for the “Bit length”, and then click “Next”.

Note: Bit length smaller than 2048 may not be strong enough, while greater
than 2048 may be incompatible with certain web browsers. It is
recommended the bit length of the encryption key to be 2048 in order to
support better security strength.

115 Certificate Wizard

Mame and Secunty Settings
Your new certificate must have a name and a specific bit length.

Type a name far the new certificate. The name should be easy for you to refer to and
remember,

M arne:

Default Web Site

The hit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the secunty. Howewver, a greater bit length may
deciease perffarmance.

Bit length: |2|j|43 \vﬂl

[~ Select cryptoaraphic service provider (O] for this certificate

¢ Back I Mext > I Cancel
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8.

Type your organization's name and your organizational unit, and then click
“Next”.

115 Certificate Wizard

Orgamzation Information

Your certificate must include information about your organization that
distinguizhes it from other arganizations.

Select or bppe your arganization's name and your arganizational unit. Thizs iz bepically the
legal name of your organization and the name of pour divizion or department,

Far further information, conzult certification authority's Web zite.

Organization:
IM_I,I Qrganization j

Organizational unit:
IM_I,I Qrganizational L nit j

¢ Back I Meut = I Cancel |

Type the common name (i.e. server name) for your site, and then click
“Next”.

Note: For application of e-Cert (Server) with “Multi-domain” feature,
please input the “Common Name” field with “Server name used as Subject
Name in the Certificate” being filled in the application form. It is not
necessary to specify any “Additional Server Name(s)” in the Subject
Alternative Name of the CSR to be generated. It will be assigned by the
Hongkong Post CA system automatically based on the information applied

in the application form when the certificate is issued.

For application of e-Cert (Server) with "Wildcard" feature, please input
the “Common Name” field with "Server Name with Wildcard" (including
the wildcard component, i.e. the asterisk ‘*’, in the left-most component of

the server name), e.g. *.myserver.com, being filled in the application form.
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115 Certificate Wizard

Your Site’s Common Mame
Your Web zite's common name iz itz fully qualified domain name.

Type the commaon name far pour site, |F the zerver iz an the Intemet, use a valid DHS
name. If the zerver iz on the intranet, you may prefer to uze the computer's MetBl0S
name.

[f the common hame changes, pou will keed to obtain a new certificate.

Common narme:

WAL TR er, Com

¢ Back I Meut = I Cancel |

10. Select “HK (Hong Kong S.A.R.)” for the “Country/Region”. Type “Hong
Kong” for both “State/province” and “City/locality”, and then click “Next”.

115 Certificate Wizard

Geographical Information
The certification authority reguires the following geoaraphizal information.

Country/Region:
[HK Hong Kong 5.A.F ~ |

State/province:

IHung Faong j
Cibylocality:
IHung Faong j

State/province and CityAocality must be complete, official names and may not contain
abbreviations.

¢ Back I Meut = I Cancel

Page 10



e-Cert (Server) User Guide — Microsoft IIS 5.0/ 6.0

11.

12.

Enter a file name for the certificate request, and then click “Next”.

115 Certificate Wizard

Certificate Request File Hame
Your certificate request is saved az a text file with the file name pou
specify.

Enter a file name for the certificate request.

File name:

Browse. . |

¢ Back I Meut = I Cancel

Click “Next”.

Note: Please make sure that the correct domain name (i.e. server name) is
shown in the “Issued To” field and “HK” in the “Country/Region” field.

115 Certificate Wizard

Request File Summary
You have chogen to generate a reguest file.

To generate the following request, click Mext,
File name: o hcertreg.tut

r'our request containg the following information:

|zzued To WAL TTIYSETVET. SO < —
Friendly Mame Default 'web Site
Country/Region HE
State # Province Haong K.ong
Ciby Hong Kong
Organization tdy Organization
Organizational Lk by Organizational Lnik
¢ Back Cancel
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13. Click “Finish” to close the wizard.

115 Certificate Wizard

Completing the Web Server
Cerntificate Wizard

You have succesziully completed the Web Server
Certificate wizard. A certificate request was created and
zaved to the file:

o hoertreg, bt
Send ar e-mail this file to vour certification autharity,

which will 22nd pou a rezponze file containing your new
certificate.

To cloze thiz wizard, click Finish.

-

x|

4 Back Cance|
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Renewing vour Current Server Certificate

14. In the “Web Server Certificate Wizard”, click “Next” to continue.
Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
Cerificate Wizard

Thiz wizard helpz you create and admirizter server
cerificater uzed in zecure Web communications
bebween your server and a client.

Statuz of your wWeb Server

You have a certifizate installed for the selected
zerver. Certificate "Wizard will help pou bo manage
thiz certificate.

To continue, click Mest.

4 Back

Cancel |

15. Select “Renew the current certificate”, and then click “Next”.
IIS Certificate Wizard x|

Modify the Current Certificate Azsignment
A certificate iz curently inztalled on thiz Web site.

What do you want bo do with the curently inztalled cerdtificate?

" Renew the curent certificats:
™ Remove the cument certificate\

" Feplace the curent certificate

" Export the cument certificate to a .pfx fils

" Copy or Move the curment certificate to a remote server site

¢ Back I Meut = I Cancel
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16. Select “Prepare the request now, but send it later”, and then click “Next”.

115 Certificate Wizard

Delayed or Immediate Request
You can prepare a request to be zent later, or you can gend one
immediately.

Do pou want to prepare a certificate request to be zent later, or do youw want to send it
imrediately to an online certification authariby’?

* Prepare the request now, but zend it lateg
{7 Send the request immediately ta am anline u:ertm”thnrity

¢ Back I Meut = I Cancel |

17. Enter a file name for the certificate request, and then click “Next”.

115 Certificate Wizard

Certificate Request File Hame
Your certificate request is saved az a text file with the file name pou
specify.

Enter a file name for the certificate request.

File name:

Browse. . |

¢ Back I Meut = I Cancel

Page 14



e-Cert (Server) User Guide — Microsoft IIS 5.0/ 6.0

18. Click “Next”.

Note: Please make sure that the correct domain name (i.e. server name) is
shown in the “Issued To” field and “HK” in the “Country/Region” field.

115 Certificate Wizard

Request File Summary

Y'ou have chozen to generate a request file.

To generate the following request, click Mext,

File name:  ohoerteg.tat

'our request containg the following information:

lzzued To

Friendly Mame
Country/Region
Organization
Organizational Lnik

WAL TIPS ENE, COMT) < —
Default web Site

HE.
Hongkong Post e-Cert [Server]
0000812105

¢ Back

Cancel |

19. Click “Finish” to close the wizard.

115 Certificate Wizard

Completing the Web Server
Cerntificate Wizard

You have succesziully completed the Web Server .
Certificate wizard. A certificate request was created and
zaved to the file:

o hoertreg, bt

Send ar e-mail this file to vour certification autharity,
which will 22nd pou a rezponze file containing your new

x|

certificate. d

To cloze thiz wizard, click Finish.

4 Back Cance|
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C. Submitting Certificate Signing Request (CSR)

1. Click on the hyperlink in the e-mail with subject “Submission of Certificate
Signing Request (CSR)” sent from Hongkong Post Certification Authority
to access the Hongkong Post CA web site.

e [ Yew Jooks Message Leb

g8 & = X © 0O W
Bevly

Reply Al Formard Pree Delete Addosses

@ Submission of Certificate Signing Request (CSR) - Unicode (UTF-8) L X
L

Frome COQIryQPHOngRongpost gov

Date: Friday, My 29, 2011 304 M

Toc wrQvmyserver com

Subject:  Subewssion of Cortifioate Sigring Reguest (CSR)

Dear AR One,
Submasnion of Certiicaze Signing Request (CSR)

We are pleased to mform you that your apphcation / renewal apphcation for Hongkong Post e-Cert (Server) certScate has
been approved The PIN Eavelope wall be sent to you separately by registered mad  You may then use the PIN Eavelope to

hetps Mwww | hongkongpost gov hichkpost/app/certreque stiweb/home Tlang=enghsh & charnel=WEB &centCategory=S

Please note that the new CA certicate (Hongkong Post e-Cert CA 1 - 10) 12 m effect from 26 February 2010 for isnung e-
Cert (Server) If you have not mstalled thes new CA certficate i your server, please mstall 2 now from the followng bnk
before the mstallabon of your new e-Cert (Server)

http://www]1.hongkongpost.gov.hk/root/ecert ca 1-10 pem.crt

If you have any enqumnes, please contact us a2 2921 6633 or by emad to enquey@hongkongpost gov hk

Yours sncerely, v

2. Type the “Server Name”, the “Reference Number” (9-digit) as shown on the
cover of the PIN Envelope and the “e-Cert PIN” (16-digit) as shown inside
the PIN Envelope, and then click “Submit”.

The solution for e-Security

8Hongl«mg Poste-Cert
FEBRT T

FEEHEEE Welcome to generate e-Cert

e-Cert (Server)

The personal data provided by Subscriber in this form will be used by Hongkong Post for p ing the application. The
Subscriber has the right of access and correction with respect to personal data as provided for in the Personal Data (Privacy)
Ordinance. The right of access includes the right to obtain a copy of the Subscriber's personal data provided in this form. For

other details, please read the Hongkong Post's Privacy Policy Statement and Personal Information Collection Statement

Server Particulars

Server Name : WWW._MmySserver.com

e-Cert PIN Envelope information:

Reference Number: 000214360 \

(Shown on the cover of the PIN Envelope, 9-digit)

e-Cert PIN: eeccccscccsssece

(No need to input the space within the 16-digit PIN)

2007 © | Important Notices | Privacy Policy
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3. Click “Submit” to confirm the application information. (If the information is

incorrect, please contact Hongkong Post Certification Authority.)

eHlm_g/\'(mg/b\le-Cen The solution for e-Security
FEBRT TS

AAA Welcome to generate e-Cert
e-Cert (Server)

® Subscriber Details

CERTIZEN Server Name: WWw.myserver.com

NESNETRRRN LR Additional Server Name(s): www.myserver2.com
Number of Additional Server Name(s): 1
Type of Certificate: e-Cert (Server) with "Multi-domain”

Feature

Organization Name: My Organization
Branch Name:
Business Registraction No.: 1234567890123456
Certificate of Incorporation / 12345678
Certificate of Registration:
Others:

Information of the certificate to be generated
Validity Period (in Month): 12

This page is to confirm the application data. If the above information is
correct, please click "Confirm"” to proceed

Submit Reject Back

4.  Open the previously generated Certificate Signing Request (CSR) with a
text editor (e.g. Notepad) and copy the entire content including the "-----
BEGIN NEW CERTIFICATE REQUEST-----" and "-----END NEW
CERTIFICATE REQUEST-----". (You may refer to Part B Step 11 or Step
17 for the location of certificate request file.)

=11 ptepad L]
Fil= Edit Format  Wiew Hel
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5. Paste the content to the text box, and then click “Submit”.

The solution for e-Security

C?fongkang Fosie-Cert
EEBPRT TR

E] @ AAA Welcome to generate e-Cert
e-Cert (Server)

|,~ Please note that with effect from 1 December 2012, e-Cert (Server) will be issued only with 2048-bit RSA key
CERTIZEN length. Only Certificate Signing Request (CSR) with 2048-bit RSA key length will be accepted. For details,
' please refer to the relevant announcement.

Please paste the Certificate Signing Request CSR (base64 encoded PKC5#10) to the following box and press
"Submit” to generate certificate.

1

1

1

1

1
[+
&}
(0]
H
=
0
;
H
H
el
H
g
H
5]
g
m
H

:

1

1

1
>

MIICuDCCRahCRORWCZELMAKGAIUEBRMCSESXEjROBgNVBAQTCURvbmogSZ9uZzES
MBAGARIUEBXMJISGOUZyBLbZ SnMSEwHWYDVOOREXhJbnR1cmS1dCEXaWRnaXRzIFE0
&5BMdGOxGTAXBgNVBAMTIEHA3dy5teXN1lenZleisjbZ 0wggEiMAOGCSgGSIb3DOEE
ROURR4 IBDwAWQGERROIBAQDWOrGIPJGkghXdWnuWe rAMwd fkL5dJogXzM105zgm/
CTWCOWVTICLO0PJEFHbe+0imeIKiNGTa9+1TRVOLg3GVEWSY/ ILg0+idKW3KeBXssR
LXE8+pirXC/e/rwLGASNVIACIXVS08ZK02Bnzj rgkBrzpVP/ hZpppdFyEWnRYHC B8R
HxcaFnxsucrg/SNFEWFEVME /pVD1NGCbiZk1lzE85aDCZPClcZ6X ) coUoWKE+WGH+
TEIMOXnzIrgKPVEDAX T/ Txrs0ThXK1PIagl¥ORROASNZhascfkwlUEcz0TpeRx2zd
LY¥wPR1FvezId89EP]¥5J4pJvBnODFT1EVe30F18wqf 6 PAGMBARGORADANBokahkiG
SwOBAQUFARCCAQERS/XNrOnmYEccXoRUSPNKOIM] kIbhCgaT8RE64pYT3gZD+ ¥ T2av
30bMgHePvksFRmtsMCzZ5iXSbCI0gzkaiTEzTsTus3peviVWhRIe +bp2 +UHSACTT
4hNPO+Dwub¥smZmJPByppbGVWLwi FCMPUGxzXouhhNeoZ OEKjNnwhhSs9rcne3cV
ZepNrEtDH1HBPZrJoSTNpW4UA32drGD/ dunlNY £1HUEWI 273 51 7TinmnMNEQ Tgws
nle/MOE3PXxLuGITrZpclTVe2pSFuwSzvEXBWxG51527thglkegS3pFa+2ghEVshe v

6. Click “Accept” to confirm acceptance of the certificate.

-
. t
G Honghore It e-Cort e Security

LEL 2L 28]

AAA Welcome to generate e-Cert
e-Cert (Server)

The following is the information of this centificate

Sutaceder Detads

Serr Name W My Satver Com

Addtonal Seever Name(s) W My sener? com

Oeganzaton Name My Organzation

Branch Name

Business Regatraction No 124567890122456

Conticato of Iecorporatnn / 12345678

Cenficato of Regrstration

Ohars

Ihe foliowng i the system genstaled information

Sutscader Reference Numder 2000821065

oCont Typo Hongkong Post o-Cant (Sanver)

Issued by Honghong Post o Cen CA1-10

o-Cont Senad No JEASH

«-Cont Vahity Panod 2770472013 10 27042084

Ploase click “Accept” to confirm acceptance of this certificate. Otherwise, please click “Reject™ and state the reasons for

rejocting the certificate.

{Noto ;. Your personal data collected by Hongkong Post will be used for processing your o .Cert application, You have the right

of access and correction with ¢ 10 personal data as peovided for in the Perscaal Data (Privacy) Ordinance.)
Accest Repct Cancol
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7.  Click to download the following certificates:
e  Hongkong Post e-Cert (Server)
e  Hongkong Post e-Cert CA1 - 10
e  Hongkong Post Root CA 1

Note: You can also download your e-Cert (Server) from the Search and
Download Certificate web page.
http://www.hongkongpost.gov.hk/en/sc

Note: If the “Hongkong Post e-Cert CA 1 - 10 certificate and the
“Hongkong Post Root CA 1” certificate have been installed on your server

before, you only need to download the “Hongkong Post e-Cert (Server)”

certificate.

The solution for e-Security

eHuugl«mg Poste-Cert
FHEBRRF&E

Welcome to generate e-Cert

e-Cert (Server)

ou may now:-
Download the "Hongkong Post e-Cert (Server)" certificate
Download the "Hongkong Post e-Cert CA 1 - 10" certificate
Download the "Hongkong Post Root CA 1" certificate

Please note that the new CA certificate (Hongkong Post e-Cert CA 1 - 10) is in effect from 26 February 2010 for
issuing e-Cert (Server). If you have not installed this new CA certificate in your server, please install it now
before the installation of your new e-Cert (Server).

2007 © | Important Notices | Privacy Policy
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D. Installing Hongkong Post Root CA Certificate

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”,
type “mmc” and click OK, and then select “Add/Remove Snap-in” from the

“File” / “Console” menu.
'Hi Consolel =10l x|

File ~Ackion Miew Faworites ‘Window Help

Mew Chrln

open, . Chrl40 -

Save Chrl43 ]
Save As...

AddiRe : Snap-in. .. Chrl4 There are no ikems ta show in this vigw,
Options. ..

Recent File

Exit

|Enahles wou to add snap-ins to or remowve them From tf|

2. Click “Add”.

Add/Remove Snap-in 2=l

Standalone | Extensions

IUse this page to add or remove a stand-alone snap-in From the console,

Console Rook

Snmap-ins added to: I. F

|

 Description

s
Add. .. (E&mwe | About, ., |

o] I Cancel
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3. Select “Certificates”, and then click “Add”.

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in

| Vendor | -

gﬁl.ﬁ.ctivex Cantral
.ﬂuthurization lManager
CertiFicate Templates

i Ficakes
@HCertiFicatiun PM

Camponent Services

ﬂ MET Framework 1.1 Configuration  Microsoft Corporation
6Iﬁ.tl.cl:ima Directory Domains and Trusks  Microsoft Corporation
ﬁ.ﬁ.ctive Directory Sites and Services  Microsoft Corporation
@.ﬁ.ctive Directary Users and Compu. .. Microsoft Corporation

Microsaft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsaft Corporation
Microsoft Corporation LI

r— Descripkion

The Certificates snap-in allows wou to browse the contents of the
certificate stores For vourself, a service, or a computer,

Add Close

4. Select “Computer account”, and then click “Next”.

Certificates snap-in

Thiz znap-in will always manage certificates for:

My Lzer account

< Back I Meut = I

Cancel
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5. Select “Local computer”, and then click “Finish”.

Select Computer |

Select the computer pou want thiz gnap-in bo manage.

— Thiz snap-in will alwaps manage:

& Local computer: [the computer this consaole iz nning onk
" Another computer: I < Browse. |

[ Allow the selected computer to be changed when launching from the command line.  This
only appliez if you zave the conzole.

{ Back I Finizh I Cancel |

6. Close the “Add Standalone Snap-in” dialog box, and then click “OK” to
close the “Add/Remove Snap-in” dialog box.
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Installing the “Hongkong Post e-Cert CA 1 - 10” Certificate

7.

Expand

“Intermediate

Certification  Authorities” and

“Certificates”, and then select “All Tasks” > “Import”.

right-click

'i'ﬁ| Consolel - [Console Root' Certificates {Local Computer): Intermediate Certificatio - |ﬁ' |5|
Bﬁ] File Action \‘iew Favorites ‘Window Help | — |5’|i|
= | aE B RER|2®E
D Console Root Issued To 7 I Issued B | Expiration Date I Inte
El"@ Certificates (Local Computer) E Microsoft windows Hardware Com... Microsaft Roat Authority 12{31]2002 Codi
Fe-[2 Persanal Elract agency Roat Agency 1f1f2040 <Al
‘(0 Trusted Root Certfication Authorities | [Everisign Class 1 CA Individual Sub... Class 1 Public Primary Certfication A...  5/13/2005 <Al
QD Enterprise Trust. N (& verisign Class 2 CA - Individual 5u... Class 2 Public Primary Certification &...  1/7/2004 <al
@ Intermec.llfate Certlﬁcatpn 'q_UthD”t'es www.verisign.com,l'CPS Incorp.by ... Class 3 Public Primary Certification 4., 1/8/2004 2.1E
[:I Certificate Revocation Lisk
RS _crtificates
[:I Trusted PUbLY Lmport. ..
- Untrusted Certif iy N
[:I Third-Party Roo 0\, window From Hy
D Trusted People V.
-1 5PC Mews Taskpad Yiew. .,
Refresh
Export List, ..
Help
4| | ol

|Add a certificate ko a store

8.

In the “Certificate Import Wizard”, click “Next” to continue.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate brust
lisks, and certificate revocation lists From wour disk to a
certificate store.

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

= Back

Cancel |
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9. Click “Browse” to locate the “Hongkong Post e-Cert CA 1 - 10” certificate
that you downloaded in Part C Step 7 (ecert_ca 1-10 pem.crt), and then click
“Next”.

Certificate Import Wizard 7 X|

File to Import
Specify the file you want to import,

File name:
| C:\ecert_ca_1-10_pem.crt

Note: Moare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.S5T)

< Back | Next > | Cancel |

10. Select “Place all certificates in the following store”, and then click “Next”.

Certificate Import Wizard |

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

' automatically select the certificate store based on the tvpe of certificate

% Place all certificates in the Following stored
Certificate store: I\

Intermediake Certification Authorities I Browse. .. |

< Back I Mext = I Cancel
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11. Click “Finish” to close the wizard.

Certificate In Wizard X|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the following settings:

Certificate Store Selected by User Intermediate Certific:

Content Certificate
File Name Cilecert_ca_1-10_pt

Cancel I
b (13 2
12. Click “OK” to complete.
Certificate Impork Wiz x|
L3
1 ) The impart was successful,
:m Consolel - [Console Root' Certificates {Local Computer)'Intermediate Certification Auth: - |ﬁ' |1|
nﬁ] File  Action Yiew Favorites ‘Window  Help | o |ﬁ'|1|
e | B fEBEXEFRE2E
[:I Console Rook Issued To # Issued B Expiration Crate Inte
E@ Cettificates {Local Computer)
(3 Personal
| Trusted. Root Certification Authorities Eroat Bgency Root Agefy 1/142040 <4l
Q0 Enterprise Trust. 3 Everisign Class 1 CA Individual Sub... Class 1 PBlic Primary Certification A...  5/13/2008 <l
= & [I:”tlerme‘_jf'_ate Certification Authorities [Elverisign Class 2 Ca - Individual Su...  Class 2 Plic Primary Certification A...  1/7/2004 <4l
) Cert? ?cate Revacation List www.verisign.com,l’CPS Incorp.by ... Class 3 Plblic Primary Certification A...  1/8/2004 216
429 Certificates
(23 Trusted Publisher
(2 Untrusked Certificates
(2 Third-Party Root Certification A0Wiorities
-1 5PC \ 4

Issued To E:pir ation Date

: te-Cerk Ca1-10 Hongkong Posk Rook CA 1 512023
FEl i o o FE Windcnne Do dinare Corn  Bliceocofl Dock fobboeibe 13024 {900 e

< | ol

|Intermediate Certification Authorities store contains 6 certificates, | |

Figure 1: “Hongkong Post e-Cert CA 1 - 10” certificate has been successfully installed
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Installing the “Hongkong Post Root CA 1” Certificate

13. Expand “Trusted Root Certification Authorities” and right-click
“Certificates”, and then select “All Tasks” > “Import”.
i Consolel - [Console Root'Certificates (Local Computer)s Trusted Root Certification £ ===l
Bﬁ] File Action \‘iew Favorites ‘Window Help |;|i|i|
« - | Bm e DR 2E
[:I Console Root Issued To 7 | Issued B | Expiration Date | [ &
=& Certificates (Local Computer) [l apa ECOM Roat Ca AB&.ECOM Rook CA 7/10/2009 g
#-(] Fersonal El autoridad Certificadora de la Asoc... Autoridad Certificadara de la Asocia,..  6/29/2009 g
F—:-l Trusted oot Certification Authorities ] autoridad Certificadora del Colegi,..  Autaridad Certificadora del Colegio ... 6/30/2009 9
| certiicates : T, . Baltimare EZ by DST 7l4 2009 <
& Enterprlsg e — = Primaty Ch Belgacom E-Trust Primary CA 1/21/2010 9
[ Incermediate C= iy L LKT Socureiiet CA Class & CBW HKT Securehiet CA Class A 10/16/2003 :
8 Lﬁfi‘:;”?::; Mew Window From Hereg® Fasy HKT Securehiet CA Class B Caa HET Secureblet CA Class B 10{16{z009 =
[:I Third-Party Roo Mew T . - 840 HET Securelet CA Rook CEMW HET SecureMet CA Roak 10/18/2010 =
¥ v Taskpad Wiew. ..
[:l Trusted People & HET SecureMet CA SGC Root CRW HKT SecureMet CA SGC Root i0/16/2009 =
[ sPC Refresh ertisign - Autoridade Certificador... Certisign - Autoridade Certificadora ... 6/27/2018 <
Exportk List. .. ertisign - Autoridade Certificadar.., Certisign - Autoridade Certificadora ... 82712018 =
ertisign Autoridade Certificadora...  Certisign Autoridade Certificadora A...  6/27/2015 =
el ertisign Autoridade Certificadora... Certisign Autoridade Certificadora 4., 7f10/2018 <
Eldass1 Primaty CA Class 1 Primary CA 7712020 =
] Class 1 Public Primary Certification... Class 1 Public Primary Certification &...  §/2/2028 <
[Ed Class 1 Public Primary Certification... Class 1 Public Primary Certification 4., 1/&/2020 <
Eldass 2 Primaty CA Class 2 Primary CA 7i7iz019 =
] Class 2 Public Primary Certification... Class 2 Public Primary Certification &...  1/8/2004 =
[Ed Class 2 public Primary Certification... Class 2 Public Primary Certification &...  &/2/2028 <
Eldass 3 Primaty CA Class 3 Primary CA 7i7iz019 =
] Class 3 Public Primary Certification... Class 3 Public Primary Certification &...  §/2/2028 <
= Class 3 Public Primary Certification... Class 3 Public Primary Certification 4., 1/&/2004 <
Eldass p Primaty CA Class 3P Primary Ch 7i7iz019 =
] Class 375 Primary CA Class 3T5 Primary C& TITIz019 =
= copyright ¢c) 1997 Microsoft Corp, Copyright: {c) 1997 Microsoft Carp, 12{31/1999 T
Elpeautsche Telekam Raat Ca 1 Deutsche Telekomn Rook CA 1 7ii0jza19 9

q

o

|Add a certificate ko a store

14. In the “Certificate Import Wizard”, click “Next” to continue.

Wizard

certificate store.

connections, A certificate
certificates are kept,

To continue, click Mext,

Welcome to the Certificate Import

This wizard helps you copy certificates, certificate brust
lisks, and certificate revocation lists From wour disk to a

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or to establish secure netwark

store is the system area where

= Back

Cancel |
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15. Click “Browse” to locate the “Hongkong Post Root CA 1” certificate that
you downloaded in Part C Step 7 (ecert ca 1 pem.crt), and then click
“Next”.

Certificate Import Wizard x|

File to Import
Specify the file you want to import.

File name:
I Checert_ca_1_pem.crt

Note: More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (,S5T)

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

' automatically select the certificate store based on the tvpe of certificate

% Place all certificates in the Following store:
Certificate store; I \
Trusted Root Certification Authaorities I Browse. .. |

< Back I Mext = I Cancel
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17. Click “Finish” to close the wizard.

Wizard

Completing the Certificate Import

You have successfully completed the Certificate Import

wizard,
You have specified the following settings:
to Trusted Root Certific.
Content Certificate
File Name Checert_ca_1_pem.c

< Back

Finish

Cancel I

18. Click “OK” to complete.

X

\5) The impart was successful,

':m Consolel - [Console Root',Certificates {(Local Computer)’ Trusted Root Certification Auth ;Iilll
nﬁ] File  Action Wew Favorites Window  Help |;|i|5|
- | AEl R XEFR 2 E
D Console Roat Issued To  / | Issued B | E:piration Date | I:I
E@ Certificates (Local Computer) [ElEquifax Secure eBusiness CA-2 Equifax Secure eBusiness CA-Z 6/23/2019 =
+1-[_] Personal Equifax Secure Global eBusiness C... Equifax Secure Global eBusiness CA-1 6f21f2020 =
-0 Trusted Roct Certification Authorities [EEUnet International Root CA Elinet International Root CA 10f2{2018 E
423 Certficates [E=lresTE, Public Motary Certs FESTE, Public Matary Certs 1f2}2020 <
- Enterprise Trust EIFESTE, Verffied Certs FESTE, Yerified Certs 1f2{2020 <
a e a2 s [EFirst Data Digital Certificates Inc. ... First Data Digital Certificates Inc, Ce...  7{4{2019 E
@ Trusted R EIFnMT Clase 2 ca FNMT Clase 2 CA 3/18/2019 B
U e s [EGlobalsign Roct ca Globalign Roat CA 1j28j2014 <
-[_1) Third-Parky Root Certification Authorities 9n Roo ohalign ROo E
-3 Trusted People Elate CyberTrust Global Rook GTE CyberTrust Global Rook 8f14/2018 =
A srC Eete CyberTrust Root GTE CyberTrust Rook 4/4/2004 k|
g Homgkong = ]
I v . L | M :
http:,l’,l’www.valicert.com,l’ http:f vl walicert . com/ 6i26/2019 q
http:,l’,l’www.valicert.com,l’ http:f vl walicert . com/ 6i26/2019 q
[E1ps SERVIDORES IPS SERWIRCRES 12}30/2009 S
Elmicrosoft Authenticode{tm) Root .., Microsoft Ruthenticode(tm) Root Au,..  1/1f2000 =
Emicrosaft Root Autharity MicrosoftNgBat Authority 12/31j2020 =

[Eno LISBILITY ACCERTED, (197 V...
P17 Post Raot ca

Elsaunalahden Serveri Ca

[El saunalahden Serveri Ca

]

MO LIABILITY ACCEPTED, ()97 Veri...
PTT Post Root CA

Saunalahden Serveri Ci

Saunalahden Serveri CA

Zraarana

=
1/a{2004 1
f/26/2013 <
6/26/2019 <
f/26/2013 =
»

|Trusted Root Certification Autharities store contains 104 certificates,

Figure 2: “Hongkong Post Root CA 17 certificate has been successfully installed
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E. Installing Server Certificate

1. Start Internet Information Services (IIS) Manager by clicking “Start” > “All
Programs” / “Program” > “Administrative Tools” > “Internet Information
Services (IIS) Manager”.

2. In the “Internet Information Services (IIS) Manager” pane, expand “Web

Sites” and select your web site, right-click and then click “Properties”.

'[, Internet Information Services {IIS) Manager i [m] B4
‘:'g File  Action Wiew Window Help | _|5’|1|
= | H@E XEFEE 2E| 2> m
-Fg Internet Information Services Marmne | Path | SEaky
El----lj myserver (local computer) |= | iisstart.hitm

- Application Poals |=] pagerror.gF

=) Web Sites

B RCefaul Web Sike
[ __J Web Service Extensic Explore
Open

Permissions
Browse

Stark
Stop
Pause

Mew 3
all Tasks 3

Wiew k
Mew Window From Here

Delete
Rename:
Refresh
Expork List. ..

Opens the properties dislog box o HEID |
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3. Inthe “Directory Security” tab, Click “Server Certificate”.

Default Web site Properties

\ieh Sike | Perfarmance | ISAPI Filkers

2]

| Horne Directory
Documents Direckory Security | HTTP Headers | Custom Errars

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource.

23

—IP address and domain name restrictions

Grant ar deny access to this resource using
IF addresses or Internet domain names.

Edk...

[ Secure comrunications

Require secure cummunicatio%
enable client certificates when this

Server Cerkificate. ..

resnUrce is accessed.

YWiew Zertiticate, ..

Edit...

K | Cancel |

apply |

Help

4. Inthe “Web Server Certificate Wizard”, click “Next” to continue.

Statuz of your wWeb Server

request,

To continue, click Mest.

Thiz wizard helpz you create and admirizter server
cerificater uzed in zecure Web communications
bebween your server and a client.

You have a pending certificate request. Certificate
“Wizard will help you to process the response from a
Certification Authority or bo remove thiz pending

Welcome to the Web Server
Cerificate Wizard

x|

4 Back

Cancel |
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5. Select “Process the pending request and install the certificate”, and then
click “Next”.

115 Certificate Wizard

Pending Certificate Request
& pending certificate request iz a request to which the certification
aLtharity has not yet responded.

& certificate request iz pending, "What waould vou like ta da’?

% Process the pending request and install the certificate
" Delete the pending request \

¢ Back I Meut = I Cancel |

6. Click “Browse” to locate the “Hongkong Post e-Cert (Server)” certificate
that you downloaded in Part C Step 7, and then click “Next”.

IIS Certificate Wizard x|

Process a Pending Request
Process a pending certificate request by retrieving the file that containz
the certification autharity's response.

Enter the path and file name af the file contaning the certification autharnty's responze.

Path and file name:
c:hoert000081 2105, cer

¢ Back Meut = Cancel
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7. Specify 443 for the “SSL port this web site should use”, and then click
“Next”. (For IIS 5.0, please skip this step and go to step 8)

115 Certificate Wizard

S5L Port
Specify the S5L port for thiz web site.

S5L port thiz web site should use:

¢ Back I Meut = I Cancel

8. Click “Next”.

115 Certificate Wizard

Certificate Summary
Y'ou have chosen ta install a certificate fram a response file.

To inztall the following certificate, click MNest.

File name: c:hoert000031 2105, cer
Certificate details:
lzzued To AL TN SEYET COM
lezued By Hongkong Post e-Cert CA 1 - 10
E spiration D ate 11419/2008
Friendly Mame Default *web Site
Countm/Region HE.
Organization Hongkong Post e-Cert [Server)
Organizational Lnit 0000812105
¢ Back Cancel |
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9. Click “Finish” to close the wizard.

115 Certificate Wizard

Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard,

A certificate is now installed on thiz server.

If you need to renew, replace, or delete the cedificate in the
future, you can use the wizard again.

To cloze this wizard, click Finizh.

4 Back Cance|
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10. Click “View Certificate” to view the server certificate.

Default Web Site Properties e |

\ieh Sike | Perfarmance | ISAPI Filkers | Harme Directary
Documents Direckory Security | HTTP Headers | Custom Errars

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource. Edit. ..

23

—IP address and domain name restrictions

Grant ar deny access to this resource using
IF addresses or Internet domain names.

Edk...

[ Secure comrunications

Requite secure communicakions and e
enable client certificates whemghis CIVEIRSCILIICITE 1L
resource is accessed. ) -

YWiews Certificate. ..

Edit... |

K Cancel Apply | Help |

Certificate d |

General IDetaiIs | certification Path

o,
Certificate Information

This certificate is intended for the following purpose(s):
+ All application policies

* Refer to the certification authority's statement for details.

Issued bo: v, myseryer, cam
Issued by: Hongkong Post e-Cert CA 1 - 10

¥alid from 11/13/2007 to 11/19/2008

@ ¥ou have a private key that corresponds to this certificate.

OK |

Figure 3: “Hongkong Post e-Cert (Server)” certificate has been successfully installed
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F. Backing up the Private Key

Backing up the Private Key for lIS 5.0

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”,
type “mmc” and click OK, and then select “Add/Remove Snap-in” from the
“Console” menu.

'Hi Consolel 10| =|

J Console  Window  Help |J 0= H |
o Mew ot | =
I Open... Chrl+0
I: Save Chrl+5

Save As...

AddfRemove Snap-in... Chrl+M
Options...

Recent File

Exit:

2. Click “Add”.

Add/Remove Snap-in 2

Standalone I Extensions I

|1ze thiz page to add or remove a standalone Snap-in from the console,

Snap-ins added tor |25 [FTRRYaTo =

— Description

Add... | Femave | About,. |

= o ]
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3.

4.

Select “Certificates”, and then click “Add”.

Add Standalone Snap-in 7| x|

Avallable Standalane Snap-inz:

Shap-in | W endar |*-
é'@.-i‘-.cti\-'e Directory Domaing and Trugts Microsoft Corporation
ﬁ.ﬁ.ctive Directory Sitez and Services Microzoft Corporation
@f—'«ctive Directory eers and Computers  Microsoft Corporation 1=

g:'El.-’-‘«c:tivex Control
Ce Microsaoft Carpaoration

@ Component EM Microzoft Corporation

Q Computer b anagement Microzoft Corporation

Device Manager Microzoft Corporation

E Dizsk Defragmenter Executive Software Inte...

[;I Dizk Management YERITAS Software Cor... LI
— Description

The Certificates snap-in allows you ta browse the contents af the
certificate ztores for pourself, a zervice, or a computer.

Add Cloze

Select “Computer account”, and then click “Next”.

Certificates snap-in

Thiz znap-in will ahwayz manage certificates for:
= by uzer account

{~ Service account

& Computer account \

< Back I Mest » I

Cancel
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5. Select “Local computer”, and then click “Finish”.

Select Computer x|

Select the computer you want thiz Snap-in to manage:.

— Thiz znap-in will alwayz manage:

' Local computer: [the computer this consale is munning on)

™ Another computer: I < Browse, |

[ allows the selected computer to be changed when launching from the command line.  This
only applies if you save the conzole.

< Back I Finizh I Cancel |

6. Close the “Add Standalone Snap-in” dialog box, and then click “OK” to
close the “Add/Remove Snap-in” dialog box.

7. Backup the private key.

- To backup the private key of a pending request, expand “Certificate
Enrollment Requests” (or named “REQUESTS” in some systems) and
select “Certificates”, select the pending request that you just created,
right-click and then select “All Tasks” > “Export™.

'Hi Consolel - [Console Root',Certificates (Local Computer) REQUEST" Certificates] =18 x|

J'ﬁn Console  WWindow  Help |J D = E | |;|i|5||
|J Action  Wiew  Favarites |J | o= | | b | > | EX |

Tree I Favorites | Issued To / Issued B Expiration Date Intended
D Console Root J[TYSErYEF, COM) Open WAL T SErYE ,COm 11/18/2008
E--@ Certificates {Local Computer) _
(0 Personal All Tasks
; [Z Trusted Rook Certification Authorities
D Enterprise Truskt
H . - . Copy
-] Inkermediate Certification Authatities
[Z] Certificate Enrollment Requests Delete
429 Certificates Prop
(3 sRC \ RS <l
Help
4 | i

Expott & certificate |
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- To backup the private key of an existing certificate, expand “Personal”
and select “Certificates”, select the certificate that you would like to
make a backup, right-click and then select “All Tasks” > “Export”.

:m Consolel - [Console Root' Certificates {(Local Computer)'Personal’Certificates] ;'illl
J'ﬁn Console  Window  Help |J D = E | |;|i|i||
|J Action  Wiew  Favorites |J Lol | | % | X | 2 |
Tree I Favorites | Issued Ta 7 Issued B Expiration Date Intended
JMYSErVEr,Com ongkong Post e-Cert CA 1 5
[ Console Root Open
E@ Certificates {Local Computer) —_—
E|[:| Fersonal All Tasks Open

423 Certifical ” ;
(23 Trusted Root o otion Authorities Cuk Request Certificate with Mew Key. ..
[Z1 Erterprise Trust Copy Request Certificate with Same Key...
(L0 Inkermediate Certification AoM¥orities Delete Renew Certificate with Mew Key...

- [Z] Certificate Enrollment Requests Renew Certificate with Same Key...
[+ 5PC

Properties

Help

| | 2

Expott & certificate |

8. Inthe “Certificate Export Wizard”, click “Next” to continue.

Certificate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate brust
lists and certificate revocation lisks Fram a certificate
store bo your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used bo protect data or to establish secure netwark
connections, A certificate store is the syskem area where
certificates are kept.

Ta cantinue, click Mext,

= Back I Mext = I Cancel
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9. Select “Yes, export the private key”, and then click “Next”.

Certificate Export Wizard |

Export Private Key
ou can choose to export the private key with the certificate.

Private keys are password protected, IF wou wank to expart the private key with the
cerkificate, vou must bype a password on a later page.

Do wou wank ko expork the private key with the certificate?

¥ Yes, export the private key
™ Mo, do not export the privatm

< Back I Mext = I Cancel |

10. Select “Personal Information Exchange - PKCS #12” and check the box

“Enable strong protection”, and then click “Next”

Certificate Export Wizard |

Export File Format
Certificates can be exported in & watiety of file Formats,

Select the Format wou wank to use:
" DER encoded binary ¥.509 (L CER
" Base-64 encoded ¥, 5091(, CER)
" Cryptographic Message Syntax Standard - FECS #7 Certificates (.P7E)

™ | Include all certificates in the cettifization path) iF possi

¥ Personal Information Exchange - PECS #12 (. PFX)
[ Include all certificates in the certification path if possible /
[¥ Enable strang protection (requires IE 5.0, MT 4.0 5P4 or above)

[ Delete the private key if the export is successful

< Back I Mext = I Cancel
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11.

Type and confirm a password for the private key, and then click “Next”.

Note: It is very important that you remember this password. If you forget it,

you will be unable to restore your private key.

Certificate Export Wizard x|

Password
Ta mainkain security, wau mosk pratect the private key by using a passward,

Twpe and confirm a passward.

Password:
I********

Confirm password:
I********

< Back I Mext = I Cancel |

12. Specify the name of the file you want to export, and then click “Next”. (By

default, the file will be saved with a .PFX extension.)

Certificate Export Wizard x|

File to Export
Specify the name of the File you want ko export

File name:

Crimyseryer, pfx Browse, .. I

< Back Mext = Cancel
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13. Click “Finish” to close the wizard.

Certificate Export Wizard

Completing the Certificate Export
Wizard

¥ou have successfully completed the Certificate Export
wizard,

¥ou have specified the Following settings:

File Mame s
Expart keys Yes
Include all certificates in the certification path Mo
File Format Petson.

< Back I Finish I Cancel

14. Click “OK” to complete.

Certificate Export x|

The export was successful,
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Backing up the Private Key for lIS 6.0

1. Start Internet Information Services (IIS) Manager by clicking “Start” > “All
Programs” > “Administrative Tools” > “Internet Information Services (IIS)
Manager”.

2. In the “Internet Information Services (IIS) Manager” pane, expand “Web
Sites” and select your web site, right-click and then click “Properties”.

'[, Internet Information Services {IIS) Manager ' i [m] B4
‘:'g File  Action Wiew Window Help | oy = |
& = | BE AXFRR 2E(Z > m 0
-Eg Inkernet Information Services Marmne | Path I SEaky
El----lj myserver (local computer) |= | iisstart.hitm
- Application Poals |=] pagerror.gF
=) Web Sites
™ Fcf ol et Site
[ __J Web Service Extensic Explore
Open
Permissions
Browse
Stark
Stop
Pause
Mew 3
all Tasks 3
Wiew k

Mew Window From Here

Delete
Rename:
Refresh
Expork List. ..

Opens the properties dislog box o HEID |
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3. Inthe “Directory Security” tab, click “Server Certificate”.

Default Web Site Properties

\ieh Sike | Perfarmance | ISAPI Filkers

| Horne Directory
Documents Direckory Security | HTTP Headers | Custom Errars

2]

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource.

3

—IP address and domain name restrictions

Grant ar deny access to this resource using
IF addresses or Internet domain names.

Edk...

[ Secure comrunications

Fequire secure communicakions an

enable client certificates when this

Server Cerkificate. ..

resnUrce is accessed.

Yiews Certificate. ..

Edit. ..

QK | Cancel |

apply |

Help

4. Inthe “Web Server Certificate Wizard”, click “Next” to continue.

Statuz of your web Server

thiz certificate.

To continue, click Mest.

Thiz wizard helpz you create and admirizter server
cerificater uzed in zecure Web communications
bebween your server and a client.

You have a certificate installed for the selected
zerver. Certificate YWizard will help pou to manage

x|

Welcome to the Web Server
Cerificate Wizard

4 Back

Cancel |
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5. Select “Export the current certificate to a .pfx file”, and then click “Next”.

115 Certificate Wizard

Modify the Current Certificate Assignment
& certificate iz curently inztalled on thiz Web site.

What da you want ko doowith the curently installed cerificate?
” Renew the curent certificate
" BEemove the curment cerificate

") Beplace the curent certificate

& Export the cument certificate to a .pfx file
™ Copy or Move the curent cerificate to a rem%aite

¢ Back I Memst = I Cancel |

6. Enter the path and file name of the file to export the certificate to, and then
click “Next”.

115 Certificate Wizard

Export Certificate
You can esport & certificate to a PR file.

Enter the path and file hame of the file to expart the certificate to.

Path and file name:

cohryzenyer. ply Browse. .. I

¢ Back I Memst = I Cancel
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7.  Type and confirm a password to encrypt the exported .pfx with, and then
click “Next”.

Note: It is very important that you remember this password. If you forget it,

you will be unable to restore your private key.

115 Certificate Wizard

Certificate Password
To export a certificate, pou must supply a pazswaord.

Twpe a pazsward to encrypt the exported . plx with

Pazzword:

Confirm pazzword:

¢ Back I Memst = I Cancel

8. Click “Next”.

115 Certificate Wizard

Export Certificate Summary
You have chogen to export the following certificate.

To export the following certificate ta this file, click Hest.
File name: chmpzerer. pi

Certitizate details:

|zsued Ta WA TSR BT SO
|zzued En Honglkong Pozt &-Cert Ca 1
Expiration Date 11/19/2008
Friendly Mame Default Web Site
Country/Region HE
Organization Hongkong Paost e-Cert [Server)
Organizational Uit Q0ooet 2105
¢ Back Cancel |
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9. Click “Finish” to close the wizard.

115 Certificate Wizard

Cumplelin the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard,

The certifizate haz been exparted to the file.

To cloze this wizard, click Finizh.

4 Back Cance|
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G. Restoring the Private Key

Restoring the Private Key for lIS 5.0

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”,
type “mmc” and click OK, and then select “Add/Remove Snap-in” from the

“Console” menu.

'Hi Consolel =10l x|

J Console  Windmw  Help |J W= |

= New b |

I Qpen... Chrl+O

[ Save Ctrl+s
Save As...

AddfRemove Snap-in... Chrl+M

Options...

Recent File

Exit:

2. Click “Add”.

Add/Remove Snap-in llﬂ

Standalone | Extensions I

Uge thiz page to add or remowve a gstandalone Snap-in from the congole,

[

Shap-ing added to: I-ﬁ Conzole Baoot

— Description

-~

Add... | Hemave | Aot |

ar. I Cancel
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3.

4.

Select “Certificates”, and then click “Add”.

Add Standalone Snap-in 7| x|

Avallable Standalane Snap-inz:

Shap-in | W endar |*-
é'@.-i‘-.cti\-'e Directory Domaing and Trugts Microsoft Corporation
ﬁ.ﬁ.ctive Directory Sitez and Services Microzoft Corporation
@f—'«ctive Directory eers and Computers  Microsoft Corporation 1=

g:'El.-’-‘«c:tivex Control
Certificates Microsaoft Carpaoration

@ Component Service Microzoft Corporation

Q Computer b anagement Microzoft Corporation

Device Manager Microzoft Corporation

E Dizsk Defragmenter Executive Software Inte...

[;I Dizk Management YERITAS Software Cor... LI
— Description

The Certificates snap-in allows you ta browse the contents af the
certificate ztores for pourself, a zervice, or a computer.

Add Cloze

Select “Computer account”, and then click “Next”.

Certificates snap-in

Thiz znap-in will ahwayz manage certificates for:
= by uzer account

{~ Service account

& Computer account \

< Back I Mest » I

Cancel
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5. Select “Local computer”, and then click “Finish”.

Select Computer x|

Select the computer you want thiz Snap-in to manage:.

— Thiz znap-in will alwayz manage:

' Local computer: [the computer this consale is munning on)

™ Another computer: I < Browse, |

[ allows the selected computer to be changed when launching from the command line.  This
only applies if you save the conzole.

< Back I Finizh I Cancel |

6. Close the “Add Standalone Snap-in” dialog box, and then click “OK” to
close the “Add/Remove Snap-in” dialog box.

7.  Expand “Personal” and select “Certificates”, right-click and then select “All
Tasks” > “Import”. (To restore the private key of a pending request, expand

“Certificate Enrollment Requests” (or named “REQUESTS” in some
systems).)

:m Consolel - [Console Root' Certificates {(Local Computer)'Personal’Certificates] - |ﬁ' |1|
J'ﬁn Console  Window Help |J O=E | | _|ﬁ||i||
|J Action  Wiew  Favarites |J s o= | | E| | E% |

Tree I Favorites | Issued To # | Issued B | Expiration Date | Inkended

[ Console Root
E@ Certificates (Local Computer)
ED Personal

Fequest Mew Certificate. ..

[Z Erterprise Trus!
(2 Intermediate Ce
[Z Certificate Enro

[Z3 sPC

Iew Taskpad Yiew. ,

Refresh
Export List. ..

Help

| | 2

|Add a certificate to a stare |
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8.  In the “Certificate Import Wizard”, click “Next” to continue.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate brust
lisks, and certificate revocation lists From wour disk to a
certificate store.

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

= Back I Mext = I Cancel |

9. Click “Browse” to locate the backup file of your private key, and then click
“Next”.

Certificate Import Wizard x|

File to Import

Specify the file wou want to impart,

File name:

Crimyseryer, pfx Browse, .. I

Maoke: Mare than ane certificate can be stared in a single file in the Fallowing Formats:

Personal Information Exchange- PECS #12 [ PFx,.P12)
Cryptographic Message Swntax Standard- PKCS #7 Certificates (.P7E)

Micrasaft Serialized Certificate Stare (55T

< Back Mext = Cancel
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10. Type the password for the private key and then click “Next”.

Note: To allow you to back up or transport your private key at a later time,

you may mark this private key as exportable.

Certificate Import Wizard x|

Password

To maintain security, the privake key was protected with a password.

Twpe the password Far the private key,

Password:
I********

I Emable stromg private key protection, Youwil be
promphed|every bme the private keyis used| by an
application i ywou enable this aption,

[ Mark the private key as exportable

< Back I Mext = I Cancel |

11. Select “Place all certificates in the following store”, and then click “Next”.

Certificate Import Wizard |

Certificate Store

Certificate stores are system areas where certificates are kept,

\Windows can autamatically select a certificate store, or wou can specify a location Far

= aukomatically select the certificate store based on the type of certificate

' Place all certificates in the Following store
Certificate stare: I \
Personal I Browse, .. |

« Back I Mext = I Cancel
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12. Click “Finish” to close the wizard.

Certificate Import Wizard

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard,

¥ou have specified the Following settings:

Certificate Stare Selected by User  Persanal
Conkent PFs
File Mame Cymwserver. pfx

< Back I Finish I Cancel

13. Click “OK” to complete.
x

@ The impart was successful,
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Restoring the Private Key for lIS 6.0

1. Start Internet Information Services (IIS) Manager by clicking “Start” > “All
Programs” > “Administrative Tools” > “Internet Information Services (IIS)
Manager”.

2. In the “Internet Information Services (IIS) Manager” pane, expand “Web
Sites” and select your web site, right-click and then click “Properties”.

'[, Internet Information Services {IIS) Manager i [m] B4
‘:'g File  Action Wiew Window Help | _|5’|1|
= | AEXFRHE 2E|E]) 10
-Fg Internet Information Services Marmne | Path | SEaky
El----lj rmyzerver (local computer) |= | iisstart.hitm

- Application Poals |=] pagerror.gF

=) Web Sites

™ Fcf ol et Site
[ __J Web Service Extensic

Explare
Open
Permissions
Browse

Stark
Stop
Pause

Mew 3
all Tasks 3

Wiew k
Mew Window From Here

Delete
Rename:
Refresh
Expork List. ..

Opens the properties dislog box o HEID |
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3. Inthe “Directory Security” tab, click “Server Certificate”.

Default Web Site Properties

\ieh Sike | Perfarmance | ISAPI Filkers

2]

| Horne Directory
Documents Direckory Security | HTTP Headers | Custom Errars

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource.

3

—IP address and domain name restrictions

Grant ar deny access to this resource using
IF addresses or Internet domain names.

Edk...

[ Secure comrunications

Fequire secure communicakions an

enable client certificates when this

Server Cerkificate. ..

resnUrce is accessed.

YWiew Certiticate, ..

Edit. ..

QK | Cancel |

apply |

Help

4. Inthe “Web Server Certificate Wizard”, click “Next” to continue.

Statuz of your web Server

exizting certificate.

To continue, click Mest.

Thiz wizard helpz you create and admirizter server
cerificater uzed in zecure Web communications
bebween your server and a client.

Welcome to the Web Server
Cerificate Wizard

Your Web Server dossn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help pou to create a new
certificate for this Web Server ar attach to an

x|

4 Back

Cancel |
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5. Select “Import a certificate from a .pfx file”, and then click “Next”.

115 Certificate Wizard

Server Certificate
Theze are the methods for azzigning a certificate to a'Web zite,

Select the methad wou want to use far thiz web site:

{~ Create a new certificate.
" Assign an existing certificate

" Import a certificate from a Key Manager backup file.

f* |mport a certficate from a .pfx file \
{~ Copy or Move a certificate from a remote sePMe site to this site,

¢ Back I Memst = I Cancel |

6. Enter the path and file name of the file containing the certificate and then
click “Next”.

Note: To allow you to back up or transport your certificate at a later time,

you may mark this certificate as exportable.

115 Certificate Wizard

Import Certificate
You can import a certificate from a PFx file.

Enter the path and file name af the file cantaining the certificate.

Path and file name:

o hmyserver. pl Browsze. . I

Specify whether the imported certificate should be marked az exportable after import.
b arking a certificate az exportable iz a higher security rizk, however it allows the
certificate to be exported to a file for backup.

¢ Back I Meut = I Cancel
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7. Type the password for the certificate you want to import, and then click
“Next”.

115 Certificate Wizard

Import Certificate Password
To import & certificate, pou muzt supply a password.

Type the pazsward for the certificate you want to impark.

Pazaword:

¢ Back I Memst = I Cancel |

8. Specify 443 for the “SSL port this web site should use”, and then click
“Next”.

115 Certificate Wizard

S5L Port
Specify the S5L port for thiz web zite.

S5L port thiz web site should use:

¢ Back I Memst = I Cancel
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9. Click “Next”.

115 Certificate Wizard

Imported Certificate Summary
You have chogzen to install the following certificate.

Ta inztall the fallowing imported certificate, click Mext.
File name: chmpzerer. pi

Certitizate details:

|zsued Ta WA TSR BT SO
|zzued En Honglkong Pozt &-Cert Ca 1
Expiration Date 11/19/2008
Friendly Mame Default Web Site
Country/Region HE
Organization Hongkong Paost e-Cert [Server)
Organizational Uit Q0ooet 2105

¢ Back

10. Click “Finish” to close the wizard.

IIS Certificate Wizard x|
Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard,

A certificate is now installed on thiz server.

If you need to renew, replace, or delete the cedificate in the
future, you can use the wizard again.

To cloze this wizard, click Finizh.

4 Back Cance|
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IIS Certificate Wizard x|
Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard,

A certificate is now installed on the remote server.

To cloze this wizard, click Finizh.

Cance|

4 Back
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