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RTIEE (fAlflds) SRR —nginx TR i ds

A. HETIET (ke HiFEAES

MRS BAZUENLOCE B L HAZ B FE T (Alfik#s) HiG)E, S REBRRBURE R
H ¥+ BN “Submission of Certificate Signing Request (CSR)” FJHLHE, ZSRIRFIAAL
R BT HHEBAZENL R M5 252 CSR.

A e BAERMSH SR IR (RS HEALTE nginx F 0T 7] Ak 45
R AR T ) R R FTAIE 545 B R (CSR 4P R . & AL CSR K242
A2 B Fr P R BUZAE LG LAFIE P25

Wi MAEIE B2 A R BRI, TR ANRE 2R B IR+ o DR bt 22 S 1 ]
T IRAEBFEZER(CSR)FI Y H DL HEAT %47

=
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RTIEE (fAlflds) SRR —nginx TR i ds

B. FEAIEHZLZER(CSR)

1. AHFP$EREHKE OpenSSL B4 K “openssl” 7~ FFE 27 A BL X} 28
M REAIE 2B ER(CSR) LMESH . BTN AR 1A HAE T
H XM SA AR, FrblHiE NN S A G fa] s A 5SS

TRRFFHALL 84724 —/ "M Triple-DES (3DES)  HN% 1) 2048
776K RSA #hd /i (myserver.key). R BEHE RN SN RS

VEE: AT 2048 (LTI ERSELEAK FERE L (RS, HIRAT 2048
1L IC A T HE- TR a5 DA ERBTERSE R 2048 (LT HYZ 1T
Il LEB LT R E T/

JEE: IFE ISP EEREN . SRR nginx ffRZSHT
T 7 BRI B

openssl genrsa —-des3 -out myserver.key 2048

2. THIRFFHIN LT 82 H Ll il i) 5% 0 2L (myserver key) = A — MilE
5258 FK (CSR)(myserver.csr) o B HE 7~ A\ &0 o

openssl req —-new -key myserver.key -—-out myserver.csr

MR X509 EPEPER, EHRA LR BERL

JB i i35 SR
Country f\ “HK” HK
State or Province fi\ “Hong Kong” Hong Kong
Locality i\ “Hong Kong” Hong Kong
Organization TNy i My Organization
Organizational Unit % <Enter> B4
Common Name o N\ Al i 44 B WWW.myserver.com
Email Address % <Enter> =%

BIN = Wi~ N HAth B % (BP challenge password /% optional
company name ) . 1% <Enter> ¥ EA1H =,


http://www.myserver.com/

LIRS (Rlflds) HFTER —nginx PR s

JEE: R T [Common Name | —F=Hg A IEHHT & id 1R #55 B K
/Country Name | —F~#j A\ [HK /s

JER: ZHUEH U (RA) “ Z8h B M uf 7k 75 (iR
) “ZHR” , 15 [Common Name ] —fgH, I\ -5 H i #1541 1E
GHY [HEE Ul SRS B R E i ka5 7o

i [ FUF 1S I MRS Fr . BT 7 =4 i 12 22
K(CSR)ILFEFIN, BABHTEIZ UK ARG U TR, SR E
R B 500 S

HHIE U (R @k, g [Common Name | —fiH,
A GG TR GHT [ HBITHIHE 7L 715 7 ) 10
B 1l i & B (TR 3 5 B #9524 i 0 i B3 AT [ ) HIab 1) o
P41 * myserver. com.

Enter pass phrase far my
You are about to be aske
it Your ".'L'E'L'E'.E;I:ﬂ.'_".‘f !'I.'E'I:!'.J‘.'E:‘.:'Q. +

o ¥a

What you are about to

There are guite a few

er the following
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LIRS (Rlflds) HIFTER —nginx PR Ay

VERE A i T X R E BT T UEFS (fiRas) - 15 1/ [
B LR X1 TR Fe Bk ASCIL 770, FF i LIAE“ B S/ —
FEAFE BT HI R

335 BHE
www. T H 1A AR EE.com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreanizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pgqw8o2pk43espw.com
Emalil Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:

=
w



RTIEE (fAlflds) SRR —nginx TR i ds

C. RIIEPZFER(CSR)

1. fEF A HEEOAZ UEHL X K 3 B 4 “Submission of Certificate Signing
Request (CSR)” 1) HELHIB PN #% — TN M 45 DL 28 22 75 U5 B BUZ UE AL DG 1Y)
RR] 32

5 O = ubmission of Certificate Signing Request (CSR) - Message ? =
L Submission of Certificate Signing Request (CSR) - Message (HTML) 72 = o/ X
s
& QReply 2 | [Wl whereabouts Vi ‘B SMarkUnread | £ Translate to Simpified Chinese 3 #h q @
X s e
RaReply All G5+ |3 To Manager - B I Categorize 8 Translate to Traditional Chinese
8, - Delete [ A = Move = Translate Zoom  Insights
® Sy = ‘eam Email = . [EPr > FollowUp~ i Chinese Conversion B
Delete Respond Quick Steps. I Move Tags i) Chinese Conversion Editing Zoom ~

Tue 25/6/19 10:29 AM
CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)

To  MlYeung Cheng

STREFSEHDRE TR R BRRSRI, R@BRRET

https//www.eCert.gov. &ck I=WEB&certC: =S I

RXETRE (ARS) "BARE SR BESEER) PRNETRE (ARS) 2 BEFFER) SRR, AARZ—K

ERRNERTNETEEARSARIAFETRTIREWOARSIMEARSMFRRNRED HESEER . ﬁEﬁ#zx &
EFETR) OFK, HSHETEE (ER) MArEE.

WEE, M2019F 7 A1 A, EFHE RS OEETRE (RN . BTRE (ARD) EAR RETRE (MRS S8
EARVAREE A3 M)AHRIE "Hongkong Post e-Cert SSL CA 3 - 17" 3. HRRETHE (ARE) 28, WARBMMORFR DA

BETAMOARSL. BMEE BelETEE (AR AFEE.

H2017 5 9 A 7 B2, FEHHEHIINETRE LS ETRRMMEERGORE. FRRSHZRERERNE 4412 4.

IR, m2019F 281 AR, BYRE (RH UNRENRHCABEEM. BRANBREGHETRE (RH), BEHIRBNE
FRETRE (RS (FRERFRENRSHE FREREE . AL RRETRE (RN, R T I AEREENBABIL ERE
WA 16 fr@as. RUHRIFIRE 16 LBISAEBLIHET E dAIfReE) <M.

AHER, THEE 2921 6633 HEEE enquiry @eCert. gov.hk.
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EBEBZEWEN

2. FAUFAIRERAHR] . BN Ea SRR (S5 95 ] LA 0T K85
EENKL BEREM] AT REZERR] .

The solution for e-Security

B T ERETFEEER, - BFEE (AR

ﬁ‘Tktm = AEH ESHBRRET > R;EFM REAPISH IR APIUE 0 TURMNTE

BT » B ‘(rl‘lml'!iifﬁmﬂ'ﬂ!}\ﬁﬂ éiéﬁit&ﬁ EFREHF  HREAEH
(11.!5) Bl WEM%@REMI)\&M RIEG (PR LRRENORIE - IREMEBEREN - *ﬁﬂﬂ!iﬂnﬁ!ﬁﬂﬁ?‘"ﬁﬁ&???‘f EEME
enquiry@eCert.gov ke EI{E2775 9130 »
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RTIEE (fAlflds) SRR —nginx TR i ds

3. 1% [BAZ] MRS TR, (WRI TR IER, 15HAEE
enquiry@eCert.gov.hk 2% 7 s HEEUAZ UENL IS, )

A T ERETHEER, - HTIHE (RS

HEMATH

FIRREETE www.my-organisation.com

S BREE 418 www FIKEE com

BN 51 B 2K S 1

AT - My Organisation
FRRILES

ABPILIE /| S ETHIE -

WREEE 1234567812312121

ATENE ARERDE 12345678

il 5 S

R A SRR S BT

eaEY EFET (HRE) S8

EENERRRNL SHA-256

FHIW : 2%

MEE A DA SR - DL R R - SR [ e -
IR T OB AR PSR - SR o SR e

Wi (EE  EEEH | WREEX
AOE A CRAL - BELWRARTIUERIE SRR -

VEE: LTI IT RS LI THLR X FRAY 27
PP, WIER H— IR RGP P X BRI Tl (i
@) s I A AT ]




RTIEE (fAlflds) SRR —nginx TR i ds

4. HSCTgmiRA I CFA)IF R A A RUE 25 2R (CSR) K B il

N BEEHE  “----BEGIN NEW CERTIFICATE REQUEST-----" K&
“..—-.END NEW CERTIFICATE REQUEST--—-" . (f&0[&% B 5

=
00



RTIEE (fAlflds) SRR —nginx TR i ds

5. fEIMANE ENE, MR ERR].

et
- Hongkong Poste-Cert
SHBRT T

e salution for e-Security

AAA BugMErEE
BEFEE (HRES

FEE, h20125 120188 FEBHEHBEOSSERATBRREL 2048 xMETHE (BRS) - O
ARSATBR EH20480 7wl rERETHEEK) (Certificate Signing Request, CSR) AZFWHE.
SEFSMEMAL -

HEP TEEEFERER (Certificate Signing Request, CSR) (Eifibasetd HHWBAIPECSHI0) KT
Falichat RN 2EdR Sk &

fffff BEGIN CERTIFICATE REQUEST-—-—-
MIICuDCCRAaRCAQAWczELMAKGAIUEBhMCSEsxEjAQBgNVBAGTCUhvbnecgS29uZzES
MEAGA1UEBxMJISGIuZ yBLb2 5nMSEwHWYDVQOKEXhIJbnR1cns LACBXaWRnaXRzIFBO
eSBMdGOxGTAXBgNVEBAMTERdSdySteXNlenZlci5ib20wggEiMAOGCSqGSIL3DOER
RQUAR4IEDWAWggEKROIBAODWOrGIPJCkghdWnuWe rAMwd fkLESdJogXzM105zgm/
CIWCOWVIOLO0PJEFHbe+0ime IKiNGT7a9+1TEVOLy3GVEWS Y/ ILg0+idKW3KeBXasR
LXB4+pirXC/e/rwLGRINVIACIXVS082K02EBmzj rgkBtzpVE/ hipppdFYEWnRYHT B8R |=
HxcaEmxsucrg/SNEEWFEVMC /pVDINGCbiZklz885aDC2PCleZ6X] cgUoWKE+WGH+
TEIm3XnzIrgKPVEDAXT/Txts0ThK1PIa61YORROASMZhascfkwlEcz0TpeKxZzd
LYwPR1FvezId89EPjYS5J4pJvBnODEFT1EVCc30F1 8wgf 6PAQMBAAGADANBgkghkiG
SwOBAQUFAROCAQEAS/XNrOmYECCcKoRUSPNKC1MikIbhOgaT78R64pYT3gZD+Y¥Tsav
s0bMgHeFvksFRMCsMOzZ5iX5b0I0gzkaiTKzIsTus3peviVinRIe+bpZ+UHSACT T
4hNPO+DwubYsmZmJIPByppbGVWTwi FCMPUGxzXouhhNcoZ0KKjNnwhh5s9rcnc3cV —
2epNrECDHIHBP2rJoSTNpW4AUA3 ZdrGD/dun1NYf1HUKWTz 75 51 7TTinmnMNEg T qvs
nlc/MQE3PxLuGITr2pclTVeZpSFuwSzvEXBWRG515z7thglkeqS3pFa+2ghEVsht v

=
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6. 1% [ER] WAEZIES.

gfﬁ)ngkungl’mle-cert The solution for e-Security
FEBRBFHE

R TERBTIHEER, - BTEF (AR

AAA
DFTARMETESEAMER -
8 HESH
CERTIZEN PRI : veww FETRERSE com
O T WEANE My Organization

SHTREBIIATE ¢ My Organization Unit
BWEEES: 1234567890123457
ATERE ARELS:
FEERER SO S -

RN (hERBNECOBMAGREE)

FEASTER: 0001397035

EEmn: Hongkong Post Trial e-Cert (Server)

R Hongkong Post Trial e-Cert SSL CA 3 - 17

BEFR: 21d3 47 fb 40 69 89 01 b8 89 67 1d 62 29 30 7 d9 34 16 28
EERERRREA SHA-256

BEERAY: 14/08/2019 - 14/08/2020

A R - SHELREARERIERE - EMENTREREREY o
FR[ERELER LRSE - RFREEEBIRRET X R RN XS SN MTREAS
(X EBBTUREFMEATH - AHREEROETESETHHEE - RAEERKREASTH (BB OIfE - BEREIREEFRMIBAEE )

[zl

2007 © | EBE | Hhk:
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RTIEE (fAlflds) SRR —nginx TR i ds

7. %% Hongkong Post e-Cert (Server)ill 5.

i ' B THHEK ) -ETHE ([ERES)
fRBEIR

= B ongkong Post e-Cert (Server)”
--------- 2. mmmmmﬁmr
3. FeRH s (ERER) AP RN

P07 © | W | LR

1 B LI FEE R TGl T #E R Tl 15 (k)
hitp.//www.eCert.gov.hk/tc/sc/index_c.html
2 BLIrAEEEAIE T T (iR i

LFE I IRIFIIET5 Root CA3 B 1T 4F 1iE 15 “Hongkong Post e-Cert SSL CA3

-177. H T LRI R #:

http://wwwl.ecert.gov.hk/root/ecert _ssl_ca_3-17 pem.crt
LR X 1F 75 “Hongkong Post Root CA 3 (X X iiF152022)” . A 7L M4t
F#:

http://wwwl.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

3. BB BRI MLl Tl TS (FRER) T

LEFE I IRIFIIE 75 Root CA3 ZEXK T 28 1F 17 “Hongkong Post e-Cert EV
SSLCA 3-17". HFLL TP T #:

http://'wwwl.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt

LR X 115 “Hongkong Post Root CA 3 (X X iF752022) . ] FLL M
HEF#:

http://wwwl.ecert.gov.hk/root/root_ca 3 x_gsca_r3_pem.crt



http://www.ecert.gov.hk/tc/sc
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

LIRS (Rlflds) HIFTER —nginx PR Ay

D. Z&fAkaiE+

L KEETT B #AEER 1 AR E i 1 C JRP IR 7 T =Mk
PR EH B TS nginx FMREHXN. @RIEAFRRS, HxE
REAPTAAL )

Bl .
a) ZHEHPIUET “Hongkong Post e-Cert SSL CA 3 - 17” & K[ HFiEF
(A fRER) -

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

b) 2% T 4kFTS “Hongkong Post e-Cert EV SSL CA 3 - 177 2 K& KIEMHA
EEFER (AR -

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ev _ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

2. 3| nginx fAREHIEHHZEER (B0 fete/nginx/ssl.ert)) A,
SR IE THRRFH AN LR 482 Sl E — M & R E 5 S 58 SGIE T BT
FERY R (myserver hkpostca.crt)o

LUE
a) ZEHFKIET “Hongkong Post e-Cert SSL CA 3 - 177 25 K KB FiE+
(FAIARER) -

cat cert0000812104.cer ecert ssl ca 3-17 pem.crt
root ca 3 x gsca r3 pem.crt > myserver hkpostca.crt

b) LB YIUET “Hongkong Post e-Cert EV SSL CA 3 - 177 22 % [1 SE{#H
WIERFIEH (RS -

cat cert0000812104.cer ecert ev _ssl ca 3-17 pem.crt
root ca 3 x gsca r3 pem.crt > myserver hkpostca.crt

3. FHSC T4 5 24T JT nginx HTTPS fic & 0 % ()t -

/etc/nginx/nginx.conf).



LIRS (Rlflds) HIFTER —nginx PR Ay

4. KGR HTTPS server XBR, SRJE R DM A X B A B AR 805E
IR BEAFAE, 16 AT L

# HTTPS server

server {
listen 443 ss1;
server_name myserver.com;

ssl_certificate ssl.crt/myserver_hkpostca.crt;
ssl_certificate key ssl.crt/myserver.key;

5. MlAFAR T RBIT ST AR

6. THRTTHRIALL FELEH RS ER nginx ffkds.  (RGEAF RS,
TR ATREA T AN - )

systemctl stop nginx

systemctl start nginx
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