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A. BTIER (k) HIEAIES

B HBBUZUENLOGAEN B R e (RS HiE e, S mEBREAEKR
¥ BN “Submission of Certificate Signing Request (CSR)” FJHLHE, TSR IFFZHAL
R RNFHEHEBUZIEN LIS M 1258 CSR.

AT BAERMSH LR TR (RS HE AT nginx X 5] k4
AR N A R AIE P52 EOR (CSR) I TEAIP IR . AL ALK CSR 242
A2 B A MR BUZAE B G LA FIE 525 o

IR FAEIEPA R Gt R B, B ARE 223 sl FZAE 5. Kb 2 3 P&
T TRZIE P E ER(CSR)RT A R 4T &4
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B. FEAIEHZZEER(CSR)

1. AHFP$EREHKE OpenSSL B4 K “openssl” 7~ FFE 7 A FL X} 2
P REAIE P2 B ER(CSR) LMESHE . TN Jlfa ks 1 A A A2 U 7
HXEAESA AR, BTl HIE NN S5 A G fa] lkgs 1A 2 S

TR LL T84 74— H AES-256 TN 1) 2048
KITCH) RSA ZEH5 ik (myserver.key). OB~ o N SN 21D .

VEE: AT 2048 PLITHIEGELHA FEREPLE VE (RS, HIRAT 2048
1L TC A P - TR [ as Ak 2r s WL TEC/ER 2048 (LTI ZHTEL,
Ml L LERT IR B FE

VER: IR EREN B . 25 ST nginx (R,
i BAELIL B

openssl genrsa —aes256 —out myserver.key 2048

2. TR LT 182 H LR $/E 1% iR (myserver key) 7= 42— MIE
2538 F R (CSR)(myserver.cst) o OB B HE R F N R

openssl req —-new -key myserver.key —-out myserver.csr

HIRLIRULT X509 EFEPERE, iERA LR R

B Ei:73%) e
Country i\ “HK” HK
State or Province #iN\ “Hong Kong” Hong Kong
Locality fi\ “Hong Kong” Hong Kong
Organization CE DA/ B My Organization
Organizational Unit % <Enter> B4
Common Name i N\ Al i 44 WWW.myserver.com
Email Address 1% <Enter> =%

&R 2 # 3E n o N HoAh J& ¥ (HP challenge password J%2 optional

company name ) . 1% <Enter> ¥ 'EA1H %,


http://www.myserver.com/

HFIESE (falfikds) HIPTER —nginx W TR A

JEE: IEHIRT [Common Name ] —F=H A ILH 17 E 12 (iR a5 4 ¥ K&
/Country Name | —F A\ [HK /s

TR ZHHFIFETUE (R “ Z8R B Ml 8 ik 75 (iR
) YR, iFH [Common Name | —fFH, FIASHig Z 151 /i E
SR THITE FUF B RS HIR 5 ) HHARTE i R a5 5 7o

7 [ FE T E BTG TSRS ) TG a5 7= 133 5 2
K(CSR) ITFEFHIA, BAF ML UFPIR FAABK U T, 1R F
IS g Z R H 5

HHIEEFUF (R k", 54 [Common Name | —fiH,
TN G g W& PG [ GBI R Tl R a5 7 IR
B 1l a5 B (TR 4 5 H iR 42 e 0 i B3 I [ ) #9281 o
P41 * myserver. com.

You are
it Your "_':'f::;'_E;I:ﬂ.'_".‘f !'I.'E'I:!'.J‘.'E:‘.:'n;."'

o ¥a

What you are ahout to enter is what is called a Distingquished Hame or a DM

re quite a few fields bu can leave some blanks

m fimlds therse will
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VR A i X R S BT TUEFS (fiRas) - I 1 [
B #e LR AH X135 R F Bk ASCHL 770, FF i LI B S/ —
P AT BT L

Ll L2335
www. F 1) fA] Ak 25.com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreanizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pgqw8o2pk43espw.com
Emalil Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:

=
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C. RIEFHEZEEK(CSR)

1. fEFMHBHEEBUZUENL X K B N “Submission of Certificate Signing
Request (CSR)” [ LB P 4% — T I 45 DLAIE 48 2 B W IR IBUZ UEHL S 1)
PR 355 o

HS O Submission of Certificate Signing Request (CSR) - Message (HTML) 7 ® - 0 X
& QReply L [Y whereabouts Vo i@ S¥MarkUnread £ Translate to Simplified Chinese E%; % q @
X
@ReplyAll G5+ |3 ToManager [~ M B Categorize~ & Translate to Traditional Chinese -
8, - Delete [ 2 Move 7 = Translate Zoom  Insights
® 3 Forward B~ eam Email = . [EP- > FollowUp~ i Chinese Conversion B
Delete Respond Quick Steps. ) Move Tags ™ Chinese Conversion Editing Zoom ~

J Tue 25/6/19 10:29 AM
CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)

To MYeung Cheng
HMEOEE. <]
RREEFEER

BEFEXHEBHHETEES QRS B R EIE . ETRETBEHERM TR RERMSRE, BAHSREM
o | BIEY H =) 2

https-/www.eCert.gov. b/h 71 &ch I=WEB&certC: =S I

EXBTES (AR BARSE EESEEN) SENGTES (RN Z BERRER SRER. LAY

ERENEER LT BT AR LRI FE T B TR ARN RS ARSI RRNESY | BEREE . AL 18

EHEEK With, WEMBIEE (AEs) mElEE.

WEE 20195 741 Al BTRE RS OEETEE RN TTEE MRD AN RETEEIRD SER)H

RIS O3 MU Honghons Post o-Cort SSL G 3 - 11" B8, HRRBTEE (AR 28, MrslmmRmesa

SEEANOARSE. AHHE, ASMETRE (AES) KA

02007 97 B2, ERHREINNTES LE TR N R RS, SRS MBI 44124

BIEE, @092 A1 B BTEE (VRD UNRHNGEETERT. SRANERINETES (RS, DEENEEIEE
TEE (R (LRSI TRAPEE . L aE R ETEE (R, W T VERERAA B BRE

¥ (=190 16 1805, EMAERTFE 16 brariBlH LIS T B (IRED) 2.

SR, HEE 2921 6633 HEHE enauin@eCert gov i,

!

FEHEZRME

2. R A[FAIREF K]S BT RE B T[S 25 5 1O ) S B RS
fE B AR I B ] (H AN ALY, R TXHRRR]

The solution for e-Security

>
<& Hongkong Poste-Cert
SHBRTFHR

RXE TEREEER) - BFEE (FRH)

IMELPARBFABNEALE  SEBBRATFRRRHZEERBFAMEAEFRRRBNER - RIFFMFRRAZHATHRAMEFANE  FHRNTEER
WHRIREHNAT » R ARBIRNEE  (FREMRATHEAZS  2REREE - MFREREANEE  TETFERBRNEFREPH - B (BARR (B
[3) %60  GANERNERFEBRREFAMRNEARSE - NRTFEAXELEE  WAR (FEEEBRER) (Pos736) W (MEMARHERER) (Pos736A) » 74
EREEF-HBRRAFLEEBRWARELEESE - (FREHERES) 1 (MEAAREERER) FINESRERM

RS A -
(oL EAT www.ecert.gov.hk
RFRSEREHAY .
2E@MN |018564144
(ENFOEETR{S HIE ; NOBTF)
e o] [ —— |

(FAMBFERAODE S RARE)

1 | | s |
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3. [BARIH N FIE R R . (kI E KB IE, 15 HEIEE
enquiry@eCert.gov.hk BEZ% B B BUZIENL . )

>

ey Hongkong Poste-Cert The solution for e-Security
HFHBRVFER
FEEMEE
oy R ERERER) - TFEE (ARS)
BREARE
8 AR & www.ecert.gov.hk
) ISR Hong Kong SAR Government
CERTIZEN T TRERAT
dliidl DEEBPIRE HKPO-Business Development Branch
HFRBH
N B HAse
QB TR AR INER :
Rt fReA HKPO-BDB
AMFRANRFRENEE
REmE WFRE (1ARH)
Biem : 15

STALIERIAA » S5 EREVIER » IRRFT) O :
SRIBERFIRE AT XIS » REFIDIER R ©

(e | (e | [samtm | [weemmex |
BRI B R © W LADART TR © 1R RETRE -

2007 © | MEER | RN

VR : BT iE R LFEOE T O X FRA 2
PSP AR IR H— KRG R P X BRI T I (R
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4. (H2026 % 3 A 15 HiEgA, BAGER TIEBUREIRA) HMNE
M BRI TIE (RS BRI 8IE (DCV) Tk # ik
BEPFRITE, MR BRI TR MR, R
H A3 UE BT IS (RS P & i i HIA. i
R DCV BiEfTh, %R ALAGEsg CSR.

CIFIERE, RGH AR TR TIUETS (ks ) 9%
HEZ VAP FE. )

A g R T s AR B | RS Gl IR R (DCV) 77V, 1F N EE IR 5
“fileauth.txt”, FH¥H FEARIEEFIED (AR s AR
SO0 RLE Rl E AR A E . EAR RS R IFFIARY AT AT RS,
o (BN ] dhsE, EIER, IEAEH TR (FkES) 7d@
FRR”

The solution for e-Security

P
< Hongkong Poste-Cert
SEPRB TR

R [ERIEPER] -BFIER (@8

[RASEZHISHIE] (DCV)Fik: EEEENeEN) v]

) o
CERTIZEN

1. TSR
THRESKIEBAIIERE( fileauth.txt ),

2. ISR HERISHMTERRS

BRE HEREHSB IS (FRR) FrESnaAMIE I NAINE FREEUS, BRENEET
HTTPEHTTPSMLIFEL,

® http O https

1 | http://iwww.ecert.gov.hk/.well-known/pki-validation/fileauth.txt

2 | http:/ivww1 ecert.gov.hk/.well-known/pki-validation/fileauth.txt

3 IEIIFREE:

HERER, BRETLUERERAFRHTTPERHTTPSMILRISARESE AFER, SR
USRI RS AIRIIIIERS,

4 FEIA:

NSRRI ATIERVE, SR, COLUREERIREMR [MEEHEI0E] 25, BF
£147£20/06/2026 10:17Hi5eR%, S0, SEEEBEHNNIERAEERS,

[m ] [EEER

2007 © | BEER | FARRBCE
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B. AMILF [PHAFR ARG | M4 E (DCV) Jrik, i NERH
TAEF (falfikas) & a4 B S A 5 A ) DNS TXT 1d3K.

The solution for e-Security

>
e Hongkong Poste-Cert
FEPRRBTHE

1BX [ERIEPER] -BFEE ([F5R:8)

[P HIASIE | (DCV)RE: MEEHRESEE (BN v
HR:
1. FHEDNSLER:
FEREMETIIR (PR RasnEMESiTEDNS TXTESR,
iDRm  |TXT
F#, _dnsauth www ecert. gov.hk

_dnsauth www1 ecert.gov.hk
CRE 38822D36543BTAD1FF44EFCCEFEIFBO8 | SHILIFS
TTL 3600

2 #EDNSICRE:
IRADNSICRE A 27T AT,

3 WA -

SEDNSIEEFREART ATIENTS, SRl s, PSRRI [FHEEHeIE]
Ers, [EFSTE20/06/2026 10:17F7eRk, SN, CEEFEARIISEIEAISIEIES.,

2007 © | EEET | FAREEE

C. fmkd Ry el ] PRI %A (DCV) J7i%, TH IR E 1) HL T
PRk, SRIEHE [RIBHAERS ] o WBI RS, ER TR
ERD, SRJEE THAN] 4kS:. HiERE, OnEAER T e
(i) “ 23 .

The solution for e-Security

-
cl/ungkung Poste-Cert
HFEBRUTHE

R% [BERIEREKR] -BFEH (FER)

[THZHIIHIE] (DCV)I3%:
& o
1. BRI :

CERTIZEN
BRERASEANRN Ra R A B,
[admin v|@[ecertgov.hk v| ‘ RIFEEIFES |

2. A
;| J
BRI, AEEEALES,

mmmmmmmm
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5. HXCFgmiEas @l 0FEA)TFE Bl A RuE B2 E E R (CSR) LA
Hl 4 Eh N B HE “-----BEGIN NEW CERTIFICATE REQUEST-----"
J¢  “---—-END NEW CERTIFICATE REQUEST-——-" o {E/FF&AINE A

7w ARETEERRK].

The solution for e-Security

>
< Hongkong Poste-Cert
FHBRTTRE

RX TEHEEER -BFEE (FARN)

ML TERIREER) (Certificate Signing Request, CSR) (B#base64 MIMAPKCS#10) M TEASEA » WIRHRT)MRAN -

RTIFICATE REQUEST----- a
\QAWKDELMAKGA1UEBhMCSESxXGTA Hd3dy51Y2VydCsn
b3Y EiMA0GCSqGSID3DOERAQUARS IBDWAWGGEKACIBAQCIR)aSYnPSCNL1Z

erGydMz/1WIV1CN/+PI+qBTqRI4m4 EAZHCMZDATOEMKF PpzavnVy/UZEeSHIHe 60
GhL1750WwdU19D4WwAZa0m) hvlrNxo) EuhlwDuvva+CY1MtDxSHSQVAJI11XBruNm
2LACC6Ho+0VbeRyDOWgYOVoAWhd8 ToMDnBIJsv7Q/ oWNSRQIzBGCSHSQI aqocTZK
SUX4MOS90MS/hRTASPRSgqpiX1gNxyDFHbuUr YH30AS3DNuzS0YyUkh/ 3 STX/XxUa
qwqvadhSsSE49yztRmln3zomeVikoD)111jyHgos24alx3yDFYnOTMGHINGH1FOX
r6STeXDEAGMBARGGL) AsBgkqhkiGOwOBCQ4xHzAdMBSGA1 UAEQQUMBKCEHA3dyS1
¥2VydCSnb3YuaGswDQYJKoZ ThveNAQELBQADGQEBARISITX1J7MLNAVZHP1pT+9Y
2gSc4TE2qyNSSehgYZY6/240/1geJ6xNPYBDKTANQBEOAN 1 60L£dKEKZmZnKg/dS
7SE7JNhuYxy5sN¥Qdo) TODIuSzBkwDkrZ PhkVU+ROEAa+JPET13x/ 41M0UBUAREDY
0/ZmXgH1aTMEHERBOJS 12FPH1SS8ddSKNS2rk3TuRE+7 12 k4ATEKTRehGy SWbst
U)ITV4510t8kI6IRU78A/0232U1DUyxsob3HE1RCKXbMUIS/ k) a1x53GESTwen Ll -
WiNOPe1NJdH7yjzzTyrvMBEECHVLKEKT+75a445rx1pA2Sy1bZ43yzTESWhdCYA=

2007 © | WU | TAREER

6. 17 [#R] iIARZ RS-

The solution for e-Security

>
Ce Hongkong Poste-Cert
HFHBPRT TR

RX TEREEER) - BFEE (FRS)

MUTFARNBFREANRE : -
& HEAY
CERTIZEN fFARRISR : www.ecert gov.hk
R RN Hong Kong SAR Government
0z STEIIRIN HKPO-Business Development Branch
e ' WREBRMER
e i QB EMIBEIE 2D RERR :

R MROA T : HKPO-BDB
EithEE (ERBRIZNNMARES)
BiCASTEN:
mEm Hongkong Post Trial e-Cert (Server)
R - Hongkong Post Trial e-Cert SSL CA3 - 17
mEm: 45 b9 30 00 2d 44 89 87 4c 74 c4 88 35 4b d1 92 08 b8 6¢ 20
WERKEN: 13/01/2026 - 31/07/2026 (1998)

ERPINE R 0 NS HMIDRREF TEME > SRR ASR R o
IRR(R R ISR LIS - AR ELWHRERT X BEMNNERRRE L ETEAS
(R FRBBEMFNEARE > QEMLREGHTFRERRIE © FARRKEARE (A58 EFHONE » RREMREEROEARE ©)

ECEET

2007 © | MEREST | FREEON
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7. N # Hongkong Post e-Cert (Server)ilE 5.

2
= Hongkong Poste-Cert
FHBRUFER

BE
I?A.A.E]@. % TESREER) -BFEE (RN

{RIRFIIL

w‘? 1. F# "Hongkong Post e-Cert (Server)" i##
CERTIZEN 2 FHESHHIRAIN
3. THEFER (MRS BAEE

BT
AEFRERFRFEECAINERF B/ RANEE TRARECA MR AKEEANMERKRTEFEE (FMRW) 4E5/FARES - AL
TE(RPIRYHEIS/{EIAR 23 2% "Hongkong Post Root CA 3 (XX IBE 2022) " HEMBHAS -

2007 © | BT | MREEN

1. AL PEFZR FEUF M TR Ul 75 (R#D .
https:/www.ecert.gov.hk/tc/sc/index sc.html

2. LIRS Root CA3 Z5 H9H# 28 1F 13 "Hongkong Post e-Cert SSL CA
3-17" TFHEHML T

http/www l.ecert. gov.hk/root/ecert ssl ca 3-17 pem.cit

LRI IRIFIIE T3 GlobalSign Root CA - R3 #5 4 #9538 X iiF 13 "Hongkong Post Root
CA 3"
FECH 27 T

http./www l.ecert.gov.hk/root/root ca 3 x gsca 13 pem.crt

3 LLEEHIRITUE TS Root CA3 224 H9H285F 1% "Hongkong Post e-Cert EV SSL
CA3-17" TFHHMbH 27T

http./www l.ecert. gov.hk/root/ecert ev ssl ca 3-17 pem.crt

LR RIFIE T3 GlobalSign Root CA - R3 419X X ilF 13 "Hongkong Post Root
CA 3"

T 1T

http/www l.ecert. gcov.hk/root/root ca 3 x gsca 13 pem.crt

=
=
=



https://www.ecert.gov.hk/tc/sc/index_sc.html
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
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D. ZRMAMREBIES

L R EATT B BRI EE | B AR 2T C SR IR 7 N EI =MIE
PR EHIE] T nginx FAREH XN R\EAFR RS, Hxigwn]
REAPIAAL )

4 -
a) wHHP4KET “Hongkong Post e-Cert SSL CA 3 - 177 2 K (B FiEH
(Rl R -

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

b) %% 4kIET “Hongkong Post e-Cert EV SSL CA 3 - 17” 25 & I FEf#A
ERFIER (FRS) -

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ev _ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

2. 3| nginx fARESIETBREE I W0: /etc/nginx/ssl.crt/) K,
NG THRRFFA LU T $8 2 HIE — & A Rk 45 S 58 SGIEF IEF5
BERYZE (myserver hkpostca.crt).

(ZLUE
a) ZEHFKIET “Hongkong Post e-Cert SSL CA 3 - 17” 22 kK KB FiE+
(AR -

cat cert0000812104.cer ecert ssl ca 3-17 pem.crt
root ca 3 x gsca r3 pem.crt > myserver hkpostca.crt

b) ZRH P4 “Hongkong Post e-Cert EV SSL CA 3 - 177 & K [\ G
WIEEFES (AR -

cat cert0000812104.cer ecert ev ssl ca 3-17 pem.crt
root ca 3 X gsca r3 pem.crt > myserver hkpostca.crt

3. HCFYw 45 4T I nginx HTTPS Bt & SC 4R 5 (40

/etc/nginx/nginx.conf).
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4. IRIMER HTTPS server [XH, HRJ5 T REAUF ARAS DX B A SE LU #05E
IR BEAFAE, W HATIN L.

# HTTPS server

server {
listen 443 ss1;
server_name myserver.com;

ssl_certificate ssl.crt/myserver_hkpostca.crt;
ssl_certificate key ssl.crt/myserver.key;

5. MEAFARTE NBSIT ST AR

6. TIARFFHRAL T2 B EAEH nginx fAfikds. @RFEAF RS,
TR ATREA AN - )

systemctl stop nginx

systemctl start nginx
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